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Abstract: The technology known as cloud computing makes it possible to provide computing services over the Internet.
Because it allows users to access and manage information and applications through a network of remote servers,
this service model has been quickly adopted due to its numerous benefits, including cost savings, scalability, and
accessibility. The global market for cloud computing is expected to reach $732 billion by 2023, according to a report
from International Data Corporation (IDC). A first-hand survey of approximately sixty (60) cloud companies will be
used to provide an overview of cloud computing technology, its architecture, and Security, Privacy, and Trust (SPT)
concerns. Privacy concerns for users, data theft, unauthenticated access, and hacker attacks are just a few of the cloud
computing problems. These perplexing security issues of validation protection, information assurance, and information
check are the primary impediment to cloud transformation for future developments, which are being addressed to
recognize the sufficiency and adequacy of cloud security through subjective review based on techniques.
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1. Introduction

Cloud storage is widely used today because it offers unlimited, low-cost storage of data that can be accessed from a
variety of devices, including smartphones, laptops, tablets, and so on. In addition to well-known cloud service providers
like Google, Microsoft, and Amazon, which provide Amazon Web Service (AWS), other distributed storage specialist
organizations give more accessible and practical capacity administration to clients. Examples; Dropbox, Box.net, Idrive,
IBackup, Sync.com, and Shimmer Share. Some of the most important features of these cloud service providers include
a straightforward user interface and storage service, file and folder synchronization between various machines, file-
sharing versioning, and automatic backups. The way users manage data has changed thanks to cloud service; Multiple
users can work and share data without worrying about consistency, availability, or reliability with cloud service.

Since the data stored in these services are under the authority of the service providers, there are concerns about
the confidentiality and security of the data. Therefore, using cloud service to store essential data depends mainly on
whether the service provider can offer efficient protection to meet the client’s requirement. From how the cloud system
is constructed, the cloud providers do not supply the client with adequate levels of security which leads to the risk of
clients’ data from external and internal attacks. These attacks can be in the form of; data exposure (lack of data security),
data tempering (lack of data privacy) and denial of data (lack of data trust) from the cloud providers themselves. In this
case, the cloud providers should ensure data confidentiality when data is in motion (while transmitting over the network)
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and when information is at rest (when stored at providers’ disks) before it is outsourced to these services. A client can
rely on cloud providers to use encryption software tools to encrypt their data on the cloud service. However, many cloud
providers fail to achieve data confidentiality. For instance, Box.net do not encrypt clients’ data within the Box servers
and, as a result, exposes it to confirmation of files attacks.

As mentioned above, the cloud system has several data security issues and is motivated by these issues; in this
research, we pose the following questions.

* Analysis of effective way of cloud architecture.

* Isthere a secured Cloud system for companies?

*  What are the security policies in place to secure the cloud from its SPT claims?

With these research questions in hand the three main objectives or the aims driving the work would be:

* Adequacy of Security in place for SPT claims.

» Policies available to curtail suspected Security Violation.

» Effective security strategies in Trend.

In other words, we want to know if the company is using a Cloud system, what are measures in place to make sure
that the security, privacy and trust of the data are kept.

2. Literature on cloud architecture design-NIST

A common framework for comprehending and evaluating cloud computing technologies and practices has
been developed by the National Institute of Standards and Technology (NIST) into a reference architecture for cloud
computing. The key components and functions of cloud computing, as well as their relationships, are outlined in this
architecture. The three service models in the NIST cloud computing architecture depicted in Figure 1 are as follows:
Software as a Service, Platform as a Service, and Infrastructure as a Service is the four deployment models: private
cloud, community cloud, public cloud, and hybrid cloud, as well as the following five essential components: cloud
carrier, cloud auditor, cloud broker, and cloud provider [1].
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Figure 1. NIST cloud computing architecture [1]
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2.1 Cloud consumer

It describes the person or business that makes use of cloud computing services to fulfill their computing
requirements. They are often the end customers who employ a cloud provider or cloud broker to obtain cloud services.
The cloud user has access to a wide range of services through the internet, including infrastructure, platforms, software,
and storage. Additionally, they may make use of a variety of resources without having to purchase and maintain their IT
infrastructure, like as processing power, storage, and apps.

2.2 Cloud Provider

It refers to the organization that offers cloud services to cloud customers, which could be a business, a government
agency, or any other organization [2]. It is liable for conveying the framework, stage, programming, or capacity benefits
that the cloud customer demands which incorporates keeping up with and refreshing the basic innovation, as well as
guaranteeing the security and protection of the cloud purchaser’s information. In order to assist the cloud customer in
getting the most out of their cloud services, the cloud provider may also offer additional services, such as management
and support. To meet the requirements of a variety of cloud customers, they may also provide a selection of pricing
options, such as pay-per-use, subscription-based, or metered.

2.3 Cloud broker

It alludes to an element that works with the acquirement and the executives of cloud administrations from different
cloud suppliers. It serves as a conduit between the cloud customer and the cloud service provider, assisting the customer
in selecting the appropriate cloud services to meet their requirements and managing their usage of those services. It
offers a variety of services, such as Service Arbitrage, Service Aggregation, and Intermediation [3].

2.4 Cloud carrier

It refers to telecommunications companies, internet service providers, and other organizations that provide network
connectivity and data transport services as the entity in charge of the physical transportation of data and information
between the cloud consumer and the cloud provider [4].

2.5 Cloud auditor

It alludes to the element that is liable for inspecting and assessing the security, protection, and consistency of cloud
administrations. This can incorporate free outsider associations, government offices, and interior inspecting groups.
The cloud examiner is answerable for guaranteeing that the cloud supplier is sticking to laid out security and protection
guidelines, as well as any administrative necessities that apply to the information and data put away in the cloud [5].

3. Literature on basic service models

The various ways in which various organizations can receive and use cloud computing services are referred to as
“cloud service models”. As shown in Figure 2, there are three primary service models: Software as a Service (SaaS),
Platform as a Service (PaaS), and Infrastructure as a Service (IaaS).
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Figure 2. Cloud Service Models [6]

3.1 Infrastructure as a Service (laasS)

Here, businesses may use the internet to rent virtualized computer resources, such as servers, storage, and
networking. [aaS enables businesses to host their own apps and services just like they would if they were operating them
on their own physical infrastructure [7].

Examples of IaaS providers include Microsoft Azure, Amazon Web Services (AWS), and Google Cloud Platform
(GCP).

Advantages of [aaS include:

* It’s cost saving.

» It’s highly flexible.

e There’s reduced IT burden.

*  Scalability.

3.2 Platform as a Service (PaasS)

It is a model of cloud computing that gives businesses a platform on which they can develop, test, and deploy
their applications without worrying about the infrastructure. Databases, middleware, and application development
frameworks are typical components of PaaS, which are intended to simplify application development and deployment
for businesses [8].

Examples of PaaS models include AWS Elastic Beanstalk, Microsoft Azure App Service, and Google App Engine.

Advantages of PaaS model include:

* Reduced development time.

» Improved collaboration.

* Reduced costs.

* Scalability.

3.3 Software as a Service (SaaS)

It is a distributed computing model in which associations can get to programming applications over the web,
dispensing with the requirement for programming establishments and support. Users use a web browser to access SaaS
applications, which are typically hosted and maintained by the service provider [9].

Examples of SaaS models include Salesforce, Microsoft Office 365, and Google G Suite.

Advantages of SaaS model include:
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» Improved collaboration.

* Reduced IT burden.

* Reduced costs.

*  Scalability.

SaaS is the cloud service model that is being used the most by businesses because it gives them a cost-effective and
flexible way to access a wide range of software applications without having to make a lot of money upfront.

4. Security, privacy and trust challenges in cloud computing (based on literature)

Cloud computing has helped transform organizations in terms of managing and storing data. However, it comes
along with security, privacy and trust challenges as described below.

4.1 Security challenges

Security is one of the major concerns in cloud computing since organizations use cloud computing to store and
manage their data Below are some of the key security challenges in Cloud Computing:

» Data Breaches: Cloud storage systems are often at the risk of being endangered by data breaches which may
result in data theft or even exposure to sensitive information since information is stored and managed over the cloud.
These data breaches include phishing attacks, malware, and misconfigured systems.

»  Cyber Attacks: these are attacks by cyber criminals against computers or networks including the cloud which
can result in the loss of sensitive data and disrupt the operation of cloud systems. These include Ransomware attacks,
DDoS (Distributed Denial of Service), Man-in-the-middle attacks, and Ransomware attacks [10].

*  Unauthorized access: this usually happens when a person gains access to a computer system, network, or data
without permission from the owner. This often happens over the cloud too which leads to the misuse of sensitive data [11].
These are some common cases of Unauthorized access, Weak passwords, Unsecured connections, and Unsecured APIs
(Application Programming Interfaces).

» Compliance issues: it refers to the adherence to legal and regulatory requirements, industry standards, and
organizational policies related to data privacy and security.

Compliance issues in the cloud include Data privacy for example some organizations place strict requirements
on how personal data can be collected, stored, and processed as the EU’s General Data Protection Regulation (GDPR)
does, and Data residency where Some regulations require that data be stored within specific geographic locations [12].

4.2 Privacy challenges

Privacy is a major concern to organizations that use cloud systems since it involves the storage and processing of
sensitive information by third-party service providers. Below are some of the privacy challenges in cloud computing:

* Privacy Laws: Organizations must comply with various privacy laws and regulations when storing and
processing data in the cloud. Cloud computing raises several privacy concerns, as data stored in the cloud may be
accessible to a wide range of individuals, including cloud service providers and their employees, other users of the cloud
service, and government agencies. To address these concerns, various privacy laws have been enacted, in the European
Union, United States and internationally which include Health Insurance Portability and Accountability Act (HIPAA),
Payment Card Industry Data Security Standard (PCI DSS), and General Data Protection Regulation (GDPR).

» Data Sharing: Cloud service providers have access to the data stored in their systems and may share this
information with other organizations or even use it for their own purposes. Data sharing challenges include compliance
issues, privacy concerns, security risks and Data ownership and control [13].

» Lack of transparency: Cloud service providers may not be transparent about their data handling practices,
which makes it hard for organizations to know how their data is being used. Issues involved with Lack of transparency
include Limited control over data, Hidden security, and privacy risk, and Opaque pricing models [14].

» Lack of control: Organizations that use cloud computing may have limited visibility into or control over their
data and services in the cloud. Issues involved with lack of control include Lack of control over data management,
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Limited visibility into service quality, Security, and privacy risks, and Interoperability issues.

4.3 Trust challenges

Organizations must trust their cloud service providers to securely protect and manage their sensitive data and
applications. However, trust in cloud computing can be difficult to establish and maintain, due to several challenges,
which include:

* Limited or no control over data management: Organizations must trust that their data will not be altered,
deleted, or tampered with in any manner by the cloud service providers which is difficult to maintain. Challenges
associated with this include irregular data backups and recovery as well as irregular data audits [15].

* Security and privacy risks: Organizations are often concerned about the risk of data breaches, theft, and
unauthorized access to sensitive information, leading to a lack of trust in the security of the cloud.

* Limited or no visibility into service quality: Cloud providers may not provide adequate information about the
quality of their services, such as uptime, latency, and availability, making it difficult for organizations to assess the level
of service they are receiving which leads to a lack of trust in the quality of the cloud provider’s services.

» Interoperability issues: Not being able to share data over the cloud systems and platforms leads to a lack of
trust in the ability to work together by different systems and platforms thus interoperability issues [16].

5. Research process

It attempted to outline the type of analysis used in the data collection of this research, the data analysis and the
interpretation of the data. Also, an explanation of the data in graphs and diagrams to know the details on how cloud
systems are protected by companies in general will be discussed.

5.1 Methodology and method

The Qualitative research is non-numeric data and the Quantitative research is numeric data and these both can
be collected in a variety of ways including field notes, surveys and interviews offering deeper insights into topics or
experiences. Although less accepted than quantitative research in certain fields such as psychology, the qualitative
approach has matured despite “paradigm wars” within this field [17]. Considering this, for the work undertaken the
qualitative iterative to form retrospective casual comparisons is undertaken.

It is necessary to experiment with the design for impact assessment through intervention in order to conduct an
effective statistical analysis of the received data through these channels [18]. An iterative approach is required for the
qualitative method’s experimentation. An example is shown in Figure 3.

Data ] [ Data o
» | collection > analysis =
Research | Research g .
. » . » s » | Reporting
question design N
J L 2 r =
" Data Data B
. 5 =
I analysis < collection §

e.g. new methods added

e.g. changed emphasis

Figure 3. Qualitative Iterative Research Approach [19]

The approach taken in this research is a Qualitative retrospective casual comparative positivism approach using
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secondary data. This fits the scheme due to primarily utilizing cloud issues performance data.

The importance of research planning cannot be understated as it seeks to align goals and objectives, resource
requirements, and expected results delivering focus within the research process [20]. Considering this, the Qualitative
retrospective casual comparative is mapped to the research objectives to frame conclusions.

5.2 Data source

The graph Figure 4 below shows the categories or the number of companies that were involved in the research. Out
of the targeted 100 cloud organization in general, only 10 of the organizations accepted the emails and was involved
in this research, approximately 40% of the companies were Window and Glass Companies, 15% were Plumbing
Companies, 10% were woodwork Companies, 5% were Clothes Companies, 9% were shoe Companies, 15% were
Beverage Companies and 6% were leather Companies. The profile of the organizations involved in this research can be
illustrated in the graph below.

PROFILE OF THE ORGANISATIONS
Window & Glass companies — ]
Plumbing companies |
Woodwork companies ™
Clothes companies b |
Shoe companies b |

Beverage companies |

Leather companies .

0 5 10 15 20 25 30 35 40 45

Figure 4. Profile of the Organisations in research

5.3 Research limitation

As it is for every study, this research had the following limitation:
* Qualitative research adopted is not allowing the exact measurement of the examined problems.
» In some cases, participants refused to answer with the required exact data requirements for the research.

6. Research findings

The set of tools and methods used by the organization to safeguard cloud-based data will be discussed in this
research section. As stated in section 1, this section also sorts to fulfill the second objective of the research. The
following are some of the questions that need to be answered here: What measures do some businesses take to
safeguard their cloud-based data? Who is authorized to access the cloud’s data? What procedures are in place to ensure
that only authorized individuals have access to the data? Finally, what procedures are in place in the event of a suspected
security breach? What is the calamity recuperation plan?
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6.1 Adequacy of Security in place for SPT claims

When this question was posed to the respondents, 20 of the respondents answered that data encryption is the action
their company uses to protect their data. These describe the group of people and their responses categorized as under
P1-P4 representing Beverage companies, P4-8 representing woodwork companies, P9-12 representing window and
glass companies, P13-16 representing plumbing companies and P17-20 representing fashion companies (clothes, shoe
and leather).

Because it is stored on public servers, most cloud data does not have any security. This makes the data susceptible
to attacks from the outside or even from within [21]. As a result, the data itself ought to be safeguarded so that, even in
the event that the data are successfully stolen, the contents of the stored data will continue to be protected. Additionally,
nine (maximum) of the respondents to the research stated that their company protects its data through data backup. Their
customers will be able to easily access the data at any time thanks to this backup, which will always make it available.
Six people (average) also stated that they protected their data by using strong passwords. The password will be more
difficult to crack if it contains a combination of letters, numbers, and special characters; the rest should be considered to
have minimal security measures (Average minimum). these actions as well as the fundamental measures their businesses
take to safeguard their data. It is clear from Figure 5 that 70% (14 nos) of the respondents are with Normal Max and
Normal Avg controls and just 30% (6 respondents) are with Normal least controls with regards to safety efforts. The
histogram, as shown in Figure 5, provides a clear representation of the output.

AVERAGE CLOUD CONTROLS

Average Avg m Average Max m Average Min

P17-20 :

P13-16

P9-12

P4-8

P1-4

Figure 5. Output of average cloud controls in companies

6.2 Policies available to curtail suspected Security Violation

Suspected security occurs when unauthorized individuals gain access to sensitive company information or data
stored in the cloud. But when there is a suspected data breach, the company mostly put some actions or measures in
place to prevent or solve the problems of the data branch. Some of the responses from our respondents are as follows;

*  Vulnerability Management: Regular scanning of vulnerability and privilege-related risks. Practices like
penetration testing to determine real-world security resistance should be carried out to audit and test identified
vulnerabilities.

» Password Control: There should be a practice of creating a strong password which will be difficult for external
or unauthorised individuals to attack the cloud. Password should be changed regularly if possible or suspected of a
shared password [22]. Combining passwords with another authentication system for sensitive arcas and establishing
password management best practices, where respondents stated that practices like encryption, patching, and maintenance
could help in the case of a suspected data breach.
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* Regular Backup: Backing up data is one of the significant ways to prevent companies’ data from disaster.
Data are backup when in the cloud and also in transit. By doing this, data in the cloud is secured even when they are
tempered; the backup can happen data can replace the lost data [22]. The backup can happen on Home P.C., external
hard drives or even cloud-to-cloud as long as two cloud providers cannot share the data.

*  Multiple server plant locations: Having multiple server plant locations can also help companies with disaster
recovery. Companies’ data is stored on multiple servers across multiple locations enabling fault tolerance and bringing
in viability and sustainable access. If one server at a particular location is affected by a disaster, the other server will run
perfectly in place of the affected server.

6.3 Effective security strategies in Trend

Identity & Security Trends insights were gathered from cybersecurity leaders, consulting and systems integration
experts, and technology providers. To build a company strategy in an actionable year, they share these actionable steps
surrounding each trend to fortify the security posture.

» Rapid Uptake of Cyber Insurance-With an increase in frequency and sophistication of cyber-attacks, damage
to organizations can be enormous. Cyber insurance is gaining momentum as a means of protecting against this risk.
However, vulnerable enterprises are noticing challenges concering insurance including cost, limited availability, and
more stringent security expectations from insurers to policyholders.

» Identity Security Gaps with IDR-Identity Detection and Response (IDR) describes a new enterprise
cybersecurity method that can protect an organization’s identity infrastructure and other IT systems. IDR uses identity-
based risk to identify potentially malicious behaviour occurring within an enterprise and restrict or terminate the
identities exhibiting that behaviour. IDR will provide the necessary identity risk context, access patterns, and behaviour
analysis in identifying a threat with high fidelity.

*  New CISO Leadership Mandate-It’s now common for CISOs (Chief Information Systems Officers) to be board
members and regularly engage in C-level business discussions. But the technical background of a CISO can become
a barrier to communication in this environment. Not surprisingly, disconnects emerge that affect the critical flow of
resources and information. To maximize impact, CISOs must evolve their communication style to bridge gaps, improve
performance, and even limit professional liability.

*  (Shift) to the Left, to the Left-Enterprises are quickly realizing the necessity of “shifting left” and introducing
security measures earlier within the software supply chain, particularly as varied code, open-source software, data sets,
and cloud-infrastructure get put to use.

7. Conclusions and results

The organization’s responses suggest that serious safeguards for cloud-based data are required and are being
implemented. However, slow Internet access, cost management, a lack of resources, governance and control,
compliance, and performance are still obstacles to the growth of cloud computing. However, with the right strategic
approach, Management details can assist in minimizing the cloud’s potential risks and challenges and maximizing the
cloud’s benefits.

Strong passwords and security measures are in place to ensure that only authorized personnel have access to the
data, accounts are not logged in public areas, and files, passwords, and other security details are properly shared without
leaving any trace [22]. Most associations are likewise utilizing two-factor verification (2fa) or MFA (Multifaceted
validation) to lay out admittance to the cloud framework. To convince the cloud system or service that you are who
you say you are for the system to determine whether you have the authority to access the cloud’s data, the cloud
administrator must provide two distinct types of information with 2Fa7 MFA.

Additionally, when viewed from all three objective perspectives, the findings make it abundantly clear that in
accordance with Objective 1, 70 percent of security professionals at businesses regard SPT claims as a top priority
and have measures in place to mitigate them, as shown in Objective 2. In current parlance, the purpose of Objective 3
is to maintain economic and long-term viability for the sustainability of businesses. The well-known trends that these
businesses follow are highlighted.
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Distributed computing has turned into a critical innovation for associations across different areas, empowering
the conveyance of processing administrations over the web. The rapid adoption of cloud services is due to its
advantages, such as cost savings, scalability, and accessibility. The NIST distributed computing engineering gives an
extensive structure that assists associations with understanding the different parts that make up a distributed computing
framework, from the client layer to the cloud supplier layer. In examination, the cloud design in the virtualized climate,
known as cloud-local engineering, exploits the versatility, adaptability, and cost viability of distributed computing
through microservices, compartments, and arrangement devices. These give long-haul supportability to organizations.
While distributed computing offers many advantages, it additionally presents critical difficulties with regard to security,
protection, and trust, which are getting tended to through the solid, successful and moving measures recognized as a
feature of the exploration arrangements.

8. Future research

The majority of businesses, in general, approach cloud security issues from an abstractive perspective and capture
the security requirements of various stakeholders at various levels to assist them in securing their cloud systems in
a time-based rather than a long-term manner. In order to find a solution to this issue, additional research into cloud
architecture security patterns, security enforcement, and feedback on these organizations’ current security status is
needed from a variety of stakeholders at various levels, including internal and external (which is not the focus of this
study) but could be extended further for future.
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