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Abstract: The increasing prevalence of Android malware poses significant risks to mobile devices and user privacy. 
The traditional detection methods have limitations in keeping up with the evolving landscape of malware attacks, 
necessitating the development of more effective solutions. In this paper, we present DeepMetaDroid, a real-time 
detection approach for Android malware that leverages metadata features. By analyzing crucial metadata, including 
APK size, download size, permissions, certificates, and DEX files, the proposed method enables effective identification 
of malware and enhances mobile security. Using deep learning techniques, a lightweight Android real-time monitoring 
system is equipped with the trained model. These methods include long short-term memory (LSTM), gated recurrent 
units (GRU), convolutional neural networks (CNN), deep neural networks (DNN), and other ensemble models. Utilizing 
the rectified linear unit (ReLU) as the activation function, the DNN model is constructed with 32 neurons in the input 
layer. A one-dimensional convolutional layer with 32 neurons and a filter size of three is used as the input layer in the CNN 
model. The LSTM model is designed with an input layer consisting of 16 neurons. The GRU model with 32 neurons is 
employed in the input layer. Additionally, ensemble models that combined several architectures were developed. The 
proposed method offers a faster and more scalable solution for malware detection by consuming fewer resources like 
memory and CPU. This work ensures device security by providing real-time monitoring on Android devices to prevent 
users from installing malicious applications and, thus, enhance user privacy and security.
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1. Introduction
The proliferation of mobile devices and the reliance on smartphone applications have led to an alarming rise in 

malware threats. In the third quarter of 2022, as reported by the Kaspersky Security Network [1], a significant number 
of mobile malware attacks, specifically 5623670, were successfully blocked. As the most widely used mobile operating 
system, Android has become popular with both legitimate developers and malicious actors. As per Statista [2], in 
the first quarter of 2023, Android continued to dominate as the world’s leading mobile operating system, holding a 
commanding market share of 71.4 percent. The expansive market share and the open-source nature of the Android 
operating system provide hackers with both the necessary tools and enticing potential rewards to specifically target 
Android systems [3]. The presence of malware on Android devices poses severe risks, including unauthorized access to 
sensitive data, financial fraud, and privacy breaches. Cybercriminals typically upload malicious programs to third-party 
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sources and disseminate them via malicious links because the Google Play Store offers automatic app scanning to assure 
security. Malware typically starts alerting users to fresh app installations or system upgrades once it has been installed 
on their Android smartphone. Consequently, malware will infect the device, opening the door to other cyberattacks such 
as data theft, data modification, destruction of sensitive data, cyber impersonation, and so forth.

General approaches to Android malware detection have traditionally relied on several methods, including signature-
based techniques [4-5], static analysis approaches [6-8], and dynamic analysis-based methods [9-10]. Static analysis is a 
behavior-based approach used to detect Android malware that examines how Android apps behave without running them 
on a real device or emulator. The simplicity of this method, which drastically cuts down on implementation complexity 
and processing time, makes it the preferred choice. The static features are extracted using reverse engineering tools 
such as APKTool [11], JADX [12], Dex2Jar [13], Android Studio [14], and Androguard [15]. Conversely, the dynamic 
analysis methodology runs an application on an emulator or a real device to replicate its real-world behavior. This makes 
it possible to watch and record the runtime operations of the application, as well as its interactions with the operating 
system, networks, and possible malicious activity. Certain studies [16-20] used a hybrid analysis approach in which they 
designed malware detection models using both static and dynamic data. However, the landscape of Android malware 
is constantly evolving, with attackers employing sophisticated techniques to evade detection. Consequently, there is an 
urgent need for advanced and real-time detection mechanisms to combat this ever-growing threat effectively.

This research paper aims to address this pressing need by proposing a real-time detection framework for Android 
malware that leverages metadata features. Metadata, encompassing APK size, download size, permissions, certificates, 
and classes.dex file provides valuable insights into an application’s behavior and potential malicious intent. The 
primary objective of this study is to develop an effective real-time monitoring system integrated with deep learning-
based approaches to classify Android applications as either malicious or benign using metadata features. The proposed 
framework can accurately identify and flag potentially malicious applications before they are installed or executed 
on the user’s device. The significance of this research lies in its potential to enhance the security of Android devices, 
safeguard user privacy, and mitigate the risks associated with the constantly evolving landscape of Android malware. By 
providing a real-time detection mechanism, users can be alerted to the presence of malware before it can cause harm. 
The proposed system will block the corresponding malware installation and isolate the malware from the device to 
maintain a secure mobile environment. Thus, the proposed framework proactively mitigates Android malware threats to 
ensure a safer and more secure mobile ecosystem for users.

1.1 Background

The Android Operating System (AOS) is a popular open-source platform developed by Google for mobile devices. 
It is based on the Linux kernel and is designed primarily for smartphones, tablets, and other touch-enabled devices. AOS 
provides a robust and flexible environment for running applications and offers a wide range of features and services. 

1.1.1 Android application structure

The architecture of an Android app is based on the Android Package (APK) file format, which serves as the 
container for the app’s components and resources. The APK file follows a specific structure that includes:

1. AndroidManifest.xml: This XML file is a vital component of the APK and provides essential information about 
the application, such as its package name, version number, permissions required, and the main components (activities, 
services, etc.) that comprise the application.

2. Classes.dex: This file contains the compiled bytecode of the application’s Java or Kotlin code. The bytecode is 
executed by the Android Runtime (ART) or the Dalvik Virtual Machine (DVM), depending on the AOS version.

3. Resources.arsc: This binary file contains compiled resources such as strings, layouts, images, and other assets 
used by the application. It helps optimize the retrieval and usage of resources during runtime.

4. lib/: This directory contains native libraries specific to different CPU architectures (e.g., ARM, x86). It allows 
applications to include native code for enhanced performance or integration with existing libraries.

5. Assets/: This directory holds additional application-specific files that are not compiled but are bundled with the 
APK. These files can be accessed programmatically by the application at runtime.

6. Res/: This directory contains the source files for various resources used by the application, including layouts, 
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strings, styles, and images. These files are compiled into the Resources.arsc file.

1.1.2 Security mechanisms

To ensure the security of Android apps, the Android operating system incorporates several built-in security 
mechanisms. These mechanisms aim to protect users’ devices and data from malicious activities. Some key security 
mechanisms in Android include:

1. Permissions: Android apps must declare the permissions they require to access certain system resources or user 
data. Users are prompted to grant or deny these permissions during the app installation process, allowing them to control 
the app’s access to sensitive information.

2. Sandbox Environment: Android apps run in a sandboxed environment, which means they are isolated from each 
other and the underlying operating system. This isolation prevents malicious apps from interfering with other apps or 
the system itself.

3. Application Signing: Android apps are required to be digitally signed with a certificate. The certificate ensures 
the integrity and authenticity of the app and helps in verifying the app’s source. This mechanism helps users to identify 
trusted apps and protects against tampering or unauthorized modifications.

4. Google Play Protect: Google Play Protect is a built-in security feature provided by Google Play Store. It scans 
apps for malware and other potentially harmful behavior before they are installed on users’ devices. It also periodically 
checks installed apps for any security risks.

5. Runtime Permissions: Starting from Android 6.0 (Marshmallow), Android introduced a runtime permission 
model. It allows users to grant or deny permissions to apps at runtime, giving them more control over their privacy and 
security.

1.2 Contributions

The main objective of this paper is to develop a proactive real-time solution for detecting malware threats in 
Android that ensures impressive classification performance while yielding reduced resource consumption. 

The Main contributions of the paper as described below:
• This research proposes a cutting-edge real-time monitoring system that integrates deep learning models to 

effectively detect and block Android malware.
• The proposed method leverages metadata features which enable a lightweight approach for the malware detection.
• This lightweight approach offers an effective and scalable solution for detecting Android malware due to the 

consumption of fewer resources like memory and CPU.
• To evaluate the effectiveness of the proposed method, extensive experiments are conducted using various deep-

learning techniques and ensemble models.
The subsequent sections of this paper are organized as follows: In Section 2, the literature review is described. 

Section 3 provides the materials and methods of the paper. Section 4 offers a detailed explanation of the proposed 
methodology. Section 5 focuses on the experiments conducted and provides a comprehensive discussion of the 
corresponding results obtained. Finally, Section 6 concludes the paper, summarizing the contributions and highlighting 
the future research directions.

2. Literature review
Numerous research studies have focused on Android malware detection, predominantly employing supervised 

machine-learning techniques. For instance, Lê et al. [21] propose a machine learning-based detection technique by 
utilizing permissions and API features. However, this approach lacks deploying the framework on Android devices. 

In another study, Islam et al. [22] presents a machine learning-based ensemble model for Android malware 
detection using a dynamic feature analysis method. However, their study did not guarantee the detection of malware in 
real time. Similarly, Bhat et al. [10] utilized dynamic behavior analysis with system call-centric features and employed a 
stacking ensemble technique for malware detection.
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On the other hand, reinforcement learning has emerged as an accepted approach for Android malware detection. 
For example, Rathore et al. [23] developed different evasion techniques and a defense strategy to counter evasion attacks 
on malware detection models. Similarly, the studies including [24-28] have utilized the strength of machine learning 
deep learning techniques for malware detection. The deep learning techniques often provide superior performance 
over machine learning-based solutions when there is a large dataset. Mbunge et al. [29] suggest that there is a need to 
increase malware dataset sizes as well as improve the accessibility of malware datasets to the public. 

While Ko et al. [30] developed a framework for real-time detection of unknown ransomware, their study primarily 
focused on discussing the higher-level framework without conducting any experiments. In contrast, our work establishes 
a real-time monitoring system integrated with deep learning techniques and evaluates its efficiency using various metrics 
through multiple experiments. Also, we adopt a meta-data feature fusion technique in addition to feature selection to 
get an optimized feature vector. By utilizing metadata features, the computational overhead associated with dynamic 
analysis approaches is significantly reduced. Moreover, the use of metadata features makes the proposed system 
lightweight and efficient, without sacrificing detection accuracy.

Most related studies incorporate system call-based approaches, as seen in [10] and [31]. In [31], Yaniv Agman and 
Danny Hendler present a dynamic analysis framework that continuously monitors running events. This study relies on 
the eBPF (extended Berkeley Packet Filter) technology of the Linux Kernel to monitor events from the internal kernel, 
system calls, or native library functions. However, executing eBPF programs introduces performance overhead, making 
it less suitable for extremely latency-sensitive or high-performance applications.

The authors Iqbal et al. [32] introduced SpyDroid, a real-time malware detection framework that incorporates 
multiple malware detectors. SpyDroid is designed to operate within the operating system (OS) and facilitates the 
exchange of valuable information with its sub-detectors. It acts as an intermediary between the OS and other detectors 
or anti-virus applications. However, this technique relies entirely on the outcomes generated by other auxiliary malware 
detectors. A summary of the related works is provided in Table 1.

Table 1. Literature review summary

Study Approach Real-time 
Detection

Deployment on 
Android Devices Main Contribution

[21] Machine learning using permissions and API 
features No No Proposal of ML-based detection technique

[22] Ensemble model with dynamic feature 
analysis No No Utilization of ensemble model for malware 

detection

[10] Dynamic behavior analysis with system 
call-centric features No No Stacking ensemble technique for malware 

detection

[23] Reinforcement learning techniques and 
defence strategy No No Development of evasion techniques and 

defence strategy

[29] Utilization of machine learning and deep 
learning techniques No No Call for increasing malware dataset sizes and 

accessibility

[30] Framework for real-time detection of 
unknown ransomware Yes No Proposal of real-time detection framework for 

ransomware

[31] Dynamic analysis framework using eBPF 
technology Yes No Utilization of eBPF technology for dynamic 

analysis

[32] Real-time malware detection framework 
(SpyDroid) Yes Yes Introduction of SpyDroid framework for 

real-time detection
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3. Materials and methods
The proposed methodology achieves effective Android malware detection by combining real-time analysis with 

deep learning-based malware detection through the use of metadata features. It guarantees quick detection and defense 
against changing malware threats by concentrating on real-time monitoring and feature extraction, improving the 
security of Android devices and user data. TensorFlow and other well-known deep learning frameworks were used to 
implement the produced models. The implementation was optimized for efficiency and scalability, allowing for real-
time monitoring and detection of Android malware on mobile devices.

3.1 Data source and tools

The dataset used in this study was collected from a variety of sources, including Drebin [33], Virus Total [34], 
Contagio Mini Dump [35], and Google Play Store [36]. To ensure diversity and representativeness, the dataset includes 
both benign and malicious Android applications. The metadata features used for Android malware detection were 
extracted from the collected dataset. The data source and tools utilized are further described in Table 2.

Table 2. Data source and tools used

Approach Data Source Tool Features

Real time

1. Drebin

Development: Android 
Studio, TensorFlow

• APK Size

2. VirusTotal • Download Size

3. ContagioMiniDump • Certificates

4. Google Play Store • Permissions

3.2 Experimental setup

The experiments are conducted on a specific machine with the following hardware and software specifications:
• Hardware: The machine used an Intel (R) Core (TM) i5-4210U CPU processor running at 1.70 GHz, 2.40 GHz, 

and had 4 GB of RAM.
• Software: Ubuntu 14 Linux operating system, Python 3.3 with the Sci-kit Learn packages, TensorFlow and 

Android Studio.

4. Proposed system
The proposed methodology incorporates deep learning-based malware detection with real-time analysis by using 

metadata features to achieve efficient Android malware detection. By focusing on real-time monitoring and feature 
extraction, it ensures prompt identification and protection against evolving malware threats, enhancing the security 
of Android devices and user data. The proposed system primarily contains two phases, such as development and 
deployment (as seen in Figure 1).
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Data Collection

Scanning Safeguarding

Feature Extraction

Phase 1: Model Development

Phase 2: Model Deployment in Android Device

Real-time monitoring

Feature Selection Malware 
Detection

Figure 1. The phases of the proposed method

4.1 Phase 1: model development

The development phase is where the actual malware detection model is established. The dataset is trained using 
deep learning techniques and the model which results in superior accuracy will be opted as the final detection model. 
The overall processes of the development phase are illustrated in Figure 2. Once this deep learning model is established 
with better performance, the model is deployed as a real-time monitoring system installed in the Android device in the 
second phase (deployment phase).
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Figure 2. The overall processes in the development phase of the proposed method

4.1.1 Data collection

This stage consists of collecting raw APK samples from various data sources. In addition to Drebin [33], Android 
malware data samples are collected from reputable repositories such as VirusTotal [34] and Contagio Mini Dump [35]. 
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This diverse collection ensures a comprehensive representation of different types of malware. The benign samples were 
obtained from reliable sources like Google Play Store [36], ensuring their authenticity and relevance. Thus, a total of 
2,000 samples are collected in each class consists of 1,000 samples providing a balanced distribution for training.

4.1.2 Feature extraction 

Algorithm: Extract Metadata Features from Raw APK Files

Input: List of raw APK files

Output: Metadata features for each APK

1. For each raw APK file in the input list, do the following:

    A. Extract metadata features for the APK:

        i. Extract APK size:

            ⊳ Obtain the size of the APK file in bytes.

            ⊳ (apkSize ← get_apk_size (raw_apk))

        ii. Extract download size:

            ⊳ Compute the size of resources to be downloaded when installing the APK.

            ⊳ (downloadSize ← get_download_size (raw_apk))

        iii. Extract permissions:

            ⊳ Retrieve the list of permissions required by the APK.

            ⊳ (permissions ← get_permissions (raw_apk))

        iv. Extract certificates:

            ⊳ Obtain the digital certificates used to sign the APK.

            ⊳ (certificates ← get_certificates (raw_apk))

        v. Extract intents:

            ⊳ Retrieve the list of intents declared in the APK’s manifest file.

            ⊳ (intents ← get_intents (raw_apk))

        vi. Extract DEX file:

            ⊳ Extract the Dalvik Executable (DEX) file from the APK.

            ⊳ (dexFile ← extract_dex_file (raw_apk))

    B. Store the extracted metadata features in a data structure:

         ⊳ Combine all extracted features into a metadata structure.

         ⊳ (metadataFeatures ← {apkSize, downloadSize, permissions, certificates, intents, dexFile})

    C. Save the metadata features to a file or database:

         ⊳ Store the metadata features associated in a suitable storage medium.

         ⊳ (save_metadata_features (metadataFeatures))

Figure 3. Pseudocode for extracting metadata features from apps
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To extract pertinent metadata features from the collected raw APK samples, as mentioned in Section 4.1.1, different 
reverse engineering tools are utilized, including Android Studio [14] and Androguard [15]. Different metadata features, 
encompassing permissions, intents, certificates, Dex files, download sizes, and APK file sizes, are extracted from these 
APK files. Figure 3 depicts the pseudocode for extracting metadata features from newly installed or updated apps. These 
features provide valuable insights into the characteristics and potential risks associated with the analyzed apps and 
can be utilized to uncover patterns that have not yet been identified in prior research. Such metadata serves as a solid 
foundation for static malware detection, which offers a rapid and efficient approach to identifying Android malware. 
Moreover, the utilization of meta-data features has reduced resource consumption, like CPU or memory, to make 
the system lighter. Martín et al. [37] have utilized these kinds of meta-data features integrated with machine learning 
techniques for malware characterization. However, their study didn’t provide detection in real time.

4.1.2.1 Fusion techniques

Once the meta-data features are extracted from APK samples, a weighted average fusion technique is applied to 
them. The fusion techniques refer to the concatenation of individual features for deriving more comprehensive and 
informative representations of the analyzed apps. These techniques ensure reliability in features, by obtaining a compact 
set of prominent features that can improve detection accuracy. Hence, by fusing multiple metadata features, we aim to 
uncover hidden patterns that may not be apparent when considering features in isolation. This fusion process enhances 
the quality of the input data to be fed into the detection model. The fusion technique is performed using statistical 
techniques, such as weight-based feature concatenation. By this technique, the quality and robustness of the features can 
be improvised, enabling more effective detection of Android malware. Thus, after this stage, a total of 250 features are 
obtained. 

The common approach for performing feature fusion is to use a weighted average. The fused feature vector is 
calculated using the following equation (1): 

1 1 2 2 n nFused Feature w Feature w Feature w Feature= + ×+…+× × (1)

Where Feature1, Feature2, ..., Featuren are the individual metadata features and w1, w1, ..., wn are the weights 
assigned to each meta-data feature. The weights are assigned using the correlation technique as described in equation (2):

( ) ( )( )( )
( )( ) ( )( )2 2

mean mean

mean mean

X X Y Y
w

X X Y Y

Σ − −
=

×

 × 


Σ Σ −


−
(2)

Where X and Y represent the variables (metadata features and the target variable, respectively), Xmean and Ymean 
are the means of X and Y, respectively and Σ denotes the sum of the corresponding terms. The correlation coefficient 
(w) ranges from -1 to 1, where 1 indicates a strong positive correlation, -1 indicates a strong negative correlation, and 0 
indicates no linear correlation between the variables.

4.1.3 Feature selection

The feature selection plays a significant role in providing better detection performance. Selected features are 
fed into the final detection model during this phase. The extracted metadata features are cleansed and pre-processed 
to obtain data in a well format using scaling then, Principal Component Analysis (PCA) has been applied for 
dimensionality reduction.

4.1.3.1 Scaling

Since data pre-processing accounts for 50%-80% of the time spent on data analytics [38], data transformation 
is required solely for the purpose of enhancing the performance of a machine learning algorithm [39]. Therefore, a 
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standard scaling technique is applied to ensure the compatibility of the features. Standard scaling, also known as z-score 
normalization, transforms the features using the following equation (3):

scaled
XX µ
σ
−

= (3)

Where X represents the original feature values, μ denotes the mean of the feature values, and σ represents the 
standard deviation. Applying standard scaling eliminates the potential bias introduced by the different scales and 
magnitudes of the individual features. This process brings all features to a similar scale, facilitating more meaningful 
and accurate comparisons between the feature values. The scaled dataset enables us to effectively capture the relative 
importance and relationships between the metadata features.

4.1.3.2 Principal Component Analysis (PCA)

In addition to fusion techniques and scaling, the Principal Component Analysis (PCA) is also applied to the 
dataset as a feature dimensionality reduction technique to obtain a more optimized feature vector. PCA is a widely 
used method that transforms the original features into a new set of uncorrelated variables called principal components. 
These principal components are ordered in terms of their explained variance, with the first component capturing the 
highest amount of variance in the data. By selecting a subset of the principal components that explain the majority 
of the variance, the dimensionality of the feature space can be reduced while preserving the essential information 
[40]. In the proposed approach, the number of components is set to 32. This reduction step helps alleviate the curse 
of dimensionality, mitigate computational complexity, and enhance model interpretability. Moreover, the use of PCA 
facilitates the identification of latent structures and patterns within the data and thus obtains an optimized feature set that 
serves as a foundation for further analysis and modeling.

4.1.4 Malware detection

In this phase, deep learning classification has been applied to detect malware. Deep learning techniques are 
adversarial methods that have been efficiently used in many recent security problems. For instance, the authors [41] 
utilized deep learning techniques to enhance the security of medical images. The neural networks imitate the features of 
biological neurons to process the information. Each neuron with weight and threshold adjusted with learning will send a 
signal if the output is over the threshold; otherwise, there is no message transmitted to the next layer of the networks [42]. 
To construct an efficient detection model, several experiments are implemented with different deep learning techniques, 
including deep neural networks (DNNs), convolutional neural networks (CNNs), long short-term memory (LSTM), 
gated recurrent units (GRU), and ensemble models. The models were trained using popular optimization algorithms like 
stochastic gradient descent (SGD) and Adam. The regularization technique, like Lasso L2, has been applied to mitigate 
overfitting issues and employed early stopping techniques to prevent model convergence. The models’ performance 
was evaluated using metrics such as accuracy, loss, precision, recall, F1 score, and area under the precision-recall curve 
(AUC-PR). The experiment with a deep neural network (DNN) gave the highest detection accuracy of 97.32%.

4.2 Phase 2: model deployment in android device

This is the second phase of the proposed methodology, in which the detection model developed in the first phase is 
deployed in this phase. As per Section 4.1, the deep learning model, which provides better performance, is implemented 
on an Android device as a real-time monitoring system. Therefore, the proposed real-time application detects new 
installations on the device through ongoing monitoring. Whenever a new installation or update happens, the system 
captures its basic meta-data features and applies them to the deep learning detection model that is integrated within the 
system. The model then classifies it either as benign or malicious. If the model identifies it as malware, the system will 
alert the user and quickly take appropriate safety precautions. On the other hand, if the detection model results in the 
app being a legitimate one, the proposed system will ignore the current installation and continue the scanning process. 
Hence, the proposed system provides early detection of malware and prevents users from installing it. The overall 
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activities carried out in this stage are presented in the diagram shown in Figure 4.
Briefly, the main processes in DeepMetDroid include scanning, real-time monitoring, and safeguarding, as 

illustrated in Figure 5. These processes are further explained in subsections 4.2.1 and 4.2.2.

Scanning Classification

No
malware?

Yes

Intercept App.
installations/updates

• Alert

• Installation blocking

• Application quarantining

Extract meta-data 
features

Figure 4. The summary of proposed real-time malware detection

Scanning & Real-time Monitoring

App. Installation/Update

apk

DeepMetaDroid 
Real-time Monitoring App. 
deployed in Android device

No

Yes

Alert

Installation Blocking

Application Quarantining

Safeguarding

is
malware?

MALUARE

Figure 5. The overall processes in the deployment phase of the proposed method

4.2.1 Scanning and real-time monitoring

The proposed system continuously scans the Android device for newly installed or updated apps. Android’s 
BroadcastReceiver functionality enables this by listening to the ACTION_PACKAGE_ADDED broadcast, which 
will be triggered whenever a new application is installed on the device. Thereby, the system effectively intercepts new 
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application installations or updates, triggering the feature extraction process on the fly. The extracted features are then 
fed into the trained deep-learning model for recognizing malware.

4.2.2 Safeguarding

As shown in Figure 5, the DeepMetaDroid monitoring system promptly triggers an alert if an application is 
identified as malware. This alert serves as an early warning, indicating the presence of a potentially harmful application 
within the device. To safeguard against further damage or compromise, the monitoring system swiftly takes action by 
blocking the installation of the flagged application or quarantining, which proactively prevents potential security risks. 
The quarantining process involves placing the identified malware in an isolated environment. This effectively restricts 
its access to sensitive resources and prevents its interaction with other apps and system components. By confining the 
malware, the monitoring system significantly reduces its ability to cause harm, thus safeguarding the integrity and 
security of the Android device.

5. Implementation and results
In this research, a series of experiments are performed using various deep-learning techniques. These techniques 

include deep neural networks (DNN), convolutional neural networks (CNN), long short-term memory (LSTM), gated 
recurrent units (GRU), and other ensemble models. Each experiment was aimed at exploring the effectiveness and 
performance of these techniques. Each model is evaluated with metrics like accuracy, loss, precision, recall, F1-score, 
and area under the precision-recall curve (AUC-PR). In the following sections, the details of each experiment are 
discussed along with the corresponding results. The corresponding performance results of all experiments are given in 
Table 3.

Table 3. The results of all deep learning experiments

Model used Accuracy Loss Precision Recall F1-Score AUC-PR

DNN 0.9732 0.1934 0.90243 0.8409 0.9069 0.92

CNN 0.9479 0.1800 0.9257 0.8409 0.8809 0.90

LSTM 0.92708 0.1885 0.8372 0.8181 0.8275 0.85

GRU 0.8958 0.2628 0.8757 0.6363 0.7365 0.80

Ensemble DNNs 0.9414 0.1776 0.8837 0.8636 0.8735 0.89

DNN-LSTM 0.9531 0.1725 0.9487 0.8409 0.8915 0.91

CNN-LSTM 0.9531 0.1674 0.9487 0.8409 0.8915 0.91

5.1 Deep Neural Network (DNN)

In this research, a deep neural network (DNN) is developed with 32 neurons in the input layer and utilizes the 
rectified linear unit (ReLU) as the activation function. The DNN consisted of multiple interconnected layers that 
processed the data, allowing it to learn and make predictions based on high-level abstractions in the data. To prevent 
overfitting, the Lasso L2 regularization technique is applied. This regularization technique helps reduce the complexity 
of the model by adding a penalty term to the loss function, encouraging smaller and more generalizable weights. 



Cloud Computing and Data Science 214 | Hashida Haidros Rahima Manzil, et al.

Furthermore, two different optimizers, namely Adam and Stochastic Gradient Descent (SGD), are applied. These 
optimizers determine how the weights and biases in the DNN are adjusted to minimize the loss and improve the model’s 
performance. The results are presented in Figures 6(a) and 6(b). The model trained with the Adam optimizer achieved a 
higher accuracy of 0.9732, outperforming the model trained with SGD, which had an accuracy of 0.9322. These findings 
highlight the effectiveness of the designed DNN model for malware detection.
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Figure 6. The accuracy and loss curves of the DNN model when the optimizer is Adam (a) and when the optimizer is SGD (b)

5.2 Convolutional Neural Network (CNN)

In this experiment, the convolutional neural network (CNN) is explored in the context of real-time detection of 
Android malware. CNNs are known for their ability to automatically learn and extract hierarchical representations 
from data. Generally, CNN models are used for image classification problems like face recognition or biometric 
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authentication. For instance, the authors of the study [43] discuss biometric watermarking for user authentication. In 
such situations, CNN models can be efficiently applied. They include convolutional layers that apply learnable filters 
or kernels to inputs, allowing for feature extraction. Pooling layers and fully connected layers are also incorporated in 
CNNs. Pooling layers reduce spatial dimensions while preserving essential information in feature maps, while fully 
connected layers make final predictions based on the extracted features. During the training process, CNNs optimize 
their weights using backpropagation, adjusting weights based on predicted and true labels. This iterative process 
enhances the network’s capability to recognize and classify patterns of application behavior.
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Figure 7. The accuracy and loss curves of the CNN model when the optimizer is Adam (a) and when the optimizer is SGD (b).

In this experiment, a CNN model was designed that featured a one-dimensional convolutional layer as the input 
layer, comprising 32 neurons and a filter size of 3. Then max-pooling is used with a dropout rate of 0.2. The model 
included two hidden layers. The performance of the CNN model is evaluated using two different optimizers, namely 
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Adam and SGD, as depicted in Figures 7(a) and 7(b), respectively. In particular, the SGD optimizer is implemented with 
a learning rate of 0.01 and a momentum of 0.9. The graph demonstrates similar performance results for the CNN model 
with both optimizers, yielding an accuracy of 0.9479 and a loss value of 0.1800. These results suggest that the choice of 
optimizer did not significantly impact the model’s performance. 

5.3 Long Short-Term Memory (LSTM)
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(a) The accuracy and loss curve of the LSTM model (optimizer = ‘Adam’)
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Figure 8. The accuracy and loss curves of the LSTM model when the optimizer is Adam (a) and when the optimizer is SGD (b)

The Long Short-Term Memory (LSTM) model is a popular variant of recurrent neural networks (RNNs) 
extensively used for analyzing sequential data. It effectively handles the vanishing gradient problem and is capable of 
capturing long-term dependencies. LSTMs employ memory cells and gating mechanisms such as input, forget, and 
output gates to regulate the information flow within the model. The LSTM model learns to update and utilize memory 
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cells during the training process. In this experiment, an LSTM model is designed with an input layer consisting of 
16 neurons and utilizes the rectified linear unit (ReLU) activation function. However, this model yields relatively 
inferior results compared to other deep-learning models employed in this study. To investigate the impact of different 
optimization techniques on the model’s performance, both Adam and stochastic gradient descent (SGD) optimizers are 
applied. The corresponding accuracy and loss values of the LSTM model are presented in Figures 8(a) and 8(b). With 
the Adam, the LSTM achieved an accuracy of 0.921875 and a loss value of 0.19067. Similarly, when using the SGD, the 
model results in an accuracy of 0.92708 and a loss value of 0.1885, which is slightly higher. These findings indicate that 
the performance of LSTM may vary with different optimization techniques. However, it is important to acknowledge 
that the achieved results were comparatively lower than those obtained by other deep learning models employed in this 
research.

5.4 Gated Recurrent Unit (GRU)

The Gated Recurrent Unit (GRU) is a type of recurrent neural network (RNN) architecture that addresses the 
vanishing gradient problem and allows for the efficient learning of long-term dependencies in sequential data. The 
key innovation of the GRU lies in its gating mechanism, which controls the flow of information within the network. 
Unlike the standard RNN, the GRU has two gates: the update gate and the reset gate. These gates enable the model to 
selectively update or reset the hidden state based on the input at each time step.

The update gate determines how much of the previous hidden state should be retained and combined with the new 
input, allowing the network to capture relevant information from the past. On the other hand, the reset gate controls how 
much of the previous hidden state should be ignored, enabling the network to forget irrelevant or outdated information. 
By adaptively updating and resetting the hidden state, the GRU can effectively capture long-term dependencies while 
mitigating the vanishing gradient problem.

In this work, a GRU model with 32 neurons is employed in the input layer. However, it exhibits lower performance 
compared to previous models. The model shows an accuracy of 0.8854 and a loss of 0.2696 with the Adam optimizer 
(Figure 9(a)). Similarly, when using the SGD optimizer, the model results in an accuracy of 0.8958 and a loss value of 
0.2628 (Figure 9(b)).
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(a) The accuracy and loss curve of the GRU model (optimizer = ‘Adam’)
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Figure 9. The accuracy and loss curves of the GRU model when optimizer is adam (a) & when optimizer is SGD (b)

5.5 Ensemble model of DNNs
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Figure 10. The accuracy and loss curves of the ensemble of DNNs (first three DNN models (a) and last three DNN models (b))

In this study, an ensemble approach is incorporated, which consists of six deep neural network (DNN) models, to 
conduct a comprehensive analysis of the results. The ensemble’s performance was assessed by evaluating the accuracy 
and loss values of each individual model, as depicted in Figures 10(a) and 10(b). The results demonstrate an average 
accuracy of 0.941406 and an average loss value of 0.177646.

5.6 Hybrid model (DNN with LSTM)

In this experiment, a hybrid model is established by combining a deep neural network (DNN) and a long short-term 
memory (LSTM) network. The experimental results revealed that this hybrid model achieves a remarkable accuracy 
of 0.953125. Furthermore, the loss value obtained was 0.1725. Comparing this DNN-LSTM fusion model with an 
individual DNN model, we observed significant progress in terms of the loss value. Figure 11 displays the corresponding 
accuracy and loss curves of the DNN-LSTM fusion model.
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Figure 11. The accuracy and loss curves of DNN-LSTM fusion model

5.7 Hybrid model (CNN with LSTM)

A hybrid model that combines the capabilities of a convolutional neural network (CNN) and a long-short-
term memory (LSTM) network is constructed in this experiment. The objective is to leverage the strengths of both 
architectures to improve performance. The experimental results demonstrate an accuracy of 0.953125 and a loss value of 
0.1674121, surpassing the performance of the individual CNN model. Comparative analysis between the CNN-LSTM 
fusion model and the individual CNN model reveals significant progress in terms of both loss value and accuracy. 
Figure 12 presents the accuracy and loss curves of the CNN-LSTM fusion model.
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Figure 12. The accuracy and loss curves of CNN-LSTM fusion model

• On-device Deployment Testing
The proposed model is deployed on a real device, and its performance has been evaluated against parameters like 

run time, memory consumption, and CPU usage. The model is installed on a Xiaomi Mi A2 device with the Android 
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8.1 version, and real-time monitoring is performed by continuously intercepting any new updates or installations on 
the device. The meta-data features are extracted from those applications and supplied to the trained model to detect 
whether they are malicious or not. It is obtained that DeepMetaDroid runs at 15 ms, which is faster compared to some 
of the existing works. The run time refers to the clock time from initial scanning to final detection, whether an app. is 
malicious or not, and post-detection activities like application blocking and quarantining.

Lightweight systems typically have lower resource requirements in terms of processing power, memory, and 
storage. This efficiency can result in faster performance, reduced hardware costs, and lower energy consumption. 
For instance, in a recent work [44], authors have proposed a lightweight authentication system for IoT devices. The 
proposed system consumes fewer resources, like memory and CPU. Since the utilization of meta-data features makes 
it a lightweight approach, the model consumes only 4% of the total device CPU resources. Similarly, memory usage 
plays a critical role in evaluating a real-time malware detection system; the less memory is utilized, the faster the app 
will run on an Android device. Thus, the proposed system consumes only 99 MB of memory. Both of these parameters 
play a significant role in assessing the scalability of a real-time malware detection solution. As indicated by Table 4, the 
proposed real-time detection system, DeepMetaDroid, outperforms some of the existing works in terms of both accuracy 
and resource consumption.

Table 4. Comparison of proposed method with existing works

Method Accuracy
(%)

Run-time
(ms)

Memory
(mb)

CPU
(%) Dataset Algorithm Features

[45] 96.4 357.12 123 4 CICInvesAndMal2019 [46] CNN Permissions, Intents

[47] 94.3 NA NA NA AndroZoo [48] DT Permissions

[49] 94.2 19 NA NA Drebin [33], Genome [50] CNN YOLO V5 Permissions

[51] 93.4 NA NA NA CICInvesAndMal2019 [46] Deep ANN Permissions, Intents, API 
calls, log files

[52] 95.3 NA NA NA CICInvesAnd mal2017 [53] RF Permissions, Intents, API 
calls, Network flow data

DeepMetaDroid 97.32 15 99 4 Drebin [33], Contagio [35], 
Google Play Store [36] DNN Meta-data features

(a) Home screen (b) Scanning page
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(c) Display of app information 
after scanning

(d) The page shows that application 
is quarantined if it is malware

Figure 13. The user interfaces of the DeepMetaDroid real-time monitoring system (home screen (a), scanning page (b), display of app information (c), 
and alert page (d))

As part of this research, the proposed real-time monitoring system is integrated into the Android device platform. 
This integration involved incorporating the system’s functionalities and features into an Android application. The 
application serves as a user interface for the real-time detection system, providing users with access to its capabilities 
and features. Figure 13((a), (b), (c), and (d)) showcases some of the interfaces of the proposed DeepMetaDroid real-time 
monitoring system.

6. Conclusion
In this research, we present a new approach for real-time Android malware detection: DeepMetaDroid. It uses 

metadata features and deep-learning methods. The methodology comprises two phases: development and deployment. 
In the development phase, we collected raw APK samples, extracted features, selected relevant features, and classified 
malware using various deep-learning models. Experimental results demonstrated the efficacy of our approach, with 
notable variations in model performance. With an accuracy of 0.9732, the DNN model excelled, while the GRU model 
had the lowest accuracy of 0.8958. Moving to the deployment phase, we integrated the trained model into a real-time 
monitoring system deployed on Android devices. Evaluation of the deployed model highlighted its superior performance 
in terms of runtime, memory, and CPU consumption compared to existing solutions while maintaining high detection 
accuracy. The effectiveness of DeepMetaDroid is derived from its capacity to achieve high accuracy with fewer 
resources. Future work will concentrate on improving the suggested methodology by adding more dynamic features and 
real-time scenarios to the metadata features. As a result, DeepMetaDroid will be even more powerful and versatile in 
thwarting new and emerging Android malware threats.
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