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Abstract: Health data is one of the most valuable data and highly sensitive. Its careful handling is essential in 
today’s digitalized world and cloud technology use for sharing. Health Information Systems facilitate the storage and 
accessibility of health data for better care along the patient path. As the integration of all historical patient data, the 
Electronic Health Record is at the heart of health data management. The centralization of stored health data represents a 
single point of failure and trust, making data exchange across institutions difficult and insecure. Blockchain technology 
builds on consensus mechanisms and immutable chains of blocks for validating and securing data transactions as a 
modern decentralized approach. The application of blockchain technology for Electronic Health Records is promising 
but still a young concept. Due to the wide range of discussion, this paper aims at identifying risks by using blockchain 
technology in the eHealth sector. Based on a systematic literature review, various authors’ argumentations and 
findings are examined and concluded to set up the empirical study. The semistructured qualitative interview study 
aims to find out the threats of blockchain. The paper concludes with an overall discussion and some implementation 
recommendations.
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1. Introduction
Blockchain is considered one of the most disruptive global technological transformations since the Internet in the 

2000s. The unique characteristics of blockchain are its decentralization and a network of distributed, connected nodes 
that execute the transactions [1, 2]. That way, blockchain offers a solution to centralization’s often criticized idea [3-5]. 
It is characterized by its ingenious encryption system, the immutability of records, and traceability virtues [6]. For those 
reasons, even the military trusts blockchain technology [7]. The application cases primarily control the supply chains of 
defense, cybersecurity in communications, and other areas under experimentation, such as weapon systems activation 
[7]. The blockchain trend started with the virtualization of money into cryptocurrencies, with Bitcoin being the first, 
followed by many others. Already in 2016, roughly 80% of $ U.S. bank deposits only existed virtually as so-called 
ledger entries [8]. 

Parallel to the blockchain trend, the healthcare sector is experiencing a transformation, initiated through 
digitalization and increasing collaboration [9]. Voices for a digital, cross-institutional collection, storage, and 
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transmission of health data are getting louder. The necessity to access patient data at different healthcare facilities and by 
the patients themselves is growing with the networking of systems and institutions. However, a standardized solution for 
the digital storage of all historical patient health data, called Electronic Health Record (EHR), is still missing. According 
to [10], every patient in the U.S. has almost 20 different health records. Every year 150 exabytes of health data are being 
stored [11], but based on various standards and records. Considering that medical records have ten times the value of 
other data on the black market [11], there is no doubt that sensitive health data needs superior protection. Specifically, 
digital data is exposed to hacker attacks. Estonia’s example shows that a combination of both trends, blockchain, and 
EHR, can be an interesting perspective for the future of health data storage (E-estonia (n.d.). healthcare).

Many information systems exist in healthcare, but often with different technical standards implemented, which 
leads to trouble in connecting them. A Healthcare Information System (HIS) manages health data with patients’ trust, 
expecting to receive the best patient treatment. These days, HIS still lacks interoperability depending on countries, 
regions, providers, etc. [12]. As part of a HIS, the EHR system aims to foster a cross-institutional exchange of health 
data. The goal is to have a complete patient record with all health-relevant data for successful and efficient patient 
care. The EHR fulfills these conditions by providing an IT infrastructure that enables the management and exchange of 
health data among institutions, IT systems, stakeholders, and, of course, the patient [13]. EHR communicates with other 
systems via interoperability standards and contains sensitive patient data. Thus, it needs protection with the best-suitable 
technology. Various new technologies are being developed to ensure privacy and the integrity and confidentiality of 
health data [14]. Blockchain could be a possible solution for these needs. 

It has recently gained traction in the financial sector through the cryptocurrencies Bitcoin and Ethereum. Financial 
data share similar requirements regarding privacy and security requests. Researchers are now looking for a possible 
solution to combine EHR with blockchain technology in the healthcare sector [15]. Data leaks and successful HIS 
attacks visualize the problems concerning the protection and sensitive handling of patient data, even though HIS are told 
to be secure [16]. Hospitals, private companies, and even international health and political organizations such as the EU 
discuss the benefits and possibilities of blockchain implementation for standardizing and facilitating EHR exchange. 
Within the last few years, a wide range of scientific studies appeared on potential use cases. Due to a considerable 
amount of research on this topic, it seems necessary and relevant to provide an overview of blockchain technology’s 
current status quo with a particular focus on EHR. Since all digital health services are based on some kind of HIS, 
especially on the EHR, as a historical file storing all patient-related data [17], the collection of relevant literature will be 
focused on this specific scope. 

2. Theoretical background
The theoretical background is based on a systematic literature analysis following the steps of [18]: (1) problem 

formulation, (2) literature search, (3) literature evaluation, (4) analysis and interpretation, and at least the (5) 
presentation of the results. This five-step approach was expanded by [19]. After the formulation of the research 
question, the selection criteria were defined and logically combined to use them for the search in the following scientific 
databases: general databases (SpringerLink, Science Direkt, Emerald), technical databases (IEEE Xplore), and medical 
databases (PubMed, JMIR) to tackle all different angles needed to get an overview of the topic. An overall number of 
436 literature references have been found. In the next step, the references are aggregated and interpreted. The results of 
the literature analysis are presented in the following subsections.

2.1 Blockchain

Countries utilize national payment systems for the clearance and settlement of transactions. As a result, transaction 
processes became slow, expensive, prone to errors, and influenced by more actors than the end-to-end transaction 
partners [20]. This architecture of individual interacting systems follows a centralized approach since central authorities 
control the process execution [21]. The implication is that each system is a closed one, managing and processing 
transactions. For this purpose, all systems keep their records for the storage of accounts and transaction information. In 
technical terms, this is referred to as a general ledger, meaning a data store. To ensure the functioning of a single system, 
a lot of effort is required. From a security perspective, protection against manipulation, break-ins, and unpredicted 
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downtime to assure correctness and functionality are crucial. Such a centralized system represents a potential single 
point of failure and entails a corresponding operational risk for the involved parties [3]. Passing across several of these 
systems during one financial transaction process leads to an accumulation of costs, risks, and time [4]. 

Given these inefficiencies in processes across all industries, with financial transactions as an example, it would 
be desirable to carry out direct transactions between partners without additional intermediaries in many concerns [5]. 
Regarding the points of criticism mentioned, a central system to manage all process steps at once would be necessary. 
However, the problem is that single institutions would control all transactions [22]. Based on the technological 
developments of the past years, a distributed approach is a viable alternative. Blockchain is one famous, modern digital 
decentralized approach [23]. It had its roots in 2008 when everything started with Bitcoin [24]. However, blockchain is 
valid for many more industry sectors than finance [25], and the usage for EHR will be presented later in this paper.

2.1.1 Definition

Although no universal definition exists, many authors highlight the decentralization and access to information in a 
transparent network [26-28]. Therefore, blockchain can be described as a peer-to-peer network with no central authority 
but with the right of approval, including all participants that shapes an environment of democratic consensus and 
decentralized trust [23]. This access to right structure ensures that all participants receive a copy of the blockchain.

 
2.1.2 Characteristics

Blockchain operates a network of different participants in which each node has the same rights. Any person can 
operate the nodes [29]. To maintain the same rights, an unequal balance of power is not permitted. That is ensured by 
providing all nodes with the same information and the same right to add new information to the network. Consequently, 
each node owns a ledger copy, which is essential protection against network manipulation, as it is unlikely that the 
majority of nodes are involved [30]. The functionality of the network remains intact even if individual nodes or node 
segments fail. The same applies to the addition and removal of nodes. The complete redundancy caused by the ledger’s 
distribution is a means against unilateral power, manipulation, and failure, whereby the system’s architecture alone 
provides protection mechanisms [31]. The blockchain approach is universally applicable since the blockchain represents 
an information store due to the generic function. The possible range of applications is correspondingly broad [30]. 
Assets represent an object such as a document or a cryptocurrency. Storing these objects in blocks and linking them by a 
unique, unchangeable characteristic ensures an immutable record [32]. Blockchain fulfills various functions, especially 
the mediation function when it comes to the distribution of data to all parties. In principle, the blockchain can be 
summarized as a record of all executed transactions [33].

2.1.3 Private vs. public blockchain

As such, a blockchain can be used in public or private mode. A public blockchain is, for example, the Bitcoin 
blockchain. Here, all transactions can be viewed by anyone at any time. That means that the participants know which 
transactions took place but do not know which participant carried out this transaction because only cryptographic 
addresses are used in Bitcoin. No person-identifying information is disclosed [34]. That ensures anonymity through 
pseudonymization [35]. In public blockchain approaches, there is usually a high demand for anonymity of specific data. 
For data leaks, which have occurred frequently in centralized systems, there is a wide range of possible attacks due to 
redundancy.

On the other hand, a private blockchain is a closed system operated as a shared system among several cooperation 
partners or in-house as an alternative to existing technology. Instead of public access to the blockchain, it is limited to a 
group of authorized persons [36]. Due to data protection issues, this variant is preferred for many applications-especially 
in European Union states which have to be compliant with General Data Protection Regulation (GDPR) [37, 38].

2.1.4 Permissionless vs. permissioned blockchain

Furthermore, a distinction is made between permissionless and permissioned blockchain. Only authorized 
participants can set up a transaction; others only have read access to the blockchain. A permissionless blockchain does 
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not differ between participants’ authorizations [34]. In conjunction with the public and private modes of the blockchain, 
different combinations are possible. Depending on the mix, there are also effects on the requirements for consensus 
mechanisms. Private blockchains are not secured with a similar complexity level as public blockchains because of the 
higher trust if participants are known to each other compared to anonymous networks [36].

2.1.5 The structure of a block

The structure of a block includes different features. It is divided into two sections-the header and a block’s body [39]. 
According to [39], “the block header includes (1) Block version: indicates which set of block validation rules to follow. 
(2) Parent block hash: a 256-bit hash value that points to the previous block. (3) Merkle tree root hash: the hash value of 
all the transactions in the block. (4) Timestamp: current timestamp as seconds since 1970-01-01T00:00 UTC. (5) nBits: 
current hashing target in a compact format. (6) Nonce: a 4-byte field, which usually starts with 0 and increases for every 
hash calculation.” [39]. The block body contains the transaction data, consisting of a count and the list of transactions. 
The count indicates how many transactions have already been carried out [40]. Transaction data consists of input, 
namely the public key (= ID) of the sender, the amount transacted, the receiver’s public key, and the transaction output 
[41]. 

With that concept, all blocks are connected to the so-called blockchain (see Figure 1). Within the chain, every block 
has the own and the previous hash stored, which is the fingerprint of every block. If the hash from one block is changed 
after the initial establishment (as shown in Figure 1), the blocks’ linking is broken, and the whole chain loses validity.  
Such blocks are called malicious blocks.

Figure 1. Blockchain schema (own illustration)

2.1.6 Blockchain security risks

Although the advantages of blockchain technology are treated frequently, the downsides and risks are way less 
discussed. In that regard, Antonopoulos A. M. [42] discusses various consensus attacks. With a 51% attack, an attacker 
controls 51%, or more mining power of the blockchain network is used. This superior mining power enables the attacker 
to execute distributed denial-of-service (DDoS) attacks and double-spend his transactions. The 51% threshold of mining 
power almost guarantees success. However, it can also be successful with less than 51% of the mining power. Acquiring 
51% of the total supply of a cryptocurrency seems to be a complicated endeavor. As described by [43], this can be 
achieved at almost no cost if the attack happens at a very early stage of the blockchain lifespan. Despite the previously 
described attack, there is also a threat of forks on public blockchain systems. Those can happen unwittingly when two 
miners find a new block and propagate it. That results in a fork until the following block for one of the previous two 
blocks is found [42].

Weber I., et al. [44] discuss the availability in blockchain systems which is also one of the three significant 
properties (Confidentiality, Integrity, and Availability) of data security. One of the recently published academic 
evidences discussing data integrity in blockchain systems is [45]. This paper discusses how to achieve data integrity 
when a blockchain is used as a data management system rather than integrity on the blockchain itself. Li X. [46] 
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conducted a risk analysis of blockchain systems previously. This paper analyzed generic risks in blockchain without any 
limits. The identified risks are 51% Vulnerability, Private Key Security, Criminal Activity, Double Spending, Transaction 
Privacy Leakage, Criminal, vulnerable and under-optimized smart contracts, underpriced operations. The identified risks 
by [46] are generic risks that are not focused on data integrity. Hence, it cannot be ruled out that the research (results) 
conducted in this research will partly overlap with the results in the study by [46]. Nevertheless, the given study results 
will not be used as a basis for the research conducted in this research due to its different focus.

2.2 eHealth

Digitalization has played an increasingly important role in the healthcare sector for decades [9]. The increase 
in chronic illnesses and multiple-morbid persons in need of care poses new healthcare system challenges. Without 
digitalization, it would be much more challenging to provide adequate medical care to an aging society and rural areas. 
However, communication between physically distant health service providers is still insufficient for many patients’ 
comprehensive care [47]. The availability of information independent of time and place and the digital exchange of 
knowledge of the health staff increasing work efficiency and bring actual cost savings in the health system as a positive 
side effect [48]. Dual diagnoses and treatments become unnecessary if the entire professional staff has the same 
information about the respective patient [49]. The literature describes the extensive possibilities in the digitalization of 
the healthcare system as “Electronic Health” (eHealth) [50].

2.2.1 Definition of eHealth

The different definitions of eHealth often addressed concrete ideas or solutions for the healthcare system, which 
was initially strongly criticized. The Journal of Medical Internet Research (JMIR) issued six articles titled “What Is 
eHealth?”. The editorial board advised against deciding for one single definition of eHealth in their collaborated work 
“CONSORT-eHealth”. It is a continuously changing term, circulating in a dynamic environment; its application and 
stakeholders define it [51-56].

EHealth comprises the fields of telemedicine, eHealth in prevention, health promotion and care, eHealth and 
economics, digitalization of information and content, and eHealth for research and health reporting [57]. Therefore, the 
superordinate fields of IT, medicine, and health management can be derived as visible in Figure 2. Since IT enhances the 
two other fields, it is crucial to look closely at the respective technology, especially in hospitals and similar companies 
in the health sector.

Figure 2. Fields of e-Health (own illustration)
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2.2.2 Clinical information system and EHR

The Clinical Information System (CIS) is a system with a permanent database. It contains all information about 
individual patients. Only in rare cases, the CIS serves as a holistic information system in which all integrated systems 
and components are from one single manufacturer. Usually, one finds software from different providers [58]. Even 
if networking only within a single institution is intended, the support requirements for such heterogeneous software 
environments are high, both initially and long-term. If data handling and communication standards vary significantly 
among software, a separate server might be necessary to translate third-party applications.

First and foremost, all systems involved should use the same interface standards and support the same data 
structure for documents to enable fast, error-free, and seamless communication [59]. Product providers and system 
administrators should also look at clinical workflows to efficiently implement optimal software. Because overall, the 
success of clinical information systems depends on how easily and quickly physicians can use information technology 
[59, 60].

Those systems also serve as an electronic medical record (EMR). An EMR is the local digital storage of patient data 
and often delivers the required data for EHR. A wide range of solutions and products for EMR exist [61]. Waegemann 
C. P. [61] describes an EMR as follows: “The electronic patient [medical] record is a fully functional electronic record 
for a patient. It is created and managed by healthcare institutions. Physicians and nurses use this record interactively as 
a standard tool, which has partially replaced the earlier paper-based patient record. Images or multimedia data are also 
part of this record.” [61]. Since the EMR is the local digital storage of patient data, it often delivers the required data for 
the EHR. A wide range of solutions and products for EMR and many standards and workflows can be implemented [62]. 
The best-known examples for standards in EMR are Integrating the Healthcare Enterprise (IHE), Health Level (HL) 7, 
Fast Healthcare Interoperatbility Resources (FHIR), and Digital Imaging and Communication in Medicine (DICOM)
for communication in a hospital information system. EMR is not uniform and requires individual adaptation to the 
standards mentioned above [63, 64]. However, the implementation of a cross-institutional solution is challenging. Most 
EMR has in common that they are different and heterogeneous because the EMR is a locally limited and locally defined 
solution with other characteristics. If an EMR is introduced, it must be clarified how it is developed in detail and the 
local requirements [65]. The requirements regulation is by national initiatives or International Health Enterprise (IHE) 
Affinity Domains and the increasingly prominent smartphone-driven solutions of companies [66].

2.3 Blockchain in health information systems

Application fields of blockchain for health purposes are manifolded. Well-known are networks of anamnesis, 
diagnostics, and therapy by cooperative sharing of unalterable, reliable patient data. Other areas in medicine, such 
as research and development, billing, and insurance, can also be effectively integrated within blockchain [6, 67-
70]. Using blockchain, anonymized patient data can be made available to the research community to develop Big 
Data cases [71, 72]. Simultaneously, the therapies and medication results can be fed back to the treating physicians 
and the pharmaceutical industry [73]. Physicians and hospitals can seamlessly pass on their findings and therapies to 
pharmacies, therapists, and aftercare institutions. Laboratory findings can be digitally integrated before, during, and after 
treatment and thus quickly be made available to all relevant entities [74]. A further area of application is telemedicine. 
Here doctors are consulted online via the app or computer [75]. That can include the initial visit in minor cases, 
specialists in anamnesis, diagnosis, therapy, subsequent follow-up care, and physiotherapeutic treatment. Blockchain-
enabled telemedicine also plays a crucial role during the persistent pandemic of COVID-19. [76] claims that blockchain 
can significantly improve patient health data analysis and transmission referred to as the so-called “Internet of 
Medical Things’’ data for diagnosis and medication. Even rehabilitation on distance and quarantine might benefit from 
blockchain implementation since it facilitates treatment recommendations between the different health professionals and 
patients [76]. 

However, it has to be considered that healthcare data belongs to personal data in a non-private environment and 
contains compassionate information about a person (patient). Thus, there is an absolute necessity to keep health data 
appropriately confidential and to protect it against non-agreed publication, dissemination, disclosure, storage, or use [37, 
77-79]. Furthermore, the EU also covered personal data processing by the General Data Protection Regulation (GDPR).

The reputational and financial loss of having sensitive data leaked can be severe and has the potential to ruin 
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companies and institutions and harm the patient [80]. The consequences are immense, but ensuring the necessary 
security proves to be a complicated task. According to [81], ensuring EMR/EHR ecosystems’ safety and the underlying 
systems and components that form the ecosystem is crucial yet challenging due to the interplay and complexity between 
the systems and components. Therefore, securing this EMR/EHR ecosystem has been an active research area for 
companies and healthcare organizations [14].

From the presented literature and beyond, we found that the EHR requires secure data storage and sharing 
functionalities which can be answered with the application of Blockchain. Beyond this, Blockchain allows tracing who 
accessed patient data and enabled a secure access control. A more detailed application description of Blockchain for the 
named EHR requirements is visible in Table 1.

Table 1. Application areas of blockchain for EHR purposes

EHR Requirements Blockchain application

Storing health data
[39, 80, 82, 83]

With its distribution network and consensus mechanism, the Blockchain allows for a secure
decentralized storing option for the massive volume of sensitive HER

Sharing health data
[10, 15, 84-92]

Both the health providers and especially the patients can easily access health data from any facility
in a Blockchain-based system. That ensures control for the patient and fast passing-on data 

for optimal care

Audit logging of health data 
[93-97]

For audit logging, the Blockchain provides a record of all historical data of access and changes to an
EHR, which can be very useful for later occurring issues with the health data content and monitor

who entered a patient’s EHR

Managing the identity of health
data accessors

[98-103]
Following the requirement of privacy of health data, Blockchain permits access to EHR only to

identified authorized entities by identification mechanisms

Blockchain can be considered a relatively young technology whose capacities have not yet been fully explored and 
transferred into practice [98]. Given this positive correlation between EHR requirements and Blockchain capabilities, 
the threats it poses to sensitive patient data require further investigation that leads to the following research question:

Which threats do blockchain implementation pose to the EMR/EHR as part of Health Information Systems?

3. Methodological approach
To gain insights on the stated research question, the researchers have decided to adopt a qualitative approach 

based on interviews. Before the research interview, personal data was collected. That includes the full name, residency, 
and job description, but private data were not included in the transcript to ensure total privacy to every respondent. 
When conducting a semistructured interview, some predefined guiding questions are necessary. According to [104], an 
interview starts with a vast topic and then narrows the topic and questions down. By following this scheme, the authors 
developed a semistructured interview guideline. After the interviews, a transcription was conducted using the tool 
QCAmap, which is available for free online (https://www.qcamap.org/ui/home). This tool can also support the content 
analysis following the approach of [105]. 

To be able to conduct high-quality research, the authors take actions to enhance data validity and reliability. 
As previously described, this research will use qualitative data collected during focus interviews, analyzed using 
the qualitative content analysis, as published by [105]. Additionally, the ideas of intercoder reliability have been 
implemented.

The interview guiding questions were formulated around the integrity threats on blockchain systems, namely 
accuracy, completeness, timeliness, and validity or authorization (Example questions: In which situations a private 
blockchain may deliver inaccurate or wrong data? How can data on a private blockchain be incomplete? Under what 
circumstances a private blockchain would deliver outdated information? How can data stored in a private blockchain be 
invalid or not authorized?). The first interview partners were recruited based on the professional network of the authors. 
After conducting these interviews successfully, snowball sampling was used to find more appropriate candidates. After 

https://www.qcamap.org/ui/home
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six interviews, saturation was reached, and no additional interviews were conducted for this particular purpose. The 
participant’s data was anonymized and can be described as follows: (I1) Professor, USA, (I2) Blockchain Developer, 
Singapore, (I3) Professor, Austria, (I4) Blockchain Advisor, USA, (I5) IT-Consultant, Germany, (I6) Founder of a 
blockchain startup, Austria.

4. Findings
In this section, the interviews’ results are shortly presented before being further discussed in the following section. 

In total, six participants were interviewed, with an average interview duration of 42 minutes for every interview. 
Multiple threats/risks that blockchain poses to data integrity could be identified in the interviews. The findings are 
visible in Table 2. The first column represents the category ID, the second column the title of the category. The absolute 
frequency indicates the number of marked passages in the data for each category. A category can be mentioned more 
than once during an interview. Therefore the total frequency in some cases is higher than the number of conducted 
interviews. The absolute frequency is only used to indicate how often a particular category is in the data set, but there 
are no results based on this variable.

Table 2. Identified threats to data integrity in blockchain systems

Category Category title Absolute frequency

D1 Consensus attack (51% attack) 4

D2 Low-quality smart contract code 3

D3 Alternative chain 4

D4 Misuse of private key 3

D5 Incorrect data input 5

D6 A blockchain contains historical data 2

D7 Node is malicious/out of sync 8

D8 Data on the blockchain cannot be deleted 2

D9 No central authority 2

D10 Trust in protocol developers 6

D11 Trust in third parties 3

5. Discussion
This chapter will discuss/explain the elaborated threats on using blockchain technology in more detail and show 

the same possible implications connected to the Emergency Medical Service (EMS)/EHR usage.
 

5.1 D1: Consensus attack (51% attack) 

This risk is already widely-known among blockchain experts. Despite its name, it is unnecessary to control 51% of 
the mining power to conduct this attack successfully. According to [42], this attack is possible when controlling about 
30% of the total mining power. When entities control the majority of the mining power, they can publish wrong blocks 
containing inaccurate data, which threatens the integrity of the data on the blockchain. This risk has also been identified 
by [5]. 

In the context of digital patient data storage, medical professionals would lose the patient’s health background 
information that could lead to unfair treatment or no treatment at all.
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5.2 D2: Poor contract code

The low quality of contract code is often not considered, just like the repercussions that lousy code can have on 
users and ecosystems. In contrast to the private systems, in public systems where anybody can deploy Smart Contracts, 
it cannot be ruled out that some poorly written code exists. There are several sources of error; for example, the code 
could contain syntax or spelling errors. Smart Contracts are automatically executed contracts when a condition is met 
and have if-then rules [106, 107]. Another possibility would be the missing implementation of error handling and 
producing an invalid result on the blockchains (I6). A significant example of poorly written smart contract code is 
the Decentralized Autonomous Organization (DAO) incident, which happened in 2016. Poorly written contract code 
threatens the correctness, completeness, and validity of the blockchain’s data. A similar risk has also been identified by [5].

 
5.3 D3: Alternative chain 

It is possible that there is a fork on the blockchain, and more than one chain is existing that can have several 
reasons. The first possibility is that somebody wants to change to protocol and challenge the original chain. That 
already happened several times to bitcoin, where people forked it to bitcoin unlimited or bitcoin XT. The most recent 
and successful for bitcoin is Bitcoin Cash, which was forked at block #478559 on August 1st, 2017. Such forks always 
threaten the blockchain’s ecosystem and can mislead new users because they don’t know which chain is the “real” 
one. Another scenario of an alternative chain is an inadvertent fork of the blockchain. That can happen if two miners 
find a new block of the chain simultaneously and propagate it to the network (I1). Most of the time, this threat only 
exists for a short time because if another block is found, the longer chain (which has more PoW done) is the valid 
chain (I6). However, the block with no child block can lead to issues, such as transferring coins. A lot of institutions 
(for example, cryptocurrency exchanges) require more than one confirmation on transactions (depending on the value 
of the transaction) [42]. That is not possible on the bitcoin network when a block does not have a direct successor. An 
alternative chain is a risk to the correctness and completeness of the data stored on the blockchain. In the EHR context, 
treatment data may be lost, or important information may be missing.

 
5.4 D4: Misuse of private key 

In blockchain systems, users rely on PVI (Public vital infrastructures) to generate their public and private keys. 
Besides financial transactions, blockchains are also used for identity management within projects like Civic. Misuse can 
lead to loss of monetary funds and identity theft, and much more (I6, I1). When an individual is misusing a private key, 
the data’s integrity is reduced because of the risk of authorization and validation.

5.5 D5: Incorrect data input 

When storing data into a database, there are often rules on how and what data to hold; however it is possible in 
most systems that wrong data can be stored in the database, even though there are mechanisms to prevent it. When 
using blockchain systems, such mechanisms are often missing, and therefore there is an increased chance of storing 
incorrect data in the blockchain (I2). A blockchain is, under normal circumstances, an immutable data store. Therefore 
it is not possible to remove data that is incorrect (I3). On the bitcoin blockchain, before a transaction gets confirmed, it 
is checked against several rules. This process prevents publishing inaccurate data on the blockchain network. On some 
blockchains, it is possible to include profanities. For example, in bitcoin, these data are stored in the coinbase part of a 
block. Several marriage proposals on the bitcoin blockchain are not relevant for bitcoin operating and can be considered 
inaccurate data (https://blockchair.com/bitcoin/block/416236).

5.6 D6: A blockchain contains historical data 

Data on blockchain nowadays is transactional data of cryptocurrencies. If there is no updated transaction, the 
data on the blockchain is outdated. Because there is all the historical data stored in the blockchain, an older state of 
the information is seen as the most current one (I2). For every update of a value, a transaction has to be approved. The 
historical data threatens the timeliness of the data and therefore reduces the degree of achieved data integrity.
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5.7 D7: Malicious node 

When using a blockchain, most users don’t run their full nodes to participate in the network. Most of them run 
software to access the blockchain on a node, saving a lot of computing and storage. Blockchains are mostly designed 
to be trustless, but when connected to a node, the user trusts somebody. This node can, of course, act maliciously. 
For example, the node could not be synchronized to the rest of the blockchain networks. Therefore you could see an 
outdated version of the blockchain (I1). That threatens the timeliness of data and reduces the degree of achieved data 
integrity. As described by [42], block propagation is not real-time because there is a physical limitation in network 
transmission. Another possibility is that the node provides the user that is connected to a fake blockchain. That can only 
happen in combination with a malicious wallet (I3, I6). In this case, the correctness and completeness of the data are 
being compromised.

 
5.8 D8: Data on the blockchain cannot be deleted

As aforementioned, a blockchain contains the whole history of the data on the blockchain. Therefore, once 
something is stored in a blockchain, it is almost impossible to revoke it. In most cases, this is an advantage for 
blockchain technology (when thinking of financial transactions). If data is stored in the chain that should, later on, 
be deleted from the chain, it is a high effort for the owner and publisher. For example, if confidential data from a 
government is published in a public blockchain, this data is visible as long as the blockchain network exists (I3). Data 
that cannot be deleted constitutes a risk to the validity and accuracy of the stored data. That is especially also valid for 
patient data. Patients become transparent to anyone who can access the Blockchain. There might be cured diseases that 
might still impact insurance rates. Furthermore, patients might simply keep their medical history to themselves.

 
5.9 D9: No central authority

A blockchain has a decentralized organization/politics, so a single entity cannot be made responsible for processing 
or fulfilling a transaction. When conducting a bitcoin transaction, senders will type the receiving address most of the 
time and then send bitcoin. An address in the bitcoin ecosystem is 27 to 34 characters long and includes a mixture of 
letters and numbers. If a typo happened, the transaction is sent anyway, and the chances are high that the funds are lost. 
There is no authority to call or contact to undo the transaction and send the funds back (I4). This pattern also applies to 
errors in the system (in the blockchain protocol), where there is often no central authority that can decide on how to fix 
a particular problem. And if there were such a powerful authority, the next risk, “Trust in Protocol Developers,” would 
have to be considered. When no central authority approves transactions, data, or executed contracts on the blockchain, 
the data’s validity, authorization, and correctness are threatened.

5.10 D10: Trust in protocol developers 

A lot of blockchain projects are struggling with decentralized governance (I6). The protocol developers maintaining 
the code have a lot of power in the ecosystem. In some cases, those figureheads and coders of leading projects can make 
the organization act in their interest (I4). For example, in 2016, after the DAO hack, the Ethereum team decided to fork 
the blockchain to restore the stolen funds to its users. While this may sound good, people argue that it breaks the basic 
tenets of a public blockchain [108]. When looking at the bitcoin protocol developers, only a handful of them contribute 
to code regularly and therefore have a lot of power in the ecosystem (https://github.com/bitcoin/bitcoin/graphs/
contributors). Other blockchain projects try to tackle this problem by setting up a more decentralized governance and 
development structure consisting of known parties (https://www.cardano.org/en/home/).

5.11 D11: Trust in other third parties 

Bitcoin was designed as a peer-2-peer payment system. However, nowadays, this is not always the case especially 
in the world of cryptocurrencies, most people use exchanges like Bitfinex for buying and selling coins. Therefore, a lot 
of people rely on those third parties when making transactions (I4). A lot of organizations are already aware of that, and 
decentralized exchanges are emerging. Another problem with cryptocurrency exchanges is the key management. All 

https://github.com/bitcoin/bitcoin/graphs/contributors
https://github.com/bitcoin/bitcoin/graphs/contributors
https://www.cardano.org/en/home/
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centralized exchanges do not give access to the private key of an account. Therefore, a user has to trust the exchange 
that they are not signing any authorized transactions without their knowledge (I6). Exchanges can threaten the data’s 
authorization and validity on the blockchain/transaction by misusing their users’ keys. Wallets can be published by 
various vendors and are not always from the same organization as the blockchain itself [42]. Therefore, there are also 
trust in the developer of the third-party wallet is needed. A fraudulent wallet threatens the correctness and completeness 
of the data on the blockchain.

6. Conclusion
Overall, 11 risks or threats to data integrity on blockchain systems were identified. Only a private blockchain seems 

appropriate for EMR/EHR implementation to apply blockchain technology, not only based on the threats which need 
to be overcome. To avoid incorrect data and therefore threaten a blockchain’s integrity, the design of the applications 
based on the blockchain is crucial. For example, mechanisms to check data before storing it permanently can improve 
the data quality. To prevent flawed nodes, a user should make sure the nodes they connect to are trustworthy. As a 
node operation, it is essential to keep no node synchronized, which can be better achieved by reducing network delays 
and having security measures against DDoS attacks. A missing central authority can threaten the integrity of data on 
a blockchain because of the disappeared supervision. To reduce this risk, the individuals or organizations responsible 
for the blockchain must achieve a well-balanced governance model that is decentralized but maintains the quality of a 
centralized authority. Preventing the abuse of the system by powerful parties such as protocol developers is difficult. 

Table 3 builds on Table 1 and Table 2, combining EHR requirements with identified Blockchain threats. It displays 
the constraints of Blockchain for the application for EHR purposes.

Table 3. Blockchain threats concerning EHR requirements

EHR Requirements Blockchain threats

Storing health data
Storage might be at risk of attack (D1), Storage is permanent, leading to wrong data entries being

unreversible (D5, D8) and potentially outdated data (D6), treatments might be affected by incorrect
data or incomplete data (D2, D7, D10)

Sharing health data Timeliness of data is threatened by old data entries (D6), Trust in Developers (D10), and other third
parties (D11) is required 

Audit logging of health data
Poor contract code (D2), Malicious nodes (D7), or wicket protocols (D10) prevent correct audit

logging of health data, duplicated health data due to alternative chains prevents 
keeping the audit log history (D3) 

Managing the identity of health
data accessors

Misuse of private key threatens the correct identification of accessors (D4), the absence of a central
authority might impact the rightful access of EHR (D9), trust in third parties is required (D11)

Given the constraints of Blockchain in EHR, it still is a very considerable technology. It can fulfill the EHR 
requirements. Thereby, blockchain allows to keep track of each individual’s medical treatments, distributes data to 
relevant and authorized parties, and stores the audit log. 

Overall, most threats arise from incorrect or incomplete data leading to insufficient data integrity. Moreover, it 
should be considered that blockchain comes with the disadvantage of high computational power requirements and 
scalability constraints. 

However, we consider blockchain for EHR purposes as very useful, despite having to keep in mind the risks it 
comes with.

7. Limitations
This research comprises only six interviews. Although the number of newly identified risks declined with every 
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interview, it cannot be ruled out that a higher number of high qualified participants would increase the number of 
identified threats. Also, some of the participant’s native language is not English. Hence, it cannot be ruled out that 
some parts of the answers or questions were understood wrong. The data has been analyzed with the content analysis 
framework by Mayring. The use of a different analysis method may lead to different results. Besides, the authors 
utilized the online tool QCAmap for content analysis. The authors worked as conscientiously, precisely, and objectively 
as possible.

Lastly, it is to mention that current eHealth systems are probably equally exposed to cyber attacks as other systems. 
This research did not comprise a comparison to these systems. To fully evaluate whether to apply blockchain for 
eHealth, this evaluation should be made.
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