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Abstract: An increasing number of companies are migrating their Enterprise Resource Planning (ERP) systems to the 
cloud-an area that remains relatively underexplored, as traditional ERP systems were typically deployed on premises. 
While many organizations already operate other systems in the cloud, ERP systems are particularly critical because they 
integrate core business processes and manage daily operations, making cloud migration a high-risk transformation that 
must be carefully planned and executed to ensure business continuity. This study aims to identify the key challenges 
and implementation frameworks associated with Cloud ERP migration through a Systematic Literature Review (SLR). 
Studies published between 2015 and 2025 were retrieved from five academic databases, screened using predefined 
inclusion and quality criteria, and synthesised using Excel and Orange Data Mining software, resulting in a final sample 
of 58 studies. The results identify 26 distinct challenges-such as data migration, security and privacy concerns, vendor 
dependence, and resistance to change-and 12 classes of frameworks intended to mitigate these barriers across different 
organizational and contextual settings. In contrast to prior reviews that primarily catalogue adoption drivers or isolated 
challenges, this study contributes a structured synthesis that explicitly maps implementation challenge categories to 
classes of implementation frameworks across different organisational contexts. This integrative perspective reveals 
systematic coverage gaps in existing frameworks and provides decision-oriented guidance for selecting implementation 
approaches in practice.

Keywords: challenges, frameworks, cloud Enterprise Resource Planning (ERP) implementation, Systematic Literature 
Review (SLR)

1. Introduction
In recent years, there has been a shift in the world of Enterprise Resource Planning (ERP) systems. Companies 

are moving their software environments from locally installed solutions to cloud-hosted products, and an increasing 
number of organisations are following this trend, venturing into new technological and organisational terrain [1, 2]. 
While many companies have already implemented individual applications in the cloud, ERP systems are particularly 
critical, as they integrate core business processes, visualise organisational workflows, and manage daily operations [3-5]. 
As ERP systems are deeply embedded in organisational routines and governance structures, their migration to the cloud 
represents a complex socio-technical transformation rather than a purely technical change.
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ERP systems originated as tools for material requirements planning and have evolved into integrated platforms 
that automate workflows, exchange data across business functions, and support managerial decision-making through 
centralised data repositories [3-5]. Compared with traditional on-premises ERP systems, cloud-based ERP solutions 
offer several advantages, including faster implementation, lower upfront investment, greater flexibility, scalable resource 
allocation, and access to continuous technological innovation, such as Artificial Intelligence and blockchain-based 
services [6, 7]. Despite these potential benefits, organisations remain hesitant to adopt cloud ERP solutions. Adoption 
rates remain comparatively low, with fewer than 16 percent of ERP customers having migrated to the cloud [1, 8], and 
failure rates of ERP transformation projects remain high, with estimates of up to 60 percent reported in prior studies 
[9]. This persistent gap between technological potential and successful implementation underscores the importance of 
understanding the barriers and risks associated with cloud ERP transformations.

Existing research has identified numerous challenges associated with cloud ERP implementation, including security 
and privacy risks, data migration complexity, vendor dependence, limited customisation, organisational resistance 
to change, and governance constraints [3-5, 8, 9]. While these studies provide valuable insights into individual 
problem areas, they often address challenges in isolation or focus predominantly on adoption intentions rather than 
on the execution and implementation phases, where many failures occur. Moreover, although several frameworks, 
methodologies, and guidelines have been proposed to support ERP implementations, most existing studies discuss only 
individual frameworks or specific aspects of implementation without systematically comparing different approaches or 
analysing their applicability to distinct organisational contexts and implementation challenges. As a result, practitioners 
face fragmented guidance and lack structured support for selecting appropriate frameworks tailored to their specific 
organisational, technological, and environmental conditions.

This limitation is particularly relevant given the heterogeneity of cloud ERP implementation contexts, including 
differences between small and medium-sized enterprises and large organisations, private-sector firms and public 
institutions, and organisations operating in developed versus developing economies. Frameworks and implementation 
schemes developed under idealised assumptions about organisational maturity, infrastructure quality, or regulatory 
stability may therefore exhibit limited transferability to real-world settings characterised by resource constraints, 
regulatory complexity, and strong legacy system dependencies [3-5, 8, 9]. Consequently, there is a need for a 
consolidated and context-sensitive synthesis of both implementation challenges and the frameworks intended to mitigate 
them.

To address this gap, this study conducts a Systematic Literature Review (SLR) following Webster and Watson’s 
guidelines [10] to identify, analyse, and synthesise existing research on cloud ERP implementation challenges and 
associated frameworks. In contrast to prior reviews that focus primarily on adoption factors or critical success factors, 
this SLR explicitly maps different classes of frameworks to the specific challenges and contexts they are intended to 
address, thereby providing an integrative perspective with practical relevance for decision-makers and implementation 
teams. The following research questions guide the review:

RQ1: What are the main challenges identified during the implementation of a cloud-based ERP system?
RQ2: What are the most utilised frameworks during such an implementation?
This paper makes the following novel contributions: (1) It provides the first integrative synthesis that jointly 

analyses cloud ERP implementation challenges and implementation frameworks within a single systematic review. 
(2) It develops a structured classification of framework types and systematically maps these classes to challenge 
categories, enabling cross-study comparability that is missing in prior reviews. (3) It identifies systematic coverage gaps 
between frequently reported challenges and the scope of existing frameworks, thereby revealing blind spots in current 
implementation guidance. (4) It derives context-sensitive implications for framework selection across organisational 
settings (e.g., Small and Medium-sized Enterprises (SMEs), public sector, developing economies), extending prior 
reviews that treat cloud ERP adoption primarily in a context-agnostic manner.

The remainder of the paper is structured as follows. The next chapter presents key current literature streams, 
followed by background information on cloud ERP systems and a comparison of potential ERP implementation 
scenarios. The SLR methodology is then described, followed by the presentation and discussion of the results. Finally, 
conclusions, limitations, and directions for future research are provided.
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2. Literature reviews
Cloud ERP systems are deployed on cloud infrastructures whose performance, energy efficiency, security, and 

availability directly affect ERP system reliability and user experience. Several recent studies address infrastructure-level 
mechanisms that, while not ERP-specific, influence the feasibility and operational quality of cloud-based enterprise 
systems.

Energy-efficient Virtual Machine (VM) management is a key concern for sustainable cloud ERP operation, as ERP 
workloads are typically long-running and resource-intensive. Gupta et al. [11] propose an enhanced energy-efficient VM 
consolidation approach based on live migration to reduce data center energy consumption while maintaining service 
performance. Their Enhanced Energy-Efficient Scheduling Algorithm (EEESA) integrates workload prediction, real-
time resource monitoring, and adaptive VM migration strategies to improve sustainability in cloud environments. Such 
mechanisms are highly relevant for cloud ERP deployments, as ERP systems depend on stable performance guarantees 
and service-level agreements, which can be affected by inefficient VM placement and energy-driven consolidation 
strategies.

Security and access control mechanisms at the cloud infrastructure level also affect cloud ERP adoption, 
particularly in highly regulated industries and public-sector contexts. Namasudra et al. [12] propose a time-efficient, 
secure DNA-based access control model for cloud computing environments, aiming to enhance data security and 
access efficiency in large-scale cloud data storage. Although not ERP-specific, this work highlights advanced security 
architectures that can mitigate risks to data confidentiality and access control-two major concerns repeatedly identified 
in cloud ERP implementation studies. Such mechanisms are particularly relevant for ERP systems processing sensitive 
financial, personnel, and operational data.

The performance and availability of cloud ERP systems are further influenced by VM migration efficiency, 
particularly during load balancing, maintenance, and fault recovery. Gupta and Namasudra [13] propose a novel 
technique to accelerate live VM migration, reducing downtime, migration time, Central Processing Unit (CPU) usage, 
and data transfer overhead. Their framework demonstrates how optimized migration strategies can improve service 
continuity in cloud environments. These aspects are directly relevant to cloud ERP implementations, as ERP systems 
require high availability and low downtime during operational transitions and infrastructure maintenance.

Table 1. Synthesis of literature streams relevant to cloud ERP implementation

Literature stream Representative focus Typical methods Main contributions Limitations/Gaps

Cloud ERP adoption & 
implementation challenges

Security, data migration, 
customization limits, 

organizational resistance, vendor 
lock-in

Surveys, case studies, 
literature reviews

Identify technical, 
organizational, and 

environmental barriers 
to the implementation of 

Cloud ERP

Fragmented analysis of 
challenges; limited integration 

across lifecycle phases

Cloud ERP success factors 
& adoption models

Critical Success Factors (CSFs), 
Technology-Organisation-

Environment (TOE), Diffusion of 
Innovations (DOI), unified theory 

of acceptance  
and use of technology (UTAUT)-

based models

Quantitative surveys, 
conceptual frameworks

Explain the determinants 
of adoption intention and 

perceived success

Focus mainly on adoption 
intention rather than execution 

and post-go-live challenges

Cloud ERP 
implementation 
frameworks & 
methodologies

Vendor-specific methods, BPM-
enabled frameworks, decision-

support tools

Conceptual models, 
process frameworks, 
case-based guidelines

Provide structured 
guidance for planning and 
implementing Cloud ERP

Frameworks are often discussed 
in isolation, have limited 

empirical validation, and have 
a weak linkage to specific 

challenges

Context-specific Cloud 
ERP studies

SMEs, public sector, developing 
countries

Case studies, 
conceptual frameworks

Highlight contextual 
constraints such as resource 

scarcity and regulatory 
environments

Limited generalizability; lack 
of cross-context synthesis

Cloud infrastructure 
mechanisms relevant for 

Cloud ERP

VM live migration, energy-
efficient consolidation, cloud 

access control

Algorithm design, 
simulation-based 

evaluation

Improve performance 
stability, sustainability, and 
security of cloud platforms 
supporting ERP workloads

Not ERP-specific; rarely 
integrated into ERP 

implementation frameworks
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Together, these infrastructure-level schemes highlight that cloud ERP implementation challenges are not solely 
organizational or application-layer problems but are also shaped by underlying cloud platform capabilities in energy 
efficiency, security, and migration performance. However, existing cloud ERP implementation frameworks rarely 
explicitly incorporate such infrastructural considerations, indicating a gap between ERP-oriented implementation 
guidance and cloud platform engineering research.

Table 1 synthesizes the main streams of literature on Cloud ERP implementation and highlights the fragmentation 
among challenge-focused studies, framework-oriented contributions, and cloud infrastructure research, which motivates 
the integrative synthesis provided in this SLR.

3. Theoretical background
This section provides a structured overview of the main research streams related to cloud ERP systems, including 

implementation challenges, adoption and success factor models, existing implementation frameworks, and mechanisms 
that enable cloud infrastructure. In contrast to the Systematic Literature Review presented later, which synthesizes 
and classifies individual studies based on explicit inclusion criteria, this section serves as a conceptual framing and 
positioning of the research field. It delineates the dominant perspectives, typical methodological approaches, and 
recurring limitations in existing work to (1) contextualize the subsequent SLR results, (2) highlight fragmentation across 
research streams, and (3) motivate the need for an integrative synthesis of challenges and frameworks undertaken in this 
study. 

ERP systems are Information Systems (IS) for optimally managing and planning resources across the whole 
organisation [14, 15]. By integrating and streamlining business processes and functions, a comprehensive view of 
operations is provided through a centralised platform [16]. All information is generated and accessed in real time from 
a single data repository, minimising redundancy and improving integrity [8, 16, 17]. In addition, key functions across 
departments are automated, increasing operational efficiency and, consequently, competitive advantage [15, 16]. 

Cloud computing enables access to the ERP system via Software as a Service (SaaS), making it readily accessible 
over the internet. The other comparisons to a traditional ERP system are listed in Table 2. 

Table 2. Comparison of on-premises ERP and cloud ERP systems

Feature On-premises ERP Cloud ERP

Deployment Installed locally on company-owned servers and hardware Hosted virtually on the vendor’s cloud platform

Access Application or link on a local computer; limited to on-site 
access, unless extra configurations are made

Via clients like a web browser, supporting remote work and 
mobile access

Installation Complex and resource-intensive Faster and cheaper through virtualisation

Maintenance Organisations Information Technology (IT) department ERP vendor

Scalability Requires additional hardware and IT resources Easy and highly adaptable to the business needs

Customisation Highly customisable No or only limited customisation

Compliance and Security The company is fully responsible for security and 
compliance

Managed by a cloud vendor or third party; requires trust in 
them

Costs High initial investment Lower upfront costs, but ongoing subscriptions

The implementation of a cloud ERP system can be divided into three phases: pre-implementation, implementation, 
and post-implementation [18]. The first phase involves planning, project design, and preparation, including selecting 
a supplier and informing employees about upcoming changes [9, 19, 20]. The implementation includes the system 
installation, data migration, and testing. Once validated, the system goes live, supported by user training. The post-
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implementation phase focuses on system monitoring and user support, both of which are vital to project success [19, 21]. 
Ongoing maintenance and updates ensure continuous improvement [19, 20].

Although frameworks may divide the process into varying numbers of phases, they all address planning, 
implementation, and post-implementation [22, 23]. Key focus areas include change management, data migration, and 
system integration [24, 25]. Depending on company size, data volume, and resources, implementation can last from a 
few months to several years [19].

4. Methodology
This chapter describes the study’s methodological aspects and the steps of the SLR.
In this paper, an SLR guided by Webster and Watson [10] is conducted to find empirical evidence, which in turn 

serves to answer the predefined research questions: 
RQ1: What are the main challenges identified during the implementation of a cloud-based ERP system?
RQ2: What are the most utilised frameworks during such an implementation?

Identification of studies via databases and registers

Records identified from:
Databases (n = 1,487)

Records screened (Title)
(n = 1,273)

Reports sought for retrieval
(n = 618)

Reports assessed for eligibility
(n = 365)

Studies included in review
(n = 55)

Reports of included studies
(n = 58)
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Records removed before screening:
Duplicate records removed 

(n = 214)

Records excluded
(n = 655)

Reports not retrieved
(n = 253)

Reports excluded:
Language (n =3)

No Cloud or no ERP 2 (n = 166)
Not specific enough (n = 141)

Figure 1. Step-wise process of the SLR based on Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA), from database 
search to synthesis of challenges and frameworks
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A SLR is a research technique that conceptualises particular research questions or subjects by identifying, 
analysing, and synthesising prior research [10, 26]. By systematically and explicitly summarising all the findings, bias 
is reduced, leading to accurate, precise, and trustworthy information from which conclusions can be drawn. Based on 
them, decisions are made. The goal is to identify all relevant empirical evidence to answer a specific research hypothesis 
or question, using predefined inclusion criteria [27]. The overall process comprises six sequential steps, from protocol 
definition to data synthesis, as illustrated in Figure 1 and described in the following paragraphs.

Step 1-Definition of the Research Scope and Research Questions. The scope of the review was defined to focus 
on cloud-based ERP systems, with particular emphasis on implementation challenges and implementation frameworks. 
Based on this scope, the two research questions (RQ1 and RQ2) were formulated to guide the search strategy, screening, 
and synthesis processes.

Step 2-Search Strategy and Data Sources. A structured search strategy was developed using predefined keyword 
combinations related to “cloud ERP”, “ERP implementation”, “migration”, “challenges”, and “frameworks”. The search 
was conducted across five academic databases (e.g., Scopus, Web of Science, IEEE Xplore, ACM Digital Library, 
and Google Scholar) within the defined time frame (2015-2025). The initial search yielded N records before duplicate 
removal.

Step 3-Screening and Eligibility Assessment: The identified records were screened in two stages. First, titles and 
abstracts were reviewed against predefined inclusion and exclusion criteria given in Table 3 (e.g., relevance to cloud 
ERP implementation, peer-reviewed status, and English-language publication). Second, the full texts of the remaining 
studies were assessed for eligibility. Studies that did not directly address cloud ERP implementation challenges or 
frameworks were excluded at this stage. The screening process adhered to PRISMA guidelines and yielded a final 
sample of 58 studies.

Step 4-Quality Appraisal: To ensure methodological rigor, the included studies were assessed using the Joanna 
Briggs Institute (JBI) critical appraisal tools. Studies that did not meet the minimum quality threshold were excluded. 
This step ensured that the synthesis was based on methodologically sound and relevant evidence.

Step 5-Data Extraction and Coding: Relevant data were extracted from each included study using a standardized 
extraction template. Extracted variables included publication year, research method, organizational context, reported 
implementation challenges, and described frameworks or implementation approaches. The extracted data were coded 
and organized using Excel, while Orange Data Mining was used to support clustering and pattern identification across 
challenge categories and framework types.

Step 6-Synthesis and Classification: The extracted data were synthesized using qualitative content analysis and 
frequency-based aggregation. Challenges were grouped into thematic categories, and frameworks were classified into 
conceptual classes. Finally, challenges and framework types were systematically mapped to identify coverage patterns 
and research gaps, addressing both research questions.

All six steps are illustrated in Figure 1, which presents the PRISMA-based screening and selection process, 
showing the number of records at each step. 

Table 3. Inclusion and exclusion criteria

Inclusion criteria

All fields contain “Cloud ERP” OR “Cloud Enterprise Resource Planning” OR “cloud-based ERP” OR “cloud-based Enterprise Resource 
Planning” AND “Implementation”

Additional Factor includes either “Framework” OR “Challenge”
Research area included “Computer Science” OR “Business, Management and Accounting” OR “Engineering” OR “Decision Sciences” OR “Social 

Sciences” or “Multidisciplinary”
Literature published between 1 January 2015 and 1 May 2025

Research written in English

Exclusion criteria

Everything outside the inclusion criteria
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Table 4. Search syntax used in each database and the results

Database No. of literature extracted

Emerald publishing 293

IEEE 56

ScienceDirect 137

Scopus 895

Springer nature link 106

To qualify as a proper research procedure, the SLR must maintain a certain quality and produce verifiable results. 
This is done through a repeatable search process that follows the following steps:

Identification of a research question and creating a research strategy;
Specification of inclusion and exclusion criteria (Table 3);
Selection of Studies within the different databases (Table 4);
Assessing the quality of the studies (Appendix Table 9);
Extract and synthesise data;
Analyse and present results;
Transparent reporting [26, 28].
The SLR’s article selection process is strictly regulated; by following these steps, bias can be reduced and 

transparency enhanced [29]. For applying the search strategy, the following five databases were selected:
Emerald Publishing is chosen because of its broad coverage of various areas related to cloud ERP and its long 

history with a variety of researchers.
As the IEEE Xplore database is leading in most of the recent advancements in technology, the platform has been 

included in the search database.
Science Direct was included in the search strategy because of its focus on engineering literature, including research 

on ERP systems and cloud computing.
Scopus allows users to gain an interdisciplinary perspective of different areas. Because the theme of cloud ERP 

implementation spans multiple subject areas, this resource is suitable. 
Springer Nature Link is one of the top publishers in the field of Science, Technology, Engineering, and 

Mathematics (STEM). Therefore, because it provides quick, easy access to deep and broad knowledge in this area, it is 
chosen as a search database. 

Together, these databases offer broad interdisciplinary access to peer-reviewed publications across technical, 
managerial, and organizational fields. Limiting the search to this set ensured methodological rigor, relevance, and 
efficiency while still capturing the essential body of literature required for the review. 

Scopus was selected as the primary bibliographic database due to its broad multidisciplinary coverage and 
comprehensive indexing of peer-reviewed literature across major publishers. ScienceDirect was also included to ensure 
full-text access to recent and in-press Elsevier publications that may not yet be comprehensively indexed in Scopus 
at the time of the search, and to reduce the risk of missing domain-specific studies in ERP and information systems 
published in Elsevier journals. To mitigate potential overlap between the two databases, all retrieved records were 
systematically deduplicated before screening. This approach prioritised recall over minimal redundancy and is consistent 
with established recommendations for comprehensive evidence synthesis in systematic literature reviews.

Accordingly, a timeframe from 2015 to 2025 was chosen, as it captures the post-SaaS emergence and rapid market 
growth of cloud ERP, and to keep the synthesis current through recent shocks and innovations such as COVID-19 and 
Artificial Intelligence (AI), a choice consistent with SLR guidance on justifying time limits. Based on all these inclusion 
and exclusion criteria, the following search string was applied in each of the portals:

((“Cloud ERP”) OR (“Cloud Enterprise Resource* Planning”) OR (“cloud-based ERP”) OR (“cloud-based 
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enterprise resource system”) AND (Implementation) AND (Framework)) AND ((“Cloud ERP”) OR (“Cloud Enterprise 
Resource Planning”) OR (“cloud-based ERP”) OR (“cloud-based enterprise resource system”) AND (Implementation) 
AND (Challenge*)).

In order to discover articles closer to the target questions, the advanced search functions are used. They were 
handled specific to each database. In addition, the whole process is supported by the PRISMA Statement. The 
found articles were extracted from the databases and imported into an Excel Sheet. With the help of a function, the 
duplicates were removed from the list. The majority of duplicate records originated from overlap between Scopus 
and ScienceDirect. The further reduction which included the screening of the Title, Abstract and Full-Text were done 
manually by the author. 

The results of each step are shown in Figure 1. The final 58 pieces of literature were assessed for their quality 
(Appendix). This was done with the help of the JBI quality assessment tool. They offer personalised questionnaires for 
different kind of studies which rate the quality of a research work with nine to eleven questions. As all of them were 
of above-average quality, their content was read, synthesized, reported, and the results obtained. Overall, the sampling 
approach ensured relevance, quality, and transparency, while balancing breadth and depth by combining rigorous 
filtering with interdisciplinary database coverage.

To ensure dataset quality and authenticity, only peer-reviewed publications in English that directly addressed cloud 
ERP implementation challenges or frameworks were included. Non-peer-reviewed sources such as blogs, white papers, 
vendor marketing material, and practitioner reports were excluded. In addition, a quality appraisal was conducted using 
the JBI critical appraisal tools, and studies that did not meet the minimum quality threshold were excluded from the final 
dataset.

The final dataset, therefore, represents an authentic and curated body of scientific evidence rather than a 
convenience sample. While publication bias and database coverage limitations cannot be entirely excluded, the use 
of multiple major indexing databases and formal quality appraisal procedures enhances the dataset’s reliability and 
trustworthiness.

The analysis and synthesis of the selected studies were conducted in a desktop-based experimental environment. 
Data extraction and preliminary coding were performed using Microsoft Excel, which was used to structure 
bibliographic metadata, study characteristics, challenge categories, and framework types. To support pattern detection 
and clustering, the Orange Data Mining toolkit was employed to identify co-occurrence patterns between challenge 
categories and framework classes.

All analyses were conducted on a standard personal computing environment (Windows-based operating system, 
64-bit architecture). No proprietary datasets or restricted software environments were required. The use of openly 
available tools ensures that the analytical procedures can be replicated by other researchers using comparable software 
configurations.

5. Results of the research
The results presented in this section are based on a structured coding and aggregation procedure applied to the 

final dataset of 58 studies. Each included study was analysed in full text, and all reported cloud ERP implementation 
challenges and implementation frameworks were extracted. A single research could contribute to multiple challenge 
categories and framework classes, reflecting the multi-dimensional nature of cloud ERP implementations.

Challenge categories were derived through inductive coding and subsequently consolidated into higher-level 
thematic groups (e.g., technical, organisational, vendor-related, and environmental). Frameworks were classified into 
conceptual classes based on their primary purpose (e.g., lifecycle-oriented, decision-support, adoption, and governance 
frameworks).

Frequencies reported in tables and figures represent absolute counts of occurrences across the dataset rather than 
the number of distinct studies, as individual studies often report multiple challenges and frameworks. No weighting or 
normalization was applied. Co-occurrence analyses between challenge categories and framework classes were computed 
using frequency matrices derived from the coded dataset. The figures in this section are based on the aggregated and 
coded dataset described in the Methodology section.
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After completing the search phases and assessing the quality of the articles, data from each article were extracted, 
analysed, and summarised. The results of these steps are visualised and described in this chapter. 

The results of the bibliometric analysis of the 58 selected papers reveal several interesting trends and aspects. First, 
in Figure 2, a notable increase in publications per year is evident in 2019, a trend that continues until it peaks in 2021. In 
the subsequent years, the rate remains relatively stable. 
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Figure 3. Contribution of each of the authors

Orange Data Mining was used to show connections, correlations, and impacts among the authors of the final 
selected articles. At first, the variable “Authors” was used to build a word cloud, as seen in Figure 3. It shows that Gupta 
Shivam is the author who contributed the most to the literature on cloud ERP implementation within the scope of this 
SLR, with 6 publications. In addition, the SLR literature is dominated by authors from Malaysia and India, reflecting 
strong research interest in cloud ERP implementation challenges in developing and emerging economies, where resource 
constraints, institutional factors, and rapid digitalisation make cloud ERP particularly relevant.

The distribution of topics across the entire literature is shown in the pie chart in Figure 4. Half of the articles deal 
with both topics. The visualisations in Figures 2-5 were generated from frequency counts and co-occurrence matrices 
derived from the coded dataset of 58 studies.
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Distribution of topics 
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Figure 4. Distribution of papers on the different topics
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Figure 5. Number of documents according to the research method

Although all the literature addresses the same topic, different research methods, such as Literature Review, 
Qualitative Study (e.g., interviews), Quantitative Study (e.g., surveys), and case study, were employed. The identified 
approaches are shown in Figure 5. Thus, the most commonly used empirical practice is a structured or simple literature 
review. For papers employing multiple methods, the research method listed in the overview table in the Appendix 
corresponds to the most significant approach. In addition, it provides information on the author(s), the topic, and the 
year of publication.

6. Discussion
In this chapter, the insights from the studies included in the SLR will be related to the research questions and 

further interpreted in the context of other evidence. First, an overview of the key challenges and frameworks identified 
across the 58 articles is provided, thereby addressing both research questions. The analysis of the papers revealed 
difficulties associated with implementing cloud ERP systems and multiple studies on the frameworks used for that 
process. In addition, the connection between these two factors will be shown.

All 26 challenges identified in the literature and listed in Table 5 were divided into four categories: technical, 
organisational, external, and context-specific. Some of the problems belong to more than one category. However, the 
challenges were classified under a single category, as described in the original literature.

In addition, Table 6 provides an overview of ERP adoption across industries, reporting each sector’s approximate 
share of total ERP implementations, the estimated distribution between cloud-based and on-premises systems, and 
typical production database sizes as an indicator of future research potential. Manufacturing represents the largest 
share of ERP usage, followed by IT and professional services, whereas sectors such as construction and mining exhibit 
comparatively lower adoption rates. Across most industries, cloud-based ERP systems predominate over on-premises 
solutions, although the relative balance varies by domain. Typical ERP data volumes generally fall within the small-to-
medium range; however, manufacturing, healthcare, and utilities tend to exhibit higher storage requirements than sectors 
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such as construction or IT.

Table 5. Challenges identified and the corresponding paper

Challenge References

Technical Challenges

Security risk and data privacy issues [8, 21, 30-44]

Data migration [8, 30, 34-36, 41, 45]

Performance risks [33, 34, 36, 38, 41, 46, 47]

Adequate reliability levels [30, 42]

Limited customisation, integration, and functionality [21, 30, 31, 33, 34, 36, 41-43, 45, 47-49]

Loss of IT competency, technical knowledge, and control [33, 34, 36, 37, 41] 

Compatibility problems and infrastructural embeddedness [8, 14, 33, 37, 42, 50]

Organisational Challenges

Lack of support from top management and a lack of leadership [14, 35, 39, 43, 47, 48, 51-55]

Availability of resources [14, 35]

Resistance to change [30, 34-36, 41-45, 50, 52, 54, 56] 

Business Process Reengineering (BPR) [31, 50, 54]

Knowledge gaps and other personnel-related gaps [31, 34, 43]

Adaptation to new processes and workflows [8, 31, 43]

User-centric issues [40, 48, 51]

Organisational structure [36, 44, 48, 50, 57]

Relationship difficulties [21, 31, 43, 47, 51, 57]

Awareness and perception of the system [36, 48]

Project management [39, 40, 47, 48, 51, 55, 58]

External/Vendor-specific 
Challenges

Vendor dependency or lock-in [8, 31, 34, 37, 39, 43, 48, 59, 60]

Service-level agreements and hidden expenses [31, 33, 34, 36, 41, 42, 47, 56]

Lack of cloud ERP expertise [31, 33, 39, 43, 47]

Lack of standardization and regulations [31, 34, 56, 59]

Control and governance challenges [8, 33, 34, 41]

Context-specific 
Challenges

Challenges in SMEs [36, 42, 61, 62]

Challenges for developing countries [14, 49, 63-66]

Industry-specific challenges [49, 64, 67]
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Table 6. Comparison of ERP implementation shares by industry, including estimated cloud vs. on-premise adoption rates and typical hosted ERP data 
volumes per organization

Domain Industry Share of ERP implementations (est. 
cloud ERP/est. on-prem)

Hosted ERP Typical ERP data volume per org 
(live Database (DB))

Manufacturing ~34% (60-70%/30-40%) 0.5-5 TB

IT ~15% (75-85%/15-25%) 0.2-2 TB

Professional & Financial services ~14% (70-80%/20-30%) 0.5-3 TB

Distribution/Wholesale ~10% (70-80%/20-30%) 0.3-3 TB

Public sector & Non-profit ~7% (55-65%/35-45%) 0.3-5 TB

Healthcare ~5% (55-65%/35-45%) 0.5-5 TB

Retail ~4% (65-75%/25-35%) 0.2-3 TB

Utilities ~4% (55-65%/35-45%) 0.5-5 TB

Construction ~2% (50-60%/40-50%) 0.1-1 TB

Mining/Heavy industry ~2% (50-60%/40-50%) 0.3-3 TB

Technical Challenges: 
Technical challenges arise during system development and implementation and affect all organisational levels. 

Moving to the cloud enables real-time data access but raises significant security and privacy concerns, especially in 
multi-tenant environments that are prone to vulnerabilities and data leaks [31, 34]. Data migration from legacy systems 
is another challenge, particularly for large firms, as it is time-consuming and costly and entails risks of data loss or 
performance issues due to connectivity problems [8, 36].

Cloud ERP systems also pose challenges for customisation and integration, as they offer less flexibility than 
traditional systems. Adapting or integrating new modules and third-party software is complex, expensive, and affects 
both SMEs and large organisations equally [30, 42, 48]. These constraints can lead to functional gaps and poor 
alignment between business processes and system features, particularly in industries that require high customisation, 
such as construction [14].

The shift to cloud services often results in a loss of IT expertise and resistance from technical staff, making training 
and skill development essential to retain control and understanding of the system [34, 37]. Finally, compatibility issues 
may arise when integrating cloud ERP with existing applications and governance structures, requiring new work 
arrangements, compliance efforts, and data migration [8, 50]. Future challenges will also involve integrating emerging 
technologies such as blockchain and AI [42].

Organisational Challenges:
Organisational challenges in cloud ERP implementation vary by company size, culture, and structure and are 

as critical as technical issues [40, 53]. A lack of top management support is among the main barriers, as leadership 
is vital for setting vision, allocating resources, and driving change [47, 52]. Insufficient motivation or planning can 
lead to financial and resource constraints, poor budgeting for training and change management, and rising costs for 
subscriptions, storage, and customisation [14, 31].

Employee resistance to change is another major obstacle, often driven by fear of job loss, altered routines, and 
insufficient communication [30, 54]. This affects both SMEs and large firms and requires strong change management 
and training to address [8, 55]. Resistance also stems from knowledge gaps-missing IT skills, dependence on vendors, 
and loss of technical expertise [31, 34]-all of which are aggravated by inadequate training [35, 39].

Further barriers include difficulties adapting to new workflows, especially with complex legacy systems, which can 
disrupt collaboration, communication, and documentation [8, 40]. Poor attention to user experience and satisfaction also 
affects engagement, productivity, and the willingness to continue using the system [40, 43].
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Organisational structure plays a significant role-centralised and complex systems reduce flexibility and slow 
transformation [44, 50]. Additional issues include strained vendor relationships, internal conflicts, and differing 
opinions among company groups [31, 47]. Misaligned perceptions and awareness, and weak project management-
such as unclear responsibilities or unsuitable methods-can lead to failure even before implementation begins [50, 
55, 58].

External/Vendor-specific Challenges:
This dimension covers external factors beyond a company’s control, such as vendor relations and regulations 

[40]. The vendor plays a crucial role in cloud ERP projects-issues like lack of trust, unclear contracts, and limited 
transparency can hinder success [8, 31, 34, 37, 59, 60]. Choosing the right provider affects costs, storage, and 
subscription fees, while overreliance may lead to vendor lock-in [8, 59]. Compared to traditional systems, many 
cloud ERP solutions offer limited customisation and integration, which can be mitigated through strong Service-Level 
Agreements (SLAs). Missing vendor support or unclear contracts can delay or jeopardize implementation [30, 33, 34, 
36, 38, 42, 48, 60].

Cloud adoption also causes skill and knowledge gaps, as outsourcing reduces in-house IT expertise and increases 
dependence on external providers. Moving data to third-party cloud servers raises security and privacy concerns, 
especially for companies handling sensitive information, and jurisdictional issues may arise when data is stored abroad [8, 
31, 34, 37, 59, 60].

Moreover, the lack of standardisation and regulation in the cloud ERP market creates uncertainty around data 
protection, compliance, and government oversight [31, 34, 56, 59]. Reliable infrastructure and internet connectivity are 
essential, as network or performance issues can disrupt collaboration and access [21, 30, 36, 39, 48, 51, 60]. Finally, 
governance and control become more complex than in on-premises systems, since responsibility shifts to the provider 
and clear regulatory frameworks for managing data and relationships remain lacking [34, 43, 60].

Context-specific Challenges:
Challenges in cloud ERP implementation vary by context, such as industry, country, and company size. SMEs 

face different issues than large enterprises due to limited resources, IT skills, and capacity, making problems like skill 
loss more severe, while large firms struggle more with data migration. Other technical challenges-like performance, 
functionality, or security-affect all firms similarly [36, 42]. For SMEs, key issues include data management, 
organisational structure and culture, usability, network dependency, and vendor trust [61, 62].

Table 7. Identified frameworks and their sources

Frameworks References

Vendor-specific frameworks [49, 55, 58, 68, 69]

Project management methods [53, 55, 68, 69]

Models based on new technologies [31, 34, 46, 53, 61, 70-72]

Product-line engineering framework [73]

ERP module deployment guidelines [64, 74]

BPM-enabled requirements engineering framework [30, 38, 48, 75]

Decision-making tools [8, 14, 31, 33, 42, 59, 67, 69, 76]

Theoretical frameworks [31, 33, 39, 40, 51, 52, 59, 60, 63, 64, 77, 78]

Conceptual frameworks [31, 33, 39, 50, 56, 59, 63, 79]

Frameworks for SMEs [14, 42, 61, 80]

Frameworks for developing countries [14, 52, 64, 74, 78, 81]

Frameworks for public entities in developing countries [49, 67]
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In developing countries, research and frameworks remain limited and are often adapted from Western, top-down 
models that do not fit local conditions, which require a bottom-up approach. These countries face additional barriers, 
including outdated infrastructure, poor connectivity, limited financial and technological resources, a lack of skilled 
labour, and complex legal environments [14, 49]. Regulatory challenges are significant, as shown by examples from 
Brazil and Uganda, where compliance and incentives are lacking.

In the public sector, cloud ERP adoption is even more complex due to bureaucratic structures, rigid procurement 
rules, and regulatory oversight. Lengthy approval processes, limited budgets, and low autonomy slow progress and 
may lead to suboptimal solutions [49, 67]. Skill gaps among employees further increase dependence on vendors, and 
disruptions can have wide-reaching effects on public services [32]. High levels of customisation and lengthy business 
process redesigns also increase costs and risks. These issues indicate that governments and specific industries-such as 
construction-face unique barriers that impede the implementation of standard cloud ERP solutions.

Table 7 provides an overview of the 12 frameworks utilised by the authors. Most of them are developed in response 
to the challenges listed above.

The identified frameworks range from theories for determining challenges to tools for supporting decision-making 
to guidelines applicable across all phases of implementation. 

Vendor-specific frameworks:
The first type of framework is vendor-specific frameworks. Various ERP system providers offer methodologies for 

migrating from legacy systems, whether their own or those from other brands, to a new cloud-based solution. Examples 
include Accelerated SAP, SAP Activate, Application Implementation Method, Oracle’s Unified Method (OUM), 
Oracle ERP Cloud Implementation Methodology, Microsoft Dynamics Sure Step, Direct Path, and Dynamic Enterprise 
Modeler [49, 55, 58, 68, 69].

Project management methods:
There are different project management methods for facilitating such a transformation; they can be either generic 

or agile [68, 69]. Examples of the first type are the Project Management Institute (PMI) methodology or PRINCE2. 
Agile frameworks, such as Scrum or Kanban, have now become a standard. However, more important is applying the 
method consistently throughout the project and combining it with other methodologies, rather than the choice of project 
management method itself [53, 55, 69].

Models based on new technologies:
Several studies, such as those of [38, 46, 61, 70-72], focus on the aspect of including new technologies like 

machine learning, AI, edge computing, or blockchain to change the way of implementing cloud ERP systems. They aim 
to leverage innovations to improve various aspects of the implementation process, including security, automation, and 
performance.

Product-Line-Engineering framework:
This method enhances security by extending traditional Product-Line Engineering (PLE) approaches for developing 

configurable solutions. During the development and engineering phases, security engineering sensors will be included to 
identify changes earlier [73].

Optimizing ERP module deployment:
The strategy proposed by Boutros et al. [64] recommends installing modules in order of priority for the company 

and the business to optimise the deployment and diffusion of each model during the transition. 
Business Process Management (BPM)-enabled requirements engineering framework:
This framework is a hybrid approach that integrates technology and processes to bridge the gap between the 

functionality of cloud ERP systems and their business needs. This is achieved through formulating appropriate 
requirements and applying business process modelling methods in each phase [48, 68, 75].

Decision-making tools:
ERP implementation involves many critical decisions. Studies by [8, 34, 42, 67] provide tools for evaluating cloud 

ERP options but do not address the full project lifecycle or cost implications. To fill this gap, L’yarfi et al. [76] propose 
guidelines covering key decisions, cost comparisons, and organisational criteria to support informed choices and 
estimate the Total Cost of Ownership as an early feasibility indicator. Other works [14, 31, 33, 59] utilise conceptual 
frameworks that identify variables influencing cloud ERP adoption but lack detailed guidance. In addition, challenges 
are often discussed within theoretical frameworks, such as the Technology-Organisation-Environment (TOE) framework 
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or the DOI Theory.
Theoretical frameworks for implementation: 
These frameworks are not step-by-step guides for transitioning to the new software. Instead, they help analyse 

and better understand the implementation process. The most utilised are the TOE framework and the DOI Theory. By 
doing so, the barriers of other companies can be identified, and strategies can be formulated to mitigate them [39, 63, 
64, 78]. Other frameworks utilised include the Resource-Based View [78, 81], Contingency Theory [51, 77, 81], and the 
Resource Dependence Theory [51, 77, 81]. 

Conceptual frameworks:
Various other studies suggest further conceptual frameworks. They provide a basic understanding and 

guidelines that consider multiple aspects of a cloud ERP implementation. The first concerns the relationship between 
environmental factors and their strategic consequences [81]. Another study presents various perspectives on a Cloud 
ERP Implementation [33], and Ali et al. [31] examine enablers and barriers and their implications for innovation. 
Another essential aspect to consider is the CSFs of an implementation, which have been investigated in several studies 
[50, 56, 59, 63, 82]. To mitigate IS discontinuation, Kinnunen [79] suggests maintaining both on-premises and cloud-
based systems in parallel. 

Framework for SMEs:
SMEs face different challenges than larger organisations. Therefore, [14, 80] suggest understanding the CSFs 

to mitigate the extent of regional factors, so they do not conflict with the values of small companies, or to utilise an 
action plan designed specifically for management or decision-makers. The concept developed by Sørheller et al. [42] 
focuses on reducing costs and execution delays in such projects within SMEs. Basu et al. [61] use the Unified Theory 
of Acceptance and Use of Technology 2 to identify challenges in this type of organisation and to develop a conceptual 
framework that considers data security, usability, and vendor lock-in.

Several frameworks, such as those by Barbieri and Sott [14], can also be applied in developing countries, such as 
Malaysia. Other studies focusing on developing regions include Jayeola et al. [78] in Malaysia, Barbieri and Sott [14] in 
Brazil, and Boutros et al. [64] in Africa and the Middle East. Given the limited resources of developing countries, 
[52, 81] propose a resource-based framework that constrains project budgets, encourages leaders to promote and support 
system adoption, and aligns implementation with company objectives. The benefits should be defined early, and efforts 
should focus on achieving them rather than merely completing the project [74].

Frameworks for public organisations in developing countries:
Developing countries have different contextual conditions from developed countries. In addition, public entities 

are structured differently from private organisations. Therefore, Mpanga and Elbanna [49] developed a framework that 
includes monitoring and evaluation within all phases of an ERP system lifecycle. Cebekhulu et al. [67] suggest using 
decision-making frameworks in conjunction with a project management checklist to identify implementation aspects 
that have not been adequately considered or planned.

Among the frameworks listed in Table 5, those that provide lifecycle coverage, decision support, cost transparency, 
or context-specific implementation guidance demonstrate the most significant practical significance. In contrast, purely 
theoretical or factor-based frameworks primarily provide explanatory rather than actionable value.

To better understand the connection between the challenges and frameworks described in the sections before, Table 
8 presents the frameworks on the left and, on the opposite side, the challenges they should address or mitigate.

Some guidelines apply across contexts, such as conceptual frameworks, whereas others address a single topic, such 
as decision-making tools or project management methods. Some challenges, such as the decision-making problem, can 
be addressed using several frameworks, but it is also essential to consider the other issues the company faces. To know 
what framework is the best suitable for the project, (1) analyse the company, its size, the industry they are in, and the 
countries it is operating in. Then (2) identify the challenges that already came up, or that could arise in the future, based 
on similar projects and experiences of competitors. (3) The challenges should then be ranked in priority and intensity. （4) 
Based on these two factors, one or several frameworks can be chosen, if necessary combined, and applied. Therefore, it 
is crucial to focus on the guidelines that help mitigate the highest-priority risks.
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Table 8. Confrontation of the frameworks and the corresponding challenges

Frameworks Challenges they solve/mitigate

Vendor-specific frameworks Diverse challenges during all phases of the move from the legacy system of one’s own or another brand to 
the new solution

Project management methods Project management method, team, responsibilities, and communication

Model based on new technologies
Supply chain management

Decision-making
Data security and safety issues

Product-line-engineering framework
Configuration problems

System deployment
Data privacy and security
Product-line-engineering

Optimising ERP module deployment Challenges during the deployment and diffusion of individual modules

BPM-enabled requirements engineering 
framework

BPR
Formulation of appropriate requirements and business needs

Decision-making tools Decision-making

Theoretical frameworks Various technological, organisational, and environmental challenges
Resource allocation 

Conceptual frameworks

Environmental challenges
Challenges in innovation

Organisational and technological challenges of cloud vendors
Technological, organisational and human challenges in non-profit organisations

Diverse other challenges
IS discontinuance

Frameworks for SMEs
Structure of the company

Fewer resources and capabilities
Extensive costs and execution delays

Various challenges that are described in 5.2 Context-specific Challenges

Frameworks for developing countries

Challenges in Malaysia, Brazil, Africa, and the Middle East
Restricted resources
Acceptance issues

Wrong or missing leadership
Other challenges pointed out in Chapter 5.2

Frameworks for public organisations in 
developing countries

Structure of organisation
Decision-making

Additional challenges for public companies that are SMEs, listed in the section above

While prior systematic reviews on cloud ERP and cloud enterprise systems have predominantly focused on 
adoption drivers, critical success factors, or isolated implementation challenges, they typically treat implementation 
frameworks as secondary or discuss them in isolation. In contrast, this study provides an integrative synthesis that 
explicitly links classes of implementation frameworks to specific categories of implementation challenges across 
different organisational contexts. This mapping reveals systematic coverage gaps-such as the limited treatment of 
vendor lock-in and post-go-live governance in existing frameworks-and highlights mismatches between dominant 
challenge patterns and available methodological support. By shifting the analytical focus from descriptive enumeration 
to relational mapping between challenges and frameworks, this work advances the state of knowledge from fragmented 
evidence toward actionable, decision-oriented guidance for cloud ERP implementation.

7. Limitations & future research
This study is subject to several limitations. First, the SLR process was conducted by a single researcher, including 

study selection, quality assessment, coding, and synthesis. Although established quality appraisal guidelines were 
applied consistently, the absence of independent cross-validation introduces the risk of subjective bias. Second, 
the distribution of topics in the reviewed literature is uneven. Most studies focus on challenges in cloud ERP 
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implementation. At the same time, frameworks are often discussed only briefly or without explicit linkage to specific 
challenges, which may affect the interpretability of the framework-challenge mapping. Third, the SLR was limited to 
five academic databases and English-language publications, which may have excluded relevant studies published in 
other languages or indexed in other databases.

Future research should extend the systematic identification and evaluation of cloud ERP implementation frameworks, 
particularly vendor-specific and practice-oriented methodologies that are underrepresented in academic literature. In 
addition, emerging technological developments such as AI-enabled ERP functionalities, blockchain-based data governance 
mechanisms, and advanced data security architectures warrant deeper investigation with respect to their implications for 
cloud ERP implementation frameworks. Comparative studies across organisational contexts, especially between private-
sector organisations and public institutions, could further refine context-sensitive framework selection and adaptation.

8. Conclusion
Companies increasingly face pressure to migrate from on-premises ERP systems to cloud-based solutions, as 

vendor support for traditional deployments is being reduced or phased out and cloud platforms offer functional and 
economic advantages. However, cloud ERP implementation represents a complex socio-technical transformation 
accompanied by numerous technical, organisational, and environmental challenges. While prior research has 
extensively documented individual barriers to cloud ERP adoption, comparatively few studies systematically examine 
implementation frameworks and their relationship to concrete implementation challenges and organisational contexts. 
This SLR addresses this gap by synthesising 58 peer-reviewed studies and identifying 26 challenge categories and 12 
framework classes. By explicitly mapping framework types to challenge categories and organisational contexts, this 
study shifts the analytical focus from adoption intention to real-world execution and provides an integrative, decision-
oriented perspective for both private-sector organisations and public institutions.

Private-sector enterprises and public institutions face many similar cloud ERP implementation challenges, such 
as data migration complexity, security and privacy concerns, vendor dependence, and resistance to change. However, 
these challenges tend to be more pronounced in the public sector due to stricter regulatory requirements, bureaucratic 
decision-making structures, longer procurement cycles, and greater skill shortages, which collectively slow down 
implementation processes and increase organisational risk. The findings indicate systematic coverage gaps in existing 
frameworks, particularly with regard to post-go-live governance, vendor dependence, and regulatory compliance 
in highly regulated environments. Overall, awareness of implementation challenges and the structured application 
of suitable frameworks can help project teams anticipate risks and increase the likelihood of successful cloud ERP 
implementation. By providing an integrative synthesis and explicit framework-challenge mapping, this study supports 
more informed, context-sensitive decision-making in cloud ERP transformation projects.
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