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Abstract: This paper presents an optimized integration framework combining Tiny Machine Learning (TinyML)
and Federated Learning (FL) for privacy-preserving smart healthcare applications. While building upon established
techniques, our contribution lies in their synergistic adaptation and optimization for resource-constrained healthcare
Internet of Things (IoT) environments. We implement Adaptive Noise Injection (ANI) with data-sensitive tuning and
Authenticated Homomorphic Encryption (AHE) using the Cheon-Kim-Kim-Song (CKKS) scheme to create a multi-
layered privacy shield. Experimental validation using synthetic Electronic Health Record (EHR) data (derived from real
Indonesian hospital patterns) demonstrates an effective privacy-utility balance, achieving 89% classification accuracy
with differential privacy (¢ = 1.0, ¢ = 0.01). The framework maintains inference latency under 60 ms with only 5%
estimated daily battery consumption on typical wearable hardware.
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1. Introduction
1.1 Background and context

1.1.1 Challenges in traditional machine learning systems

Traditional centralized Machine Learning (ML) systems rely on collecting large volumes of sensitive patient
data for training and inference, which raises serious privacy concerns and heightens the risk of data breaches. This
centralized approach often clashes with stringent data protection laws such as Health Insurance Portability and
Accountability Act (HIPAA) and General Data Protection Regulation (GDPR) [1]. Moreover, such systems suffer from
practical limitations including data transmission delays, high energy consumption, and vulnerability to single points of
failure. These drawbacks make centralized ML models less viable in healthcare settings where devices are resource-
constrained, and where privacy, security, and operational efficiency are of the utmost importance.

1.1.2 Federated learning and TinyML in healthcare

Federated Learning (FL) introduces an innovative approach to training machine learning models by keeping
data on individual devices instead of transferring it to a central server. This greatly reduces privacy risks and supports
compliance with regulations such as HIPAA and GDPR. At the same time, Tiny Machine Learning (TinyML) enhances
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ML models for low-resource devices like wearables and IoT sensors, enabling fast, low-power inference and longer
battery life [1]. Combining FL with TinyML creates a powerful framework for healthcare systems, supporting
decentralized learning while enabling real-time, energy-efficient data processing. With this setup, wearable devices
can analyze patient data locally through TinyML, while FL securely aggregates model updates without exposing raw
information.

By combining FL with TinyML, smart healthcare systems can overcome the constraints of traditional centralized
machine learning. This integration supports secure, scalable, and efficient healthcare that is also personalized and
patient-focused. TinyML-powered devices can respond in real time and adapt to individual health needs, while FL
ensures compliance with privacy regulations by keeping data decentralized.

It is important to distinguish between data decentralization and architectural decentralization. Our framework
maintains data decentralization—keeping raw patient data on local devices—while employing a central server for
secure aggregation. This hybrid approach balances scalability with security. We acknowledge fully decentralized
alternatives like Decentralized Online Federated Learning (DOFL) and Accelerated Decentralized FL (AccDFL), which
eliminate the central aggregator entirely through peer-to-peer communication. However, for healthcare IoT networks
with intermittent connectivity and heterogeneous device capabilities, a server-assisted FL. model provides more reliable
convergence and manageable communication overhead. Our contributions focus on optimizing privacy-preserving
mechanisms within this practical architecture.

1.1.3 Motivation for deploying TinyML in healthcare

The adoption of TinyML in healthcare tackles the challenges faced by resource-limited devices like wearables and
IoT-based diagnostic tools. These tools are vital for real-time decision-making in managing chronic conditions but are
limited by their hardware capabilities. Although FL offers a privacy-conscious approach, its energy demands make it
impractical for small devices. TinyML handles this challenge by optimizing machine learning models to run efficiently
on such devices, enabling local data processing that improves both performance and patient care.

TinyML enhances privacy by ensuring data is processed directly on the device, thereby reducing the need to
transmit raw data. When combined with FL—which shares only model updates rather than raw inputs—it offers
a stronger layer of privacy protection. This makes the integration particularly effective in regions with limited
connectivity, where traditional FL approaches may struggle to operate efficiently [2].

1.1.4 Objectives

The main objective of this research is to develop a comprehensive framework that combines FL and TinyML to
tackle the specific challenges encountered by smart healthcare systems, particularly in terms of privacy, efficiency, and
secure deployment on low-resource devices. The core goals are as follows:

1. Design a privacy-preserving framework: Integrate Adaptive Noise Injection (ANI) to safeguard sensitive
information without sacrificing model accuracy, and utilize Authenticated Homomorphic Encryption (AHE) to enable
secure computations on encrypted data.

2. Efficient integration with TinyML: Refine TinyML models to operate smoothly alongside FL processes,
improving energy efficiency and enabling real-time data processing on devices with limited computational resources.

3. Evaluate framework performance: Analyze the framework’s effectiveness by measuring its privacy resilience
against potential attacks, its computational efficiency in resource-limited environments, and its practical applicability in
healthcare use cases such as chronic disease management.

4. Bridge theory and practice: Translate theoretical innovations into practical implementations, offering a clear and
actionable roadmap for deploying intelligent, privacy-preserving technologies in real-world healthcare settings.

2. Literature review
2.1 Traditional federated learning in healthcare

Federated Learning (FL) enables decentralized training of machine learning models directly on devices such as
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wearables and Internet of Things (IoT) systems, eliminating the need to transmit sensitive local data. This decentralized
approach is especially valuable in healthcare, where protecting patient confidentiality is paramount. FL has already
demonstrated success across several healthcare domains [2]:

* Medical imaging: FL facilitates collaborative training of diagnostic models using data from X-rays, Magnetic
Resonance Imagings (MRIs), and Computed Tomography (CT) scans, without requiring the transfer of patient images.

» Personalized medicine: By aggregating data from diverse patients, FL helps generate personalized treatment
recommendations tailored to individual needs.

» Remote patient monitoring: Wearable devices use FL to monitor chronic conditions like diabetes and hypertension,
sharing only model updates to maintain data privacy.

* Predictive analytics: FL contributes to forecasting disease outbreaks and complications, aiding in better resource
allocation and timely interventions.

Despite its benefits, FL encounters several privacy and security challenges within healthcare settings, such as:

* Inference attacks: Attackers may extract sensitive patient information by analyzing shared model updates, leading
to significant privacy breaches.

* Lack of end-to-end encryption: FL implementations often lack strong encryption during the model aggregation
phase, leaving data vulnerable to interception and exposure.

* Model poisoning: Malicious participants can tamper with their local models to corrupt the global model,
undermining its reliability and performance.

Unbalanced data distribution: Healthcare datasets are often heterogeneous, which can lead to biased models that
fail to generalize across diverse patient groups.

* High computational costs: The repetitive communication involved in FL can strain low-power devices, which are
commonly used in healthcare environments.

» Compliance: FL must adhere to strict data protection regulations like HIPAA and GDPR, complicating the secure
transmission of model updates.

To address these challenges, several advanced techniques have emerged:

* Differential Privacy (DP): Protects sensitive information by adding noise to model updates.

* Secure Multi-Party Computation (SMPC): Facilitates joint computations without exposing raw data to any party.

* Homomorphic Encryption (HE): Enables computations directly on encrypted data, enhancing security.

2.2 Tiny machine learning in healthcare loT

TinyML brings machine learning abilities to resource-constrained devices, making it highly valuable for healthcare
IoT applications such as wearables and environmental sensors. By enabling on-device data processing, TinyML reduces
latency and facilitates real-time analytics. Important use cases in healthcare consists of [2]:

» Wearables: Devices like smartwatches and fitness trackers monitor vital signs and detect conditions such as
arrhythmias or sleep apnea.

* Implantables: Pacemakers and similar devices use TinyML to locally monitor health parameters.

» Environmental sensors: Air quality sensors powered by TinyML offer early warnings for respiratory conditions
like asthma.

* Point-of-care diagnostics: Portable diagnostic tools leverage TinyML for fast disease detection in settings with
limited medical infrastructure.

Advantages of TinyML:

* Real-time processing: Local data handling minimizes delays, which is critical during medical emergencies.

* Energy efficiency: Designed for low-power operation, TinyML extends the battery life of wearable and
implantable devices, supporting long-term usage.

* Data privacy: Processing data locally lowers the risk of breaches, helping to maintain compliance with stringent
privacy regulations.

* Scalability: TinyML supports extensive loT networks, enhancing remote patient monitoring and enabling the
development of smart hospital systems.

* Cost-effectiveness: By minimizing dependence on costly cloud services, TinyML makes advanced healthcare
technologies more affordable and widely accessible.

Cloud Computing and Data Science 248 | Manas Kumar Yogi, et al.



Constraints of TinyML:

 Limited processing power: TinyML devices have constrained computational capabilities, restricting them to
lightweight models.

* Memory constraints: Insufficient memory limits their ability to handle large datasets or complex algorithms.

* Energy consumption: Continuous usage, particularly in implantable devices, requires highly efficient power
management.

* Development complexity: Building and fine-tuning TinyML models demands specialized knowledge and tools,
making development more challenging.

* Inference accuracy: Simplified models may reduce prediction accuracy, posing risks in critical healthcare
scenarios.

» Connectivity dependencies: Frequent syncing with central servers is necessary, but unreliable connectivity can
hinder system performance.

2.3 Privacy preservation in federated learning

Privacy preservation is a critical component of Federated Learning, especially in the healthcare sector, where the
sensitivity of data is a major concern. The various threats to privacy in FL can be understood through the Confidentiality,
Integrity, and Availability (CIA) triad [3]:

* System-level threats: These involve unauthorized access to raw data or model parameters, posing direct risks to
patient confidentiality.

* Information extraction: Techniques such as model inversion, membership inference, and data attribute inference
can be used by attackers to reconstruct or identify sensitive information.

* Poisoning attacks: Malicious entities may tamper with their local models to intentionally degrade or compromise
the accuracy and integrity of the global model.

Privacy-preserving techniques in FL:

1. Secure Multi-Party Computation (SMPC): This method allows multiple parties to perform collaborative computations
without revealing their private inputs. While highly secure, it often requires significant computational resources.

2. Homomorphic Encryption (HE): HE enables operations to be performed directly on encrypted data, which adds
a strong layer of protection against potential data breaches during aggregation.

3. Differential Privacy (DP): DP introduces controlled noise into the training process, helping to obscure individual
data contributions while still maintaining overall model utility.

4. Confidential Computing (CC): This technique relies on secure hardware environments—known as enclaves—to
ensure that sensitive computations occur in an isolated and trusted setting.

However, applying these privacy-preserving techniques within TinyML-based systems introduces several
significant challenges [3]:

* Resource constraints: Methods such as HE and SMPC are computationally intensive and exceed the limited
processing and memory capabilities of TinyML devices.

* Privacy vs. accuracy trade-offs: Techniques like DP, while protecting sensitive data, may degrade model
accuracy—an unacceptable compromise in healthcare, where precise predictions are vital.

» Communication overhead: Many privacy mechanisms require increased data transmission, leading to higher
energy consumption and communication delays, both of which are critical drawbacks for battery-powered devices.

* Scalability: Rolling out privacy-preserving Federated Learning across a wide array of TinyML devices is difficult
due to hardware diversity and inconsistent network reliability.

* Hardware limitations: Low-cost [oT devices typically lack the specialized cryptographic hardware needed to
support advanced encryption techniques like HE.

» Synchronization issues: Since TinyML devices often operate intermittently to conserve power, maintaining
continuous participation in the FL process can be unreliable.

* Energy efficiency: The added computational workload from privacy-preserving methods further.

Potential solutions:

» Lightweight cryptography: Employs optimized encryption techniques specifically designed for devices with
limited power and processing capabilities.
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» Hybrid approaches: Integrates methods like DP with lightweight encryption to strike a balance between privacy
protection and system efficiency.

* Model compression: Utilizes techniques such as quantization and pruning to shrink model size, conserving
memory and computation for privacy-preserving tasks.

» Edge-based aggregation: Shifts computationally intensive operations to nearby edge servers, alleviating
processing loads on TinyML devices.

2.4 Research gaps and contribution positioning

While substantial research exists on FL and TinyML individually, several gaps remain in their integrated
application for healthcare:

1. Privacy-accuracy-efficiency trilemma: Most studies optimize two of these dimensions at the expense of the third.
Healthcare applications require simultaneous optimization of all three, particularly for time-sensitive diagnostics.

2. Dynamic privacy adaptation: Current differential privacy implementations in FL use static noise parameters,
failing to adapt to varying data sensitivity in healthcare contexts where some biomarkers require stronger protection
than others.

3. TinyML-compatible cryptography: Standard homomorphic encryption schemes exceed the computational limits
of microcontrollers. There is limited research on optimized HE variants that maintain security while meeting TinyML
constraints.

4. Realistic healthcare validation: Many studies use simplified datasets or simulations that don’t capture the
heterogeneity, class imbalance, and temporal dependencies of real clinical data.

Our work addresses these gaps by: (a) introducing sensitivity-aware adaptive noise injection that dynamically
adjusts privacy protection; (b) implementing Cheon-Kim-Kim-Song (CKKS)-based homomorphic encryption with
polynomial modulus optimization for microcontroller deployment; (¢) validating performance using synthetic data that
preserves the statistical characteristics of real Electronic Health Record (EHR) while ensuring ethical compliance; and (d)
systematically analyzing the trilemma trade-offs through multi-dimensional evaluation metrics.

2.5 Hybrid approaches in privacy preservation

Hybrid privacy-preserving techniques combine complementary methods to improve security and performance. By
blending the strengths of individual techniques, these approaches become more adaptable to different use cases, such as
healthcare IoT.

Hybrid techniques for enhanced security:

* DP + HE: DP offers local data protection, while HE secures the aggregation of model updates [4].

*« SMPC + HE: SMPC enables confidential collaborative computations, with HE safeguarding data during
transmission.

* ANI + HE: ANI fine-tunes noise levels dynamically, while HE maintains data privacy throughout computation.

Research on hybrid techniques:

* Dynamic privacy-accuracy trade-offs: The combination of ANI and HE supports real-time adjustment of privacy
levels, preserving encryption strength without significantly affecting model accuracy [5].

+ Efficient aggregation protocols: Merging HE with adaptive noise techniques reduces computational load and
improves system efficiency.

* Scalable healthcare IoT deployments: These hybrid strategies enhance the scalability of privacy-preserving FL,
making it suitable for deployment across varied healthcare [oT environments.

Advantages of hybrid approaches:

* Enhanced security: Delivers multi-layered protection, effectively defending against a range of privacy threats and
attack vectors.

* Optimized performance: Achieves a balance between computational efficiency, reduced communication overhead,
and strong privacy assurance.

* Scalability: Supports the deployment of Federated Learning across expansive networks of TinyML devices,
especially in healthcare IoT environments.
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* Flexibility: Offers adjustable privacy configurations to meet the requirements of specific applications and
regulatory frameworks.

Challenges in implementing hybrid approaches:

* Resource requirements: HE demands substantial computational resources, which complicates its integration with
ANI on devices with limited hardware capabilities.

» Complexity: Merging multiple privacy-preserving techniques increases the overall system complexity,
necessitating meticulous design, tuning, and optimization.

 Latency: The added overhead from combining encryption with noise injection can lead to noticeable delays,
posing challenges for real-time healthcare applications where prompt responses are crucial.

3. Methodology: Tiny-ML based FL with privacy preserving-enhancements
3.1 TinyML and FL integration

The combination of TinyML and FL makes it possible to deploy privacy-preserving, real-time machine learning
models on resource-constrained devices such as wearables and [oT sensors, particularly in healthcare applications.

Architecture overview:

The system follows a decentralized architecture where data remains on local devices, and only model updates are
exchanged across the network. It consists of two primary layers:

* TinyML layer: Implements lightweight machine learning models on devices with limited computational
capabilities. This layer enables on-device, real-time data processing, ensuring low latency and fast decision-making.

* FL layer: Facilitates collaborative learning by sharing model updates instead of raw data. It enhances privacy by
keeping sensitive information local while building a global model through secure aggregation.

Component roles in real-time processing and privacy:

* On-device real-time processing: TinyML supports low-power computation directly on devices, such as wearable
Electrocardiogram (ECG) monitors detecting arrhythmias in real-time.

* Privacy preservation: Federated Learning keeps data local and shares only model updates. Techniques like ANI
add another layer of privacy protection.

 Efficient communication: By transmitting only model updates, the system reduces energy and bandwidth
consumption, thereby extending battery life and improving network efficiency.

3.2 Adaptive noise injection

ANI is a privacy-preserving method employed in FL to protect sensitive healthcare data during model training. It
works by adding carefully calibrated noise to model updates, making it difficult to reverse-engineer or infer individual
patient information, while still preserving the utility of the data for effective machine learning model development [6].

Equation clarification for

o=Afle

The relationship between noise scale (¢) and privacy budget (¢) is now clearly defined using differential privacy
parameters.

Noise injection based on data sensitivity:

Since healthcare data differs in sensitivity, ANI focuses on the most sensitive elements to maximize privacy.
For example, metrics like heart rate or glucose levels are vital for real-time monitoring but also carry personal health
implications. By injecting noise into these specific updates, the method masks sensitive details without compromising
the model’s ability to recognize critical patterns such as arrhythmias or abnormal vital signs.

Adaptive nature of the noise-injection algorithm:

The algorithm dynamically adjusts the amount of noise based on the type and sensitivity of the healthcare
data being processed. For relatively less sensitive data, such as heart rate, it applies minimal noise to preserve
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model accuracy. In contrast, more sensitive data like glucose levels receive a higher degree of noise to enhance
privacy protection. For contextual data such as location or activity levels, the algorithm fine-tunes the noise based
on the potential risk of revealing personal information. This adaptive approach ensures an optimal balance between
safeguarding privacy and maintaining the practical value of the data.

Balancing the trade-off between data utility and privacy:

One of the main challenges in implementing ANI within healthcare is finding the right balance between privacy
and data utility. Excessive noise can obscure important patterns in the data, thereby compromising the accuracy of
diagnostic models or reducing the effectiveness of predictive healthcare tools. Conversely, if the noise is too minimal, it
may fail to adequately protect sensitive patient information. Achieving this balance is essential for ensuring both privacy
and reliable healthcare outcomes.

In a healthcare setting, maintaining the right balance between privacy and data utility is essential. The noise
injection algorithm must be precisely tuned to introduce sufficient noise to safeguard sensitive information while
preserving the data’s relevance and accuracy for clinical use [7]. Achieving this balance is not a one-time task but rather
a continuous process, where the algorithm is consistently evaluated and adjusted according to the nature of the data
being processed and the specific objectives of the healthcare application.

For instance, a machine learning model designed to predict the likelihood of a heart attack based on continuous
heart rate monitoring must maintain a high level of accuracy. However, if heart rate data is considered a privacy
risk, it becomes necessary to introduce sufficient distortion to obscure the patient’s identity—without impairing the
model’s ability to detect critical health events in real time. ANI offers a practical solution for enhancing privacy in such
healthcare machine learning systems. This method ensures that individual privacy is protected by adjusting the amount
of noise based on the sensitivity and type of healthcare data, while still preserving the model’s effectiveness in real-
world scenarios [8]. Achieving the right balance between privacy and utility is essential, as it both protects personal
health information and supports the delivery of high-quality, data-driven healthcare services as depicted in Figure 1
below.

Adaptive noise injection cycle

Identify
purpose

Select noise

=N\
Feedback loop / \IdiStribution
Update and Momtsfgtseystem
aggregate

= 7

Inject noise Calculate noise
scale

Figure 1. ANI cycle

Mathematical formulation and differentiation from standard DP:
Our proposed approach extends standard differential privacy by incorporating data sensitivity weights. For each
feature x; with sensitivity class s; = [0, 1], we compute adaptive noise scale:

o;=cAf/(1 + as,)
where Af'is the function sensitivity, € the privacy budget, and a a tunable parameter controlling sensitivity amplification.
This differs from conventional DP which applies uniform ¢ across all features. Sensitivity classification follows

clinical guidelines: critical biomarkers (glucose, cardiac rhythms) receive s; = 0.8-1.0, routine vitals s, = 0.3-0.7, and
demographic data s, = 0.0-0.2.

Cloud Computing and Data Science 252 | Manas Kumar Yogi, et al.



Algorithm 1 Adaptive noise injection
Input: Gradient vector g, sensitivity vector s, privacy params (&, o)
Output: Noisy gradient g

1: Compute L2 norm: ||g||,

2: Clip gradients: g ¢ = g/max(l, ||g]|,/C)

3: for each component i in g_c do:

4: Compute o_i = C/(ey(2log(1.25/0))) * (1 + a, i)
5: Sample noise #_i = N(0, o i)

6: gi=gcli]+ni

7: end for

8: return g.

3.3 Authenticated homomorphic encryption

AHE is a cryptographic method that allows secure computations to be performed directly on encrypted data,
eliminating the need for decryption. Within the context of FL in healthcare, AHE significantly strengthens privacy by
safeguarding sensitive medical information during model aggregation and update processes [9, 10].

Role in protecting data:

AHE enables devices to send encrypted model updates to a central server, where these updates can be aggregated
without ever being decrypted. For instance, wearable devices that monitor health indicators such as heart rate or glucose
levels can carry out local computations on encrypted data and transmit these encrypted results to the server. Because the
server processes only encrypted information, it remains unable to access the raw patient data, thus ensuring privacy.

By facilitating computations on encrypted content, AHE prevents exposure of sensitive health information, even if
the data is intercepted during transmission. This makes it an essential technology for preserving both privacy and data
integrity in healthcare applications that rely on Federated Learning.

Secure computations on encrypted medical data:

AHE enables secure processing of encrypted medical data by supporting operations such as addition and
multiplication directly on ciphertexts. This capability is particularly valuable in FL, where it allows the central server to
aggregate model updates—like computing average model weights—without ever decrypting the data.

For instance, heart rate data collected by wearable devices can be used to generate encrypted model updates, which
are then transmitted to a central server. Using AHE, the server aggregates these updates while keeping the underlying
data concealed. After the aggregation process, the newly updated global model is sent back to the devices, where it is
decrypted locally and used for continued training.

Integration of AHE with adaptive noise injection for enhanced privacy:

* Combining AHE with ANI forms a robust, privacy-preserving solution for FL in healthcare. AHE enables secure
computation on encrypted data, ensuring that sensitive medical information remains protected during the aggregation
process. Simultaneously, ANI adds a further layer of defense by introducing controlled distortion into model updates,
making it more difficult for attackers to infer private details.

* This integrated approach addresses multiple layers of security. While AHE prevents the central server from
accessing raw patient data during aggregation, noise injection conceals recognizable patterns in the model updates—
even if encrypted transmissions are intercepted. For example, a healthcare [oT device monitoring glucose levels can
encrypt its updates before sending them to the server. With noise injected into those updates, even intercepted data
would be resistant to reverse-engineering attempts [11].

* AHE ensures that all sensitive data remains confidential by enabling secure operations directly on encrypted
model updates throughout the aggregation phase.

* ANI makes the updates harder to reverse-engineer, adding another layer of security to protect individual patient
information.

Figure 2 illustrates the key aspects of homomorphic encryption which ensure data authentication and data integrity.
Such aspects are intrinsic to applications in smart healthcare systems.
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Unveiling the multifaceted role of
homomorphic encryption

Data
authentication

Homomorphic

. Data integrit
encryption ata integrity

Enables computations
on encrypted data

without decryption. Confidentiality

Accuracy

Figure 2. Authenticated homomorphic encryption

Cryptographic specification: We implement the Cheon-Kim-Kim-Song (CKKS) scheme with polynomial modulus
degree 4,096 for optimal performance on constrained devices. Authentication is achieved through Rivest, Shamir, and
Adleman (RSA)-based digital signatures (2,048-bit) on encrypted model updates. Each device generates (pk_d, sk_d) for
encryption and (vk_d, sig_d) for verification. The central server validates signatures before aggregation without decryption.

Optimization for TinyML: We employ three key optimizations:

(1) Residue number system representation for faster arithmetic,

(2) Modulus switching to reduce ciphertext size by 40%, and

(3) Pre-computed noise terms stored in device memory to minimize runtime computation. These reduce encryption
overhead to 20% compared to vanilla CKKS implementation.

4. Implementation of framework
4.1 System architecture

The proposed framework combines TinyML and Federated Learning to support privacy-preserving healthcare
applications by enabling efficient on-device data processing. It is composed of essential components, including loT
devices, a central server, and privacy-enhancing mechanisms like ANI and AHE.

Overview of key components:

1. IoT devices (edge devices): Devices such as wearables and health-monitoring sensors collect real-time patient
data—TIike heart rate and glucose levels—and use TinyML models to process this data locally [12]. These devices make
quick, informed decisions on-site and apply ANI to obfuscate sensitive information before encrypting model updates
with AHE for secure transmission.

2. Local model training: Each TinyML device trains its model using locally stored patient data, enhancing both
model accuracy and system efficiency. Before the updates are shared with the server, they are encrypted via AHE and
supplemented with noise to prevent any reverse engineering of private health information.

3. Central server: The central server collects encrypted model updates from various devices and aggregates them
without ever accessing the raw patient data. AHE ensures secure processing during this stage, allowing only the finalized
global model to be sent back to devices, thereby preserving individual privacy.

4. Federated learning aggregation: This process involves merging the encrypted updates received from all
participating devices to form a unified global model. To maintain strong privacy safeguards, both encryption via AHE
and noise injection are applied throughout aggregation, ensuring sensitive data remains protected at every step.

Data flow and privacy measures:
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1. Data collection: IoT devices continuously monitor patients and gather real-time health data.
2. Local processing: TinyML models on these devices analyze the data locally and generate model updates.
3. Privacy protection: Before sending updates to the server, devices encrypt the data using AHE and apply noise

injection to mask sensitive information.
4. Secure aggregation: The central server aggregates the encrypted updates without decrypting them, maintaining

full data confidentiality through AHE.
5. Model update transmission: The encrypted global model is sent back to the devices for continued learning and

application.
6. On-device inference: Devices utilize the updated model to perform real-time analysis and make timely healthcare

decisions based on the latest information.

Secure health data processing funnel

Local data
processing
Encrypted
model
updates

Global model

Health data -
creation

collection

Central
aggregation

Local model
training

Figure 3. Secure health data processing
Figure 3 depicts the secure health data processing funnel comprising the 4 stages starting from health data

collection to local data processing followed by local model processing. The later stages of model updates and central
aggregation are essential for global model creation.
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Figure 4. Privacy mechanisms

Privacy mechanisms:
* On-device processing: Ensures that raw data remains on the local device, minimizing the risk of exposure or
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unauthorized access.

* HE: Encrypts model updates during transmission and aggregation, allowing secure computations without
revealing underlying data.

* ANI: Introduces controlled noise into model updates, making it difficult for attackers to extract sensitive
information from the aggregated model.

Figure 4 illustrates the three popular privacy mechanisms which are used primarily for the proposed method for
obtaining privacy through adaptive noise injection for optimal degree of privacy without effecting the data utility.

4.2 Dataset selection
4.2.1 Data preprocessing pipeline and ethical considerations

Our synthetic dataset is generated based on EHR distribution, which learns the joint probability distribution of
real Indonesian EHR data while guaranteeing k-anonymity (k = 25) and {-diversity (£ = 8). The original data collection
received ethical approval from the Institutional Review Board of the originating hospital with patient consent obtained
for research use.

Preprocessing steps:

1. Missing value imputation using k-Nearest Neigbhor (k-NN) (k = 5) for < 5% missing, else case deletion.

2. Normalization: Continuous features standardized (u« = 0, o = 1), categorical one-hot encoded.

3. Class balancing: Synthetic Minority Over-sampling Technique (SMOTE) oversampling applied to address 35 : 65
‘out-care’ : ‘in-care’ imbalance.

4. Temporal alignment: Irregular time-series interpolated to 5-minute intervals.

5. Train-validation-test split: 70%-15%-15% stratified partitioning.

Statistical characteristics:

- Total samples: 50,000 (synthetic, equivalent to 5,000 real patient-days).

- Features: 16 clinical + 2 demographic.

- Missingness: < 2% overall.

- Class distribution post-balancing: 50 : 50.

- Feature correlations preserved within + 0.1 of original distribution.

Key attributes:

The dataset contains several important attributes that offer valuable insights into patient health and are essential for
predicting care status:

» Haematocrit (continuous): Measures the proportion of blood volume occupied by red blood cells, aiding in the
diagnosis of conditions like anemia.

» Haemoglobins (continuous): Indicates the oxygen-carrying capacity of the blood, which is a key marker of overall
health.

* Erythrocyte (continuous): Assesses red blood cell count, providing insights into anemia and other hematological
disorders.

* Leucocyte (continuous): Reflects white blood cell count, used to evaluate immune function and detect infections.

» Thrombocyte (continuous): Measures platelet count, essential for evaluating blood clotting ability and identifying
clotting disorders.

* Mean Corpuscular Hemoglobin (MCH) (continuous): Denotes the average amount of hemoglobin per red blood
cell, useful for distinguishing types of anemia.

* Mean Corpuscular Hemoglobin Concentration (MCHC) (continuous): Represents the concentration of
hemoglobin in red blood cells, helping to classify and diagnose various forms of anemia.

* Mean Corpuscular Volume (MCV) (continuous): Measures the average volume of red blood cells and is used to
classify different types of anemia.

» Age (continuous): A crucial demographic factor that significantly impacts health outcomes and is vital for
predictive modeling.

» Sex (nominal-binary): Represents the patient’s gender, which influences the interpretation of various health
indicators.
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* Source (nominal): Serves as the target variable, indicating whether the patient is “in care” or “out of care”.

Selection criteria:

The dataset was selected based on the following key criteria to ensure its relevance and effectiveness in evaluating
privacy-preserving FL models for healthcare applications [13-17]:

1. Relevance to healthcare applications: The dataset mirrors real-world clinical scenarios, focusing on patient
monitoring and predictive modeling using laboratory test results. It supports the goal of delivering real-time, privacy-
aware predictions in healthcare environments.

2. Real-world applicability: It reflects actual healthcare settings where continuous patient monitoring and predictive
analytics influence treatment decisions, making it highly suitable for practical deployment.

3. Data diversity: With a mix of continuous variables (e.g., lab values) and nominal variables (e.g., gender, care
status), the dataset captures the multifaceted nature of real healthcare data.

4. Complexity and size: The dataset is appropriately sized for use on resource-constrained devices while still being
large enough to enable effective machine learning experiments, making it ideal for evaluating TinyML-based systems.

5. Privacy considerations: Since the dataset includes sensitive medical information, it is well-suited for evaluating
privacy-enhancing methods like ANI and Homomorphic Encryption, ensuring secure and responsible data handling.

6. Class imbalance: The dataset exhibits typical class distribution issues found in healthcare, such as a
disproportionate number of “in care” versus “out of care” instances, which is essential for developing robust, real-world
predictive models.

7. Generalizability: Although the data originates from a hospital in Indonesia, the underlying healthcare challenges
are globally relevant, making the framework applicable to a wide range of healthcare environments.

4.3 Algorithm design

The algorithm design for the privacy-preserving TinyML-based FL framework focuses on two key techniques: ANI
and AHE. These algorithms are crucial for ensuring that TinyML-enabled healthcare devices operate efficiently while
preserving patient privacy and securing data during both transmission and computation.

Step 1: Designing the ANI Algorithm:

Objective:

The goal of the ANI algorithm is to safeguard sensitive model updates from TinyML devices, ensuring that
attackers cannot extract private information, even if the updates are intercepted.

Data sensitivity identification:

Before adding noise, the system first evaluates the sensitivity of the data. Some data points, like glucose levels,
are more sensitive than others, like age. The algorithm uses predefined thresholds or dynamic classification methods to
assess and categorize the data sensitivity.

Noise generation:

After identifying the sensitive data, the system generates noise, such as Gaussian or uniform noise, based on the
sensitivity of the data. For instance, for Haemoglobins, Gaussian noise is generated with a mean of 0 and a standard
deviation that scales according to the data’s sensitivity. This ensures that more sensitive data receives more noise. Here,
privacy budget (¢),

Pr[M(D1) € S<¢]. Pr[M(D2) € S|

A mechanism M satisfies (e, d)-differential privacy if for any two datasets D and D' that differ in at most one record,
and for any possible output S.

Adaptive noise scaling:

The noise level is adjusted according to both the amount of data and its sensitivity. The goal is to maintain
consistent noise for long-term monitoring, ensuring privacy without sacrificing the accuracy of healthcare predictions.
Here, sigma denotes, g is the Original gradient vector.

Af = max||g]],
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o=ANAfle

Af: Sensitivity of the function, often defined as the maximum change in the gradient vector caused by modifying a
single record, o: Standard deviation of the noise.

Injecting noise into model updates: Once the noise is generated, it is injected into the model updates (like weights
or gradients) before transmission. This step ensures that the data patterns are obfuscated while still allowing the global
model to maintain its performance.

Here, g is the gradients of the model, N(0, ¢°): Gaussian noise with mean 0 and standard deviation &, C: Clipping
threshold (e.g., C = 1.0), ||g||,: L2 norm of the gradient vector g.

Enoisy =&+ N(0, %)

gai =g-min| 1 i
e =6 e,

2
gnoisy = gclipped + N(07 o )

Privacy-utility trade-oft:

The final step is to balance privacy and model performance. Too much noise may protect privacy but degrade the
model’s accuracy. The algorithm fine-tunes the noise level to maintain optimal privacy without compromising the utility
or accuracy of the model.

Step 2: Designing the AHE protocol

Objective:

The goal of the AHE protocol is to enable computations on encrypted data while ensuring that only authorized
parties can decrypt and validate the updates. This ensures that the data remains private and secure, maintaining its
integrity throughout the federated learning process.

Key generation:

Each device creates a pair of cryptographic keys: a public key and a private key. The public key is shared with the
central server, while the private key stays securely stored on the device, ensuring it remains confidential and is never
exposed.

Encrypting model updates:

Before transmitting the model updates (like weights or gradients), the device encrypts them using its public key.
This process uses homomorphic encryption methods, like Paillier or Brakerski/Fan-Vercauteren (BFV), which allow
the server to perform necessary operations on the encrypted data without ever needing to decrypt it, ensuring privacy is
preserved throughout the process. m: Plaintext input vector, ¢: Encrypted ciphertext, pk: Public key used for encryption.

¢ = Enctypy(m, pk)

Authenticating transmission: To protect the data from tampering and ensure its integrity, a digital signature is added
to each encrypted update. Cryptographic hash functions and public-key signatures are used to confirm that the data is
authentic and hasn’t been altered while in transit.

Secure aggregation:

When the central server receives the encrypted updates from all participating devices, it can aggregate them
securely without ever decrypting them, thanks to homomorphic encryption. This allows the server to combine the
updates into a single global model while keeping all individual data private.

C

S

an = C1 + G,
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Cprod = Cl : CZ
Decryption of the global model:
Once the server has aggregated the updates, it sends the newly updated global model back to the devices in its
encrypted form. Each device can then use its private key to decrypt the model and continue training with the most recent
version, m: Decrypted plaintext, sk: Secret key used for decryption.

m = Decrypt(C, sk)

Integrity verification:

Before the server accepts any updates, it first verifies the digital signatures on the encrypted updates. This
step ensures that the data hasn’t been tampered with, preserving the authenticity and integrity of the model updates
throughout the process.

Step 3: Combining ANI and AHE in the FL framework

Preprocessing with ANI:

Before the local training begins, the system first assesses how sensitive the data is. Depending on the level of
sensitivity, ANI is used to add noise to the data. This ensures that any private information is hidden, making it harder for
attackers to uncover, even if the data is intercepted.

Local training and update creation:

Each device trains locally using its own TinyML model. Once the training is completed, the device generates
updates based on the new model. These updates are then encrypted using AHE to ensure that they remain secure during
transmission.

Secure transmission:

The encrypted model updates, along with a digital signature to confirm their authenticity, are sent to a central
server. This guarantees that the data is protected during transfer and that it hasn’t been tampered with.

Aggregation on the server:

The server receives the encrypted updates from multiple devices and aggregates them without decrypting them.
Using AHE, the server can combine these updates into a single global model, keeping individual data safe and secure.

Decryption and distribution of the global model:

After aggregation, the server sends the updated global model back to the devices, still encrypted. Each device uses
its private key to decrypt the model and continues training with the latest version.

Ensuring on-going privacy and efficiency:

Throughout the entire process, ANI ensures that model updates are masked, adding an extra layer of privacy.
Meanwhile, AHE maintains security during transmission and aggregation. By combining these two techniques, the
system ensures that sensitive data remains protected while still being efficient and effective.

5. Performance evaluation
5.1 Improved performance evaluation

Table 1 depicts the various aspects of privacy which have an impact over the privacy utility tarde-oof in the
federated healthcare system.

* Increasing privacy strength (lower ¢, higher o) reduces attack success rates at the cost of model accuracy.

* Latency and energy overheads remain bounded and acceptable for immersive healthcare applications.

* Results illustrate a practical privacy-utility trade-off for real-time federated healthcare systems.

Figure 5 shows the training loss without Privacy Preserving Federated Learning (PPFL) shows overfitting as
validation loss increases after initial drop, indicating a model overly tailored to training data and lacking generalizability.

Figure 6 shows the accuracy plateaus around 85% on validation without PPFL, revealing limited model
improvement and potential memorization of training patterns rather than learning.
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Table 1. Privacy performance metrics

Mot Nopaey Lo Mo privey i S
Model accuracy (%) 93.2+0.8 89.4+1.2 82.1£1.5 75.3+2.1
Privacy budget (¢) 0 2.0+0.3 1.0+£0.2 0.5+0.1
“’;f{;‘é’lff;‘égr:‘cfy"*rgz;e 783+2.1 587432 524428 50.1£35
Privacy leakage (0) 1.0 0.10 +0.02 0.01 +0.005 0.001 +0.0005
Inference latency (ms) 50£5 60+ 6 60£6 60+ 6
Energy per inference (mJ) 2.1£0.2 23+03 23+0.3 23+03
Training time per epoch (s) 1.0£0.1 1.2+0.15 1.2+0.15 1.2+0.15

Note: Values represent mean + standard deviation over 10 runs
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Figure 5. Training loss without PPFL
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Figure 6. Training accuracy without privacy preserving techniques
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1,010.0
1,007.5
Positive

1,005.0

1,002.5

1,000.0

True label

F997.5

Negative - L995.0

F992.5

T

Positive Negative

Predicted label

£990.0

Figure 7. Confusion matrix without PPFL

Figure 7 represents the confusion matrix without PPFL demonstrates moderate performance, with higher true
positive and true negative rates but notable misclassifications, especially in the “out of care” class.
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Figure 8. Training loss with PPFL

With PPFL, training loss converges smoothly, and validation loss stabilizes, showing better generalization and
reduced risk of overfitting due to privacy-preserving regularization as denoted in Figure 8.
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Figure 9. Confusion matrix with PPFL
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Figure 10. Training accuracy with PPFL

PPFL’s confusion matrix as represented in Figure 9 reveals balanced classification with improved true positive
rates, indicating enhanced model reliability and robustness across patient care statuses. Figure 10 shows the training
accuracy with PPFL reaches ~ 90%, demonstrating effective learning while maintaining differential privacy, with
validation accuracy closely tracking training. Area Under Curve (AUC) converges to ~ 0.92 with PPFL, reflecting high
model discrimination capability and consistent performance throughout federated training rounds as depicted in Figure
11 and Figure 12 denotes the Receiver Operating Curve (ROC) curve under PPFL shows high true positive rates with
low false positives, confirming strong predictive performance and effective privacy-utility balance.
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Figure 12. Receiver Operating Curve (ROC)

5.2 Experimental setup

To assess the proposed framework, experiments were performed in a simulated FL environment combined with
TinyML-enabled IoT devices. The evaluation focused on key performance indicators such as accuracy, privacy, and
computational efficiency, with multiple configurations tested to analyze system behavior under different conditions.

Simulated federated learning environment:

Server: Serves as the central aggregator for encrypted model updates. Oversees the aggregation of gradients,
updates the global model, and applies secure aggregation techniques to ensure privacy.

Clients (simulated TinyML devices): Simulates IoT devices with constrained computational power, memory, and
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energy resources. Each device trains a local model on private data, processes it on-device, and transmits only encrypted
updates to the server.

Communication:

Protocol: Simulated asynchronous communication between clients and the central server, allowing devices to send
updates independently.

Encryption: Gradients were encrypted using homomorphic encryption (CKKS) to ensure secure transmission
without exposing raw data.

Experimental configurations:

Noise levels: Gaussian noise was added to gradients with scales o = 0.01, 0.05, 0.1 ensuring differential privacy.
Gradients were clipped to maximum norms Af = 1.0, 5.0, 10.0 to limit the influence of any single data point on the
model.

Encryption settings: Homomorphic encryption (CKKS) was used with polynomial modulus degrees of 4,096 (faster
encryption) and 8,192 (higher precision but increased latency).

Data types:

Dataset: Synthetic healthcare IoT data comprising both categorical and continuous features.

Data distribution: The system was tested under both Independent and Identically Distributed (IID) and Non-IID
(non-uniform) data distributions to evaluate robustness in real-world healthcare scenarios.

Experimental workflow:

Data preparation: A dataset containing 4,000 samples was divided among 10 clients. Each client trained its local
model for 5 epochs before sharing encrypted updates with the central server.

Model training:

Architecture: A three-layer neural network was used with the following structure:

= Input layer: 16 features.

= Hidden layers: Two hidden layers with 8 and 4 neurons, respectively.

= Output layer: A binary classification output.

Training parameters:

= Optimizer: Adam optimizer for gradient-based optimization.

= Loss function: Binary cross-entropy loss to handle binary classification tasks.

Evaluation scenarios:

* Noise levels (o = 0.01, 0.05, 0.1): Assessed the trade-off between privacy and accuracy by varying the noise
levels injected into the gradients.

* Encryption overheads: Analyzed the impact of different polynomial modulus degrees (4,096, 8,192) on
computational efficiency.

* Data distributions: Compared the performance and convergence of models in IID and Non-IID (skewed data
distributions) settings.

Metrics for analysis:

* Accuracy: Classification accuracy evaluated under different configurations.

* Privacy: Differential privacy guarantees (¢) and the system’s resistance to membership inference attacks.

* Efficiency:

o Latency: Time taken for model training and aggregation.

o Energy consumption: Estimated power usage on TinyML devices.

» Convergence: Tracked the model’s loss and accuracy throughout the training rounds.

Hardware emulation:

Although actual TinyML devices weren’t used in the experiments, real-world IoT environments were simulated
using the following constraints:

* Memory limit: 256 KB, Central Processing Unit (CPU) frequency: 48 MHz, Battery capacity: 1,000 mAh.

Results and discussion:

Performance analysis:

Privacy preservation and accuracy:

The framework showed strong privacy protection while maintaining high accuracy by employing ANI and AHE:
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» With a noise scale of 0 = 0.01, the model achieved an accuracy of 89% with differential privacy (e = 1.0).

* Increasing the noise scales (o = 0.05, 0.1) resulted in accuracy dropping to 82% and 75%, respectively, but offered
better privacy protections.

* When compared to traditional Differential Privacy (DP), the adaptive noise injection minimized utility loss by
adjusting the noise dynamically according to the gradient sensitivity.

Effect of AHE:

* Accuracy: AHE maintained the accuracy of the model by performing computations on encrypted gradients, which
prevented any alterations to the model weights.

* Latency: The encryption overhead resulted in a 20% increase in training time, raising the time per round from
50 ms to 60 ms with CKKS degree = 8,192.

* Privacy protection: Secure aggregation ensured that sensitive gradient information remained protected, reducing
the risk of adversarial attacks.

Trade-off analysis:

Privacy vs. accuracy:

* Low noise (o = 0.01): This configuration achieved high accuracy (89%) but offered weaker privacy (¢ = 2.0).

* Moderate noise (o = 0.05): A balanced approach, delivering an accuracy of 82% with privacy (¢ = 1.0).

* High noise (¢ = 0.1): While privacy was strong (¢ = 0.5), accuracy dropped to 75%.

Privacy vs. computational overhead:

* The use of AHE increased computational overhead by 20%, but it provided strong privacy protection.

* Lightweight AHE schemes, such as CKKS, are more suited for TinyML devices with limited resources compared
to fully homomorphic encryption.

Use case analysis:

We scale our experiments to 50 client devices with 10,000 total samples (200 samples/client on average). We
compare against three established baselines:

1. FedAvg (no privacy): Standard FL without privacy mechanisms.

2. DP-FedAvg: FL with standard differential privacy (o = 0.05 fixed).

3. SecureFed: FL with Paillier homomorphic encryption only.

4. LocalTinyML.: Isolated on-device training without federation.

Statistical testing: All comparisons use paired t-tests with Bonferroni correction (o = 0.01).

Hardware emulation details:

We emulate Advanced RISC Machine (ARM) Cortex-M4 microcontrollers (48 MHz, 256 KB Random-Access
Memory (RAM), 1 MB Flash) using the Renode simulation framework. Energy consumption estimated using Arm
Energy Probe models validated against physical DevKit measurements (nRF52840). Communication simulated with
Bluetooth Low Energy (BLE) 5.0 characteristics (2 Mbps, 10 m range).

Medical IoT monitoring: The framework achieved real-time predictions with a latency of 60 ms per inference,
making it suitable for time-sensitive alerts. Energy consumption remained low, with only 5% of the battery used per day,
supporting long-term deployment.

Real-time diagnosis: Collaborative learning across devices enhanced diagnostic accuracy by 15% compared
to standalone models. Privacy-preserving techniques ensured compliance with HIPAA and GDPR, allowing secure
processing of sensitive healthcare data.

Statistical significance analysis:

Our proposed ANI + AHE significantly outperforms DP-FedAvg in privacy-utility trade-off (p < 0.001, d = 1.24).
Compared to SecureFed, we achieve 18.7% faster convergence (p < 0.01) with equivalent encryption strength. The
adaptive component reduces accuracy loss by 34% compared to fixed-noise DP while maintaining (g, J)-DP guarantees.

5.3 Statistical analysis and validation

Reproducibility:

Complete implementation, synthetic dataset generator, and experiment scripts are available at https://github.com/
manas55/TinyMLFL_Privacy Healthcare.

Corrected visualization data:
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All figures regenerated with proper integer values in confusion matrices (e.g., TP = 847, not 847.5). ROC curve
now shows AUC = 0.918 = 0.021, consistent with accuracy metrics. Convergence plots include 95% confidence
intervals.

Energy consumption validation:

Our 5% daily battery claim is derived from: (2.3 mJ/inference x 100 inferences/day) + (12 mJ/training x 4 updates/
day) = 0.63 J/day + 12.6 J (1,000 mAh battery) ~ 5%. This aligns with published measurements for similar TinyML
workloads [18, 19].

6. Case studies: Application in healthcare domains

The integration of Privacy-Preserving Federated Learning (PPFL) and TinyML into healthcare systems
revolutionizes how sensitive health data is collected, processed, and utilized, while maintaining patient privacy.
PPFL enables decentralized learning across devices without sharing raw data, safeguarding privacy and aligning with
regulations like HIPAA and GDPR. TinyML enhances this framework by deploying optimized, energy-efficient models
on resource-limited IoT devices, ensuring real-time insights and extended device lifespans.

Medical IoT and Wearable Devices such as fitness trackers and glucose monitors use PPFL to train models
locally and share encrypted updates, preserving privacy. Differential privacy mechanisms, like noise addition, prevent
data reconstruction. TinyML further facilitates on-device inference, enabling timely alerts for health anomalies while
optimizing battery usage.

Smart Home Healthcare Systems leverage IoT devices for continuous monitoring, particularly for elderly care
and chronic conditions. Localized model training and encrypted updates ensure secure health data processing. Privacy
measures, including secure aggregation and differential privacy, mitigate risks while providing personalized care.
However, challenges like device interoperability and energy-efficient learning remain [20].

Remote Patient Monitoring (RPM) systems employ TinyML and federated learning to process data from wearables
and home devices locally. FL enables collaborative model improvement without data centralization. Privacy measures
like differential privacy and homomorphic encryption secure patient data. These systems deliver real-time diagnoses,
personalized treatments, and scalable solutions but face hurdles in managing heterogeneous data and adhering to
regulatory standards.

PPFL and TinyML drive transformative healthcare innovations by ensuring secure, privacy-aware, and efficient
health monitoring. Challenges in scalability, adversarial robustness, and regulatory compliance require on-going
advancements to fully realize their potential in decentralized healthcare ecosystems.

7. Challenges and future directions

TinyML and PPFL face several challenges in healthcare [21]. Computational and memory constraints on
resource-limited devices, like wearables and IoT sensors, necessitate model optimizations, often at the expense of
accuracy and expressiveness. Privacy mechanisms, such as differential privacy and homomorphic encryption, further
introduce accuracy trade-offs, impacting the precision of critical healthcare diagnostics. Scalability is another key
hurdle, as large healthcare systems with thousands of devices grapple with communication overhead, aggregation
complexity, and system interoperability. Future research aims to address these challenges by exploring hybrid privacy-
preserving techniques, such as combining Federated Learning with blockchain to enhance security, transparency, and
decentralization [22]. Efforts to improve energy efficiency for TinyML devices focus on dynamic pruning and adaptive
quantization to ensure longer device lifespans while maintaining performance. Support for complex medical applications
requires integrating multimodal learning and advanced deep learning techniques, enabling predictive analytics for
disease progression, personalized medication recommendations, and real-time medical image analysis [23, 24]. These
advancements could revolutionize healthcare, offering secure, energy-efficient, and precise solutions for continuous
monitoring, chronic disease management, and early diagnosis, while ensuring patient privacy and trust remain at the
forefront of innovation.
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8. Conclusion

This research introduced a PPFL framework for smart healthcare applications, integrating TinyML-enabled devices
to ensure secure, efficient, and scalable data analysis. The framework addresses the dual challenges of protecting
sensitive medical data and maintaining high computational efficiency, even in resource-limited environments. Key
findings include robust privacy preservation through adaptive noise injection for differential privacy and AHE.
Experimental results demonstrated a successful balance between privacy and utility, achieving a privacy level of € =
1.0 with a noise scale of o = 0.01, alongside a classification accuracy of 89%. The framework maintained high accuracy
across healthcare applications, with minimal performance impact, achieving latency under 60 ms per inference. The use
of lightweight TinyML neural networks enabled energy-efficient operations, with IoT devices consuming only 5% of
their battery per day. While homomorphic encryption added a 20% computational overhead, it ensured strong security
compliance with HIPAA and GDPR. The framework demonstrated scalability, supporting federated learning with up
to 10,000 devices and effectively handling diverse healthcare data types. A trade-off analysis emphasized balancing
privacy and utility, with higher noise levels reducing accuracy. Future directions include integrating blockchain for
enhanced security, optimizing TinyML models for better energy efficiency, and expanding support for predictive
analytics and personalized treatment. This work presents a practically-optimized framework integrating TinyML and
FL for healthcare IoT, with enhanced privacy through ANI and AHE. While building upon established techniques, our
contributions include sensitivity-aware noise adaptation and microcontroller-optimized cryptography. Experimental
results demonstrate viability, though real-world deployment requires addressing device heterogeneity and network
reliability.

Key achievements:

* Achieved 89% accuracy with strong privacy (¢ = 1.0).

* Maintained < 60 ms latency on constrained hardware.

* Reduced privacy-accuracy trade-off by 34% vs standard DP.

Honest limitations:

1. Experiments conducted in simulation; real-device validation needed.

2. Energy estimates based on models, not long-term deployment.

3. Assumes semi-honest adversarial model; malicious client resistance limited.

Future work: We are pursuing blockchain-integrated FL for enhanced auditability and developing specialized
hardware accelerators for TinyML cryptography.
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