
Contemporary Mathematics
http://ojs.wiserpub.com/index.php/CM/

Research Article

Black-Box Adversarial Attacks Against SQL Injection DetectionModel

Maha Alqhtani* , Daniyal Alghazzawi , Suaad Alarifi

Information Systems Department, Faculty of Computing and Information Technology, King Abdulaziz University, Jeddah 80200, Saudi
Arabia
E-mail: mmohammadalqhtani@stu.kau.edu.sa

Received: 12 July 2024; Revised: 27 August 2024; Accepted: 4 September 2024

Abstract: Structured Query Language (SQL) injection attacks represent a substantial threat to the security of web
applications, making the development of effective detection techniques crucial. These techniques have evolved from
traditional signature-based techniques to more advanced techniques based on machine learning models. Machine learning
detection models are often vulnerable to adversarial examples. Adversarial examples are deliberately crafted inputs
designed to deceive models into making incorrect predictions by subtly altering the original dataset in ways that are
typically imperceptible to humans. To train and test these machine learning models, datasets comprising both malicious
and normal data are indispensable. However, the lack of sufficient and balanced datasets presents a significant challenge,
particularly for models intended to detect SQL injection attacks. Most network traffic datasets exhibit a substantial
class imbalance, with a disproportionate amount of normal traffic compared to malicious traffic, making it difficult to
train effective and reliable detection models. This study addressed the shortcomings of current SQL injection detection
techniques and proposed a conditional tabular generative adversarial network adversarial attack method. We evaluated the
effectiveness of the generated adversarial SQL injection examples using qualitative and quantitative methods, measuring
their ability to evade the detection model. A conventional neural network algorithm detection model was built and tested,
and the generated adversarial examples successfully bypassed the detection model at a rate of up to 6%. The evidence
demonstrated that the conditional tabular generative adversarial network successfully captures the statistical properties
of real data and generates synthetic data that accurately represents the real data. This method is also expected to address
the problem of insufficient and imbalanced SQL injection datasets, which could aid in training various machine learning
models beyond the one used in our study.
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CTGAN Conditional Tabular Generative Adversarial Network
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IDS Intrusion Detection System
WAFs Web Application Firewalls
SQLIAs SQL injection Attacks
KL Kullback-Leibler

1. Introduction
As web applications are used more and more for diverse tasks, the security of these applications has become a

paramount concern. Among the numerous threats that web applications face, Structured Query Language (SQL) injection
attacks remain a significant challenge [1]. SQL injection attacks (SQLIAs) involve exploiting vulnerabilities in the
application’s input validation mechanisms to inject malicious SQL code into the underlying database query. Successful
SQL injection attacks can result in unauthorized access and data manipulation and can potentially lead to severe security
breaches. Traditional approaches to detecting SQL injection attacks often rely on signature-based methods or rule-based
heuristics; however, attackers are increasingly employing advanced tools advanced tools for automated injection attacks,
posing a challenge for traditional methods to effectively mitigate such threats. As SQL injection attacks continue to evolve,
there is a need for more advanced and adaptive detection techniques. Machine learning (ML) models can be an effective
solution for detecting SQL injection attacks, potentially providing better results than traditional methods. By training
models on labeled datasets containing both normal and malicious SQL queries, ML algorithms can learn patterns and
features indicative of SQL injection attacks. These models can then be used to classify and identify potential attacks in
real time [2]. MLmodels are vulnerable to adversarial examples, which are carefully crafted inputs designed tomislead the
models into making inaccurate predictions [3]. The emergence of adversarial examples presents an increasing difficulty,
and ML models’ protection and robustness against such attacks need to be improved.

Another challenge in the field of detecting SQL injection attacks is the lack of robust datasets specifically designed
for testing and validating detection techniques. The concerns with the available datasets is compounded by several factors.
Firstly, many datasets containing relevant traffic patterns cannot be openly shared due to privacy considerations. These
datasets often include internal data used for specific research objectives or anomalous data traffic recorded by security
companies. Furthermore, some publicly available datasets are outdated and inadequate for modern detection methods [4].
In addition, there is a significant class imbalance between benign and malicious traffic in most network traffic datasets.
These datasets typically contain more examples of normal benign traffic compared to instances of malicious traffic. This
skewed distribution, with the majority class of benign traffic, presents a difficulty for intrusion detection systems in
accurately identifying and categorizing the rare malicious in accurately identifying and categorizing the rare malicious
samples, leading to an overall low detection rate for those minority attack classes. Recently, numerous studies have
aimed to tackle the challenges of imbalanced or missing data by employing methods such as the Synthetic Minority Over-
sampling Technique (SMOTE) [5, 6] and generative adversarial networks (GAN) [7–13]. These techniques are used to
expand network traffic samples and balance datasets, thereby improving the recognition rate of ML algorithms.

To study the potential influence of adversarial examples on the performance of the SQL injection detection models
and address the challenges mentioned above, in this study we propose a novel approach for generating adversarial SQL
injection examples based on the Conditional Tabular Generative Adversarial Networks (CTGAN) framework. CTGAN
is a machine learning model used for generating synthetic tabular data that mimics the statistical properties of a given
real (i.e. original) dataset [6]. We test the effectiveness of the generated adversarial SQL injections using qualitative
and quantitative methods by measuring their ability to evade detection. The CTGAN model, a variant of GANs, has
been successfully employed in generating synthetic data that closely resemble the original data distribution. The primary
objective of this study is to develop a method that generates SQL injection examples capable of evading existing defense
mechanisms. By leveraging the power of CTGAN, we aim to generate realistic attacks that mimic the characteristics of
real-world SQL injection attempts. These adversarial examples can aid in the evaluation and improvement of defense
mechanisms, facilitating the development of more robust and resilient web applications. The main contributions that
distinguish our research from previous research work are the following:

We designed a CTGAN architecture that can effectively generate synthetic SQL injection examples.
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We assessed the effectiveness of the generated adversarial SQL injection examples.
We trained and tested the performance of a CNN model using a dataset containing both real and synthetic data to

examine if the adversarial SQL injection examples can successfully bypass the detection algorithm.
We conduct a comparison between the proposed approach and existing adversarial methods in the literature,

examining how CTGAN performs in generating structured tabular data, particularly for creating synthetic SQL injection
attacks.

The paper is structured as follows: We present a review of the related research in this area in Section 2. The
methodology is presented in Section 3. Experimental results and discussion are reported in Section 4. In the last section,
we provide the conclusion and discuss future work.

2. Related work
The application of ML techniques in detecting SQL injection attacks has garnered significant attention in recent

research. Various studies have explored the efficacy of different ML and DL models in mitigating the risks posed by
SQL injection attacks. For instance, ML models such as naive bayes classifier [14, 15], decision trees [16], random forest
[17, 18], adaBoost classifier [19, 20], and support vector machines (SVM) [21, 22] have been employed to classify SQL
queries as either benign or malicious based on extracted features. These models have demonstrated promising results
in detecting SQL injection attacks by leveraging pattern recognition and anomaly detection methodologies. Moreover,
the advent of deep learning (DL) architectures, such as convolutional neural networks (CNNs) [23–27], artificial neural
networks (ANNs) [28, 29] and recurrent neural networks (RNNs) [30–32] , has shown promise in detecting SQL injection
attacks due to their ability to learn complex patterns and relationships within data. Furthermore, recent advancements in
adversarial machine learning have led to the development of innovative approaches for detecting SQL injection attacks.
Adversarial training techniques such as generative adversarial networks (GANs) have been utilized to support ML and
DL frameworks against adversarial attacks that seek to evade SQL injection detection systems. Various studies have
highlighted the effectiveness of using GANs and their derivatives to produce adversarial examples that are able to deceive
sophisticated ML detection models [33, 34]. Other studies have proposed GAN-based approaches to produce adversarial
malicious traffic samples of cross-site scripting (XSS) [35], denial-of-service (DoS) [36, 37], and other types of IDS
attacks such as SSH [7] that aim to attack IDSs by evading their detection systems. Study in [38] proposed a new
approach to synthesizing traffic data while maintaining statistical similarity to the original data. The proposed approach,
called a conditional tabular traffic generative adversarial network (CTTGAN), utilize a CTGAN algorithm. The authors
demonstrate that CTTGAN outperforms other data synthesizing methods in terms of preserving individual privacy while
maintaining statistical similarity to the real data. Alqarni et al. [39] proposed an IDS approach using a CTGAN model
to generate more data of the minority class during training to make the NSL-KDD dataset balanced. To evaluate the
efficiency of CTGAN to overcome the imbalance problem, three ML algorithms include DT, SVM and KNN were used
to train and evaluate the dataset before and after applying CTGAN. The findings indicated that CTGAN demonstrated
greater capability in capturing the distribution of discrete features. Kim et al. [6] proposed an training method to mitigate
the generalization error problem of the ML model that detects IoT DDoS attacks, even in situations where 5G traffic is
unbalanced. The SMOTE and GAN-based CTGAN was applied to address the issue of insufficient data. Experimental
results showed that the ML model trained with CTGAN to augment attack data for training data in the 5G environment
minimizes the generalization error problem. Asimopoulos et al. [40] proposed an AI-powered IDS against cyberattacks
that targets the IEC 60870-5-104 protocol utilizing four ML methods: XGBoost, decision tree , random forest , and multi-
layer perceptron. The researcher utilized the fast gradient sign method (FGSM) to assess the robustness of the previous
methods against a common adversarial attack. Additionally, they employed FGSM-generated adversarial datasets to
develop a CTGAN adversarial attack generator. The experimental results showed that compared to the CTGAN datasets,
the testedmodels perform better on the FGSMadversarial datasets. Alabsi et al. [41] propose an intrusion detection system
based on CTGAN for detecting DDoS and DoS attacks on IoT networks. The data produced by CTGAN is employed
to train multiple ML classifiers. The experimental results showed that the generated dataset significantly enhanced the
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detection model performance of these classifiers. Alabdulwahab et al. [42] proposed an ML pipeline using a CTGAN
model to produce a synthetic dataset for the IoT environment. The generated synthetic dataset was assessed using several
types of statistical metrics andML classifiers that include decision tree, random forest, naïve bayes, multi-layer perceptron,
XGBoost, gradient boost, and lightGBM. The experimental results indicated that it was possible to replace the generated
dataset with a real dataset. Research on applying GANs in the domain of SQLIAs is still in the early stages.

Research on adversarial attacks against detection models of SQL injection attacks is relatively nascent, with only a
limited number of studies conducted in this area [43, 44]. Liu et al. [45] proposed a tool named as DeepSQLi to produce
examples for SQL injection attacks using a sequence-of-words prediction and deep learning model. This tool uses a
neural language model that can be trained to capture the semantic features of SQL injection attacks that have not been
captured by patterns in the training datasets. Appelt et al. [46] proposed automated method named 4SQLi for producing
test inputs that could evade security filters, resulting in executable SQL injection queries. This method was based on a set
of several mutation operators that modified inputs to produce new test inputs to trigger SQLi attacks, making it possible
to create inputs that contained new patterns of the attack, thus increasing the possibility of producing successful SQL
injection attacks. Demetrio et al. [17] proposed a tool named WAF-A-MoLE for producing adversarial SQL injection
examples against web application firewalls (WAFs). This tool use a set of syntactical mutations that modify payload
syntax while preserving the semantics of the original payload. Comprehensive evaluation of the tool demonstrates that
it outperforms the existing machine learning-based WAF systems. These studies, however, only assess the effectiveness
of their frameworks on a limited number of WAFs, and testing on a broader range of WAFs would strengthen the results.
Guan et al. [47] proposed a novel adversarial SQL injection example generator based on reinforcement learning. The
main drawbacks of this study is that the training time is relatively long. Table 1 summarizes the most relevant adversarial
SQLIA methods in the literature.

Table 1. Adversarial SQL injection attacks proposed in the literature

Ref. Methodology Dataset Detection models Synthetic data
evaluation metrics

Appelt et al. [46] Java tool, called xavier Not mentioned GreenSQL
(open-source database firewall)

Comparing with Std,
which consists of a set of
known SQL injection

attack patterns

Demetrio et al. [17] Unguided
mutational fuzzer

OWASP ZAP
and sqlmap

Naive bayes classifier,
random forest,

Gaussian SVM (G-SVM),
and linear

SVM (L-SVM)

Bypass the WAF

Liu et al. [45]
Deep natural language
processing (NLP) and
neural language models

GitHub Neural language
model transformer Not mentioned

Lu et al. [4] Deep convolutional GAN and
genetic algorithms

CNVD, CVE
and exploit-db WAF Phpstudy2018, safeDog,

and sqli-lab range

Guan et al. [47] Reinforcement learning GitHub
ModSecurity, SafeDog,
CNN, LSTM, MLP,

Random forest, SVM, XGBoost,
AdaBoost, GradientBoost

libinjection library,
MySQL executions

3. Methodology
The general architecture for the proposed approach represented in Figure 1. It consists of three primary phases: (1)

data preprocessing, (2) adversarial SQL injection examples generation using CTGAN, and (3) CNN-based SQL injection
detection model training and evaluation.
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Figure 1. Architecture of the proposed approach

3.1 Dataset
In the field of SQL injection detection, many available datasets cover a wide range of intrusion detection traffic but

with limited availability of SQL injection instances. In this research, we require a publicly available dataset focused on
SQLIAs. After examining our options, we selected a publicly available dataset from [48], known for its emphasis on SQL
injection. This dataset was previously employed by researchers in [2, 20, 26, 48–51] to detect SQLIAs using ML models.
It consist of a total of 30,919 records, with 19,537 normal queries and 11,382 malicious queries. Each record contains two
main features: “Query”, which represents the SQL queries, and ”Label”, which indicates whether the query is normal (0)
or malicious (1). The used dataset statistics are shown in Figure 2.

Figure 2. Distribution of normal and SQL injection attacks in the dataset

3.2 Data pre-processing
Data preprocessing is a crucial part of data mining where raw data is cleaned and transformed to enhance dataset

quality. It encompasses various processes, such as cleaning and preparing the data in a format suitable for training the
detection models, particularly for text-based tasks [10]. Data cleaning is essential, as it stops the model from learning
wrong relationships or making predictions based on incomplete or duplicate data. To prepare the dataset for the training
phase, we perform the following:

Removing missing values and duplicated records. We obtained a total of 30,907 rows, consisting of 19,529 normal
queries and the remaining rows classified as SQL injection attacks (SQLIAs). Identifying and correcting errors in the
dataset by manually correcting the queries that have syntax errors.

Performing feature extraction, which is the process of transforming raw data, such as text or images, into a numerical
representation that can be used as input for ML algorithms.

Balancing the dataset. Figure 2, indicates that the dataset was imbalanced because there were significantly fewer
instances of SQLIAs than normal queries, which can affect the detection model performance. To address this problem,
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wemanually balance the dataset using undersampling by reducing the amount of the class that hasmore samples tomatches
the amount of samples in the minority class to achieve a balanced distribution. The resulting dataset comprised 20,000
rows, with 50% representing normal statements and the remaining 50% classified as SQL injection attacks (SQLIAs).

3.3 CTGAN model training

CTGAN was preferred to traditional GAN models for two reasons. The first is its ability to overcome the challenges
faced by GANs in effectively capturing complex dependencies and distributions in discrete, structured data [52]. Second,
SQL injections have complex structured patterns, such as keywords, punctuation, operators, and strict syntactic rules that
must be adhered to, and the CTGAN is better equipped to learn these patterns. The CTGAN architecture is specifically
designed for producing synthetic tabular data. It addresses the challenge of producing realistic synthetic data that preserves
the statistical properties and dependencies present in the real dataset. The structure of the proposed CTGAN model is
shown in Figure 3.

Figure 3. Proposed CTGAN model

The CTGAN architecture consists of two main components: a generator (G) and a discriminator (D). Both
components are trained iteratively, as the generator learns to produce synthetic samples that resemble the real dataset
and try to fool the discriminator. Discriminator learns to differentiate between real and synthetic data [47]. The loss
function of the generator is defined in equation (1).

Lgen =−Ez∼p(z)[log(D(G(z)))] (1)

where:
z is a random noise sampled from a prior distribution p(z).
G(z) represents the produced samples obtained by adding the noise (z) to the generator.
D is the discriminator, which outputs a probability score indicating the likelihood that a given sample is real.
The discriminator loss is defined as:

Ldis =−Ex∼pdata(x)[log(D(x))]−Ez∼p(z)[log(1−D(G(z)))]+λ ·Lgp (2)

where:
x represents real data taken from the original dataset with distribution pdata(x).
Lgp represents the gradient penalty term, which encourages smoothness of the discriminator’s decision boundary.
λ is a hyperparameter that controls the influence of the gradient penalty term.
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The generator network’s goal is to produce synthetic data samples that closely match the distribution of the real data
and deceive the discriminator. It achieves this by minimizing the distance between the distribution of the synthetic data
and that of the real data. Simultaneously, by maximizing the discriminator loss, D learns to improve its ability to classify
real data as close to 1 and fake data as close to 0. We present an overview of the implementation of the CTGAN model in
Algorithm 1.

Algorithm 1 Training of the CTGAN
Input:
x: Real data samples (from training data distribution pdata(x))
z: Random noise vectors sampled from noise distribution pz(z)
c: Conditional variables (labels/categories)
Initialize the generator and the discriminator
number of training iterations
for Generator-step do
Generator generates the adversarial SQL injection examples based on x
Update the parameters of generator according to equation (1).
for Discriminator-steps do
Classify the training set (x, xgen = G(z, c)), getting predicted labels
Update the parameters of discriminator according to equation (2).
Output: xgen = G(z, c): New synthetic data generated by the model.

3.4 CNN model training

In the literature, many researchers have highlighted the use of several ML and DL algorithms to detect SQLIAs.
In this section, we trained and compared the performance of several classifiers including RNN autoencoder, CNN, ANN,
Naïve Bayes, Decision Tree, SVM,RandomForest, and Logistic Regression. Themodel that achieves the highest accuracy
will be selected to perform our experiment. The grid search technique was used to optimize the hyperparameters of these
models to achieve the best performance. The results are shown in Figure 4.

Figure 4. The evaluation metrics comparison for different detection algorithms

The findings in Figure 4. show that the ANN and RNN autoencoder are effective in detecting SQL injection attacks,
achieving a high accuracy of 94%. The random forest, decision tree and logistic regression models also performed well,
achieving accuracy scores of 92%, 90%, and 93%, respectively. The CNN model achieves the highest accuracy of 95%.
However, the SVM and Naive Bayes models had the lowest accuracy scores of 75% and 82%, respectively. According
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to the this findings, the CNN model had the highest accuracy, indicating its potential for detecting SQL injection attacks.
For that reason, we developed a defense model based on the CNN model. The proposed CNN architecture consists of
a Conv1D layer with ReLU activation function. This layer processes input data shaped as (X.shape [1], 1). Then a
maxPooling1D layer is added to reducing spatial dimensions. The subsequent flatten layer reshapes input data into a
one-dimensional array. Two dense layers are then added, the first with ReLU activation, and the second dense layer with
a sigmoid activation function for binary classification. By training the model on labeled data, the CNN learns to classify
input queries as either normal or SQLIAs. Table 2 presents the optimized parameters for the CNN model.

Table 2. Proposed CNN classifier structure

Layer Type Input Parameters Activation Function

Conv1D (X.shape [1], 1) Filters: 32, Kernel Size: 3 ReLU
MaxPooling1D None Pool Size:2 None

Flatten (X.shape [1], 1) None None
Dense 128 None ReLU
Dense 1 None Sigmoid

Table 2 shows main information, such as kernel size, number of filters, and activation function for each layer.

3.5 Results and discussion
This section discuss the experimental results. The experiment was conducted in a Python environment on aWindows

10 Pro with 4 GB of RAM and a clock speed of 2.00 GHz. In Table 3, we provide an overview of the hyperparameters
used in the training of the CTGANmodel and CNN classifier, such as loss function, optimizer, batch size , epoch, learning
rate.

Table 3. Hyperparameters used in CTGAN and CNN classifier training

Hyperparameter CTGAN CNN

Loss Function Binary Cross-Entropy Binary Cross-Entropy
optimizer Adam Adam

Learning Rate 2e-4 0.001
Epochs 500 10

Batch Size Default 32

First, the real SQL injection queries was pre-processed and used to train the CTGAN to produce adversarial SQL
injection examples. To preserve the syntax and structure of real SQL injection queries during the training process, carefully
designed noise (z) was introduced. This included adding comments and altering the case of keywords (e.g., “select”
replaced with “sELEcT”). This noise was incorporated into the generator (G) during the training of the CTGAN. An
example of the added noise is shown in Figure 5.

Figure 5. Example of the noise added to the generator during the training of the CTGAN
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We validated the syntax of the synthetic queries using MySQL system. Figure 6 shows an example of the queries
validation process.

Figure 6. Example of synthetic queries syntax validation

Furthermore, to assess the similarity and quality of both the real and synthetic data, visual and statistical methods
were used. In visual evaluation, we use feature-by-feature comparison between the real data and the synthetic data. Also,
the Absolute Log Mean and standard deviations (STDs), cumulative sum and density of data points in both datasets are
visually represented.
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Figure 7. The plots show the absolute log mean, standard deviation diagram, cumulative sums, kernel density estimation, and distribution per feature
for both the real and synthetic dataset

Figure 7 presents a comparison of the Absolute Log Mean and standard deviations (STDs) of the numeric data plots
for both real and synthetic data, plotted on a log scale. The figure demonstrates a strong correlation between the means and
STDs of the real and synthetic datasets. This indicates that the CTGAN has effectively captured the mean values of the
numeric features and preserved the spread of the synthetic data features. The cumulative sum plots illustrate the cumulative
distribution of the real and synthetic data for the ‘Query’ and ‘Label’ features. This allows for a visual comparison of the
distribution similarities between the synthetic columns (orange line) and their real counterparts (blue line). The synthetic
data closely follows the real data distribution for the ‘Query’ and ‘Label’ features. The chart displays the data distribution
of the ‘Query’ feature generated by the CTGAN alongside the distribution of the ‘Query’ feature in the real data. The
blue histogram represents the distribution of real dataset, the orange histogram represents the distribution of the synthetic
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dataset, and the gray columns represents the overlap between the distributions of both datasets. Kernel density estimation
in the same chart also shows a close overlap between the synthetic and real dataset distributions.

Overall, the visual assessments indicate that the CTGAN model has performed reasonably well in capturing the
statistical characteristics and distributions of the real data for SQLIAs. These visual assessments provide insights into the
synthetic data’s quality, but may not capture all aspects of the data. To address this, additional evaluation metrics, such
as quantitative statistical tests (e.g., KL divergence test, Wasserstein distance), were used to capture more comprehensive
aspects of the data. Kullback-Leibler (KL) divergence and Wasserstein distance were used to validate the similarity
between the synthetic SQL injection dataset distribution and that of the real SQL injection dataset. KL divergence and
Wasserstein distance show a lower value, which indicates that the two distributions are relatively identical, as shown in
Table 4.

Table 4. Statistical evaluation scores of the synthetic SQL injection data

Metric Value

Discrete KL divergence 0.0
Wasserstein distance 0.04

The KL divergence value of 0.0 suggests that the discrete features (i.e., SQL injection queries) of the synthetic data
closely resemble those of the real data, indicating a high level of similarity. Additionally, theWasserstein distance value of
0.04 signifies a relatively small difference between the distributions of both datasets. These results suggest that CTGAN,
along with the added crafted noise, effectively preserves the syntax of the queries and generates synthetic SQL injection
data that closely mimics the real data.

The CNNmodel was developed and trained. The process of determining the best hyperparameters, such as batch size
and number of epochs is one of the most important factors affecting the CNNmodel performance. Grid search techniques
were used to find CNN hyper-parameters best values. After the optimization of the CNN hyperparameters, the model was
trained in two stages. Initially, the training was conducted using the real SQL injection dataset. Subsequently, the model
was further trained with a hybrid dataset that combined both real and synthetic SQL injection data. The performance of
the CNN model was tested using various metrics, including accuracy, precision, recall, and F1-score.

Table 5. Performance metrics of the CNN model using real and hybrid datasets

Evaluation metrics Real dataset Hybrid dataset

Accuracy 95% 89%
Precision 92% 82%
Recall 95% 96%
F1-score 94% 88%

According to the findings in Table 5 the CNN model achieves higher performance metrics with the real dataset
compared to the hybrid dataset. Specifically, the model achieves an accuracy of 95%with the real dataset, which decreases
to 89% with the hybrid dataset. Similarly, precision decreases from 92% to 82%, while recall increases slightly from 95%
to 96%when using the hybrid dataset. The F1-score also shows a decrease from 94% to 88%with the hybrid dataset. While
the high accuracy of 95% with the real dataset indicates that the chosen CNN architecture effectively captured relevant
features and accurately distinguished between SQL injection queries and normal queries. The addition of synthetic SQL
injection data introduces a level of complexity, as themodel needs to differentiate between real and synthetic data, resulting
in misclassifications and reducing its overall accuracy. These differences provide strong evidence that the CTGAN is
capable of accurately capturing the statistical characteristics of the real data and is able to generate synthetic data that are
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representative of the real data. After evaluating the accuracy of the CNN, we demonstrated that CTGAN had a significant
impact on detection model performance. We compared the proposed CTGANmodel with other adversarial attack methods
proposed in the literature.

Compared to other adversarial attack methods proposed in [4, 14–17], which employed various techniques such as
Java tools, mutational fuzzers, deep natural language processing, DCGAN, and reinforcement learning, our study utilized
a more advanced approach based on CTGAN for generating synthetic SQL injection queries. For instance, compared to
the framework proposed in [16], the CTGAN had a more flexible strategy for attack generation. With a sophisticated
generator and discriminator, CTGAN can adapt and learn from the target dataset, capturing intricate characteristics and
correlations. The discriminator’s feedback during training ensures continuous improvement and alignment with the target
distribution, enabling CTGAN to generate realistic and diverse adversarial examples that possess the same statistical
properties as real data. Additionally, CTGAN’s learning time depends on the dataset complexity and required training
iterations, allowing for rapid generation of synthetic data samples once trained. In contrast, the reinforcement learning
model proposed in [17] has a relatively longer training time.

While previous studies proposed various evaluation metrics, such as comparing with known attack patterns and
bypassing syntactic analysis performed by WAFs, our evaluation methodology went beyond traditional approaches by
utilizing visual assessment and quantitative metrics. We employed visual assessment techniques such as cumulative sum
and distribution per feature analysis. These techniques provided insights into the characteristics of the queries, enhancing
the evaluation process. Furthermore, we introduced statistical metrics such as KL divergence and Wasserstein distance.
The lower scores obtained through these metrics demonstrated the effectiveness of our approach in generating realistic
queries. Moreover, our study incorporated a hybrid training approach. We initially trained a CNN model using a real
dataset, achieving a high accuracy of 95%. Subsequently, we combined the real dataset with the synthetic data produced
by CTGAN and trained the CNN model again. This highlighted the influence of the synthetic data on the model’s
performance and its ability to bypass the model, as most previous studies focused on bypassing WAFs. In summary, our
research surpasses prior studies inmethodology used, evaluation approach, and effectiveness of synthetic data produced by
CTGAN. CTGAN’s ability to produce structured tabular data makes it suitable for generating synthetic SQLIAs. However,
it may be sensitive to the quantity and quality of the original SQL injection dataset used for training. Themain limitation of
our study is the small dataset size. Overall, this research demonstrates the potential of using CTGAN-generated adversarial
data to enhance SQLIA detection and emphasizes the need for additional research in this domain.

4. Conclusion
In this research, we proposed a framework that leverages the conditional tabular generative adversarial network

(CTGAN) to produce adversarial SQL injection examples. The primary objective was to assess the effectiveness of these
synthetic examples in evaluating the robustness of SQL injection detection models. Additionally, we aimed to solve the
issue of limited or insufficient training data by augmenting the real dataset with the generated adversarial SQL injection
data. CTGAN model captures statistical properties of real data , as confirmed by visual assessment and quantitative
metrics. To assess the effectiveness of the produced adversarial examples, we developed a detection model based on CNN
algorithm and trained it on the original and a hybrid dataset consisting of both real and synthetic examples. The CNN
model was tested using variousmetrics, including accuracy, precision, recall, and F1-score. The CNNmodel showed better
performance when trained on the real dataset rather than the hybrid dataset, as indicated by the results. This underscores
the capability of CTGAN-generated adversarial data to evade detection and the need for further research in this area. It is
important to highlight that the study was conducted on a relatively small dataset, which may have influenced the results.
Future research could investigate the utilization of a larger and more varied datasets to further assess the effectiveness of
CTGAN in generating adversarial SQL injection examples and its impact on detection model performance.

Overall, this study significantly contributes to the cybersecurity domain by demonstrating the potential of generative
adversarial networks, in creating synthetic data that captures the characteristics of adversarial SQL injection examples. It
effectively tackles the problem of limited data, particularly when the real dataset lacks a sufficient number of instances
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representing SQL injection attacks. The synthetic data produced by CTGAN serves as a valuable augmentation, providing
additional samples that capture the intricate patterns and characteristics of these attacks. By incorporating this augmented
dataset, the model can generalize better and its overall detection performance can be improved. Furthermore, this study
offers an efficient alternative to the traditional approach of collecting real instances for training detection models. Instead
of investing significant time and effort in finding and collecting real instances, CTGAN enables the rapid generation of
synthetic data. This time-efficient approach proves particularly beneficial in scenarios where there is an urgent need to
train detection models or when real instances are scarce or challenging to obtain.
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