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Abstract: Images transmitted through internet can be easily tampered by the available image editing tools. This article
proposes a Hamming code based watermarking approach for tamper localization and correction of images. The original
image is divided into various blocks with 8 consecutive pixels. The 64 bits of the 8 pixels are arranged into an 8 x 8
matrix of bits. A modified (7,4) Hamming code (MHC) is applied on first 7 most significant bits (MSBs) of each row of
the matrix. The first 4 MSBs are data bits. The next 3 bits are redundant bits. The watermark bits are calculated from
the 4 MSBs and stored in 3 redundant bits. Furthermore, the column parity for the first 7 columns of the 8 x 8 matrix is
computed and embedded in the least significant bits (LSBs) of the 7 rows. Thereafter the column parity of the first 7 bits
of 8 column is stored in 8 bit location of 8™ column. This technique can detect 1-bit error or 2-bit error if it occurs in
one of the 8 pixels of the block. Experimental outcomes prove that this proposed scheme maintains 4.0 bits per pixel with
36.94 dB peak signal-to-noise ratio (PSNR) and 0.9781 structural similarity (SSIM).
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1. Introduction

Digital image watermarking techniques are used for various purposes including copyright protection. Attackers can
easily tamper a watermarked image (WI) using various photo editing tools [ 1]. Hence, the research on tamper detection and
correction has been evolved. This is a great motivation for security researchers. A data hiding scheme can be assessed by
four quality metrics, (i) hiding capacity (HC), (ii) imperceptibility, (iii) robustness, and (iv) security. Copyright protection
and tamper detection are the important objectives of watermarking techniques. Cropping, rotation, increasing brightness,
collusion, addition of salt and pepper (S and P) noise etc. are various attacks possible by attackers to disturb the watermark
in a WI [2]. The watermarking schemes are of various types as discussed below [3]. As per the human perception, the
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watermarking schemes are 2 types, (i) visible, and (ii) invisible. Further, the invisible watermarking schemes are 2 types,
(1) fragile, and (ii) robust. As per domain, the watermarking schemes are 2 types, (i) spatial, and (ii) frequency. As per
documents, the watermarking schemes are 4 types, (i) video, (ii) audio, (iii) text, and (iv) image. As per applications, the
watermarking schemes are 2 types, (i) source based, and (ii) destination based. Spatial domain techniques like block-wise
watermarking, and chaotic map (CM) related watermarking are very well-known. These are discussed in the following
paragraphs.

In spatial domain, the watermarking techniques use block by block or pixel by pixel for watermark embedding. CM
can be used to improve the security of watermarks. Singh and Singh [4] developed a block-based approach. They used 2
x 2 magnitude blocks. From the 4 higher bit planes (HBPs) of 4 pixels, created a pair of recovery bits (RBs) and a pair
of WBs. These generated bits are hidden in LSB positions. This technique identifies tampered blocks properly. Cao et
al. [5] also developed a block-based technique. From m HBPs of a block, they generated WBs and RBs and hid in LSBs.
The algorithm is secured because m is variable. Gull et al. [6] developed a 4 x 4 size block-based technique. They reset
the 2 LSBs in all pixels as zeros and then calculated the average value of pixels in a block. The WBs are generated from
these 8 bits of the block average. The average value is hidden in upper half block and WBs are stored in lower half block.
Here tamper detection is happening properly. Feng et al. [7] discovered a 2 x 2 block-based technique. They applied
Arnold map (AM) to improve the security and LSBs are replaced by the WBs. Bhalerao et al. [8] improved the security
of their watermarking scheme using cryptographic hash function.

In Gul and Ozturk’s [9] watermarking technique, 16 primary blocks are created from the image. A group of 4 blocks
are partner blocks. A partner block is again splitted into 4 x 4 blocks. The WBs and RBs of a block are calculated in
association with its partner blocks. In Sinhal et al.’s [10] color image watermarking technique, the block size is 2 x 4.
Each element of a block is a color component. From the 6 MSBs of these 8 color components, 12 WBs are created and
hidden in LSBs. This technique achieves 99% tamper localization and 80% tamper correction. The above said techniques
use non-overlapped blocks. An overlapped 3 x 3 size block-based technique is developed by Qinetal. [11]. The WBs and
RBs are generated from 6 MSBs of all the pixels. WBs are embedded in middle pixel LSBs and RBs are hidden in other
pixels. This technique efficiently corrects the tampered blocks. Kosuru et al. developed a Merkle tree-based approach
[12]. Here WBs are computed from Merkle tree root. Although this approach detects tampered areas, but cannot correct
them.

In Rawat and Raman’s scheme [13] the image is scrambled by AM, the WBs and logistic map (LM) bits are XORed
and the output bits are embedded in LSBs. In this scheme the tampered locations could not be identified. Botta et al.
[14] used 7 HBPs to derive WBs and then hid them in LSBs. Prasad and Pal [15] calculated WBs from 5 MSBs and
hidden in the pixel plying LM, remainder division and shift operations. In this scheme tampered blocks are identified
accurately. Sahu [16] also plied LM for watermark embedding and tamper identification. This scheme sustains against
various attacks. In Tong et al.’s [17] 2 x 2 block-based scheme the image is scrambled by CM, the WBs are computed
from MSBs and stored in LSBs. This technique identifies and corrects the tampered blocks effectively. In Nazari et
al.’s [18] 2 x 2 block-based scheme also the image is scrambled using CM, from MSBs of 4 pixels a variable length
information array is generated and stored in LSBs. The security in these 2 techniques is improved by inclusion of CM.
Sreenivas and Kamakshiprasad [19] also used 2 x 2 block-based watermarking scheme, wherein 12 WBs are computed
using CM. Further these 12 bits are decreased to 4 to make space for RBs. LSBs are consumed to hold RBs and WBs.
WBs and RBs are embedded in LSBs. Here tampered blocks are identified properly.

2. Related literature study and author’s contribution
2.1 Related literature study

In 1950 Hamming code was initiated [20]. There can be many variants of this code, out of which (7,4) size is
frequently used. The (7,4) size code considers 4 bits for data and 3 bits as parity/redundant. As depicted in Figure 1(a),
this code adds 3 redundant bits ry, r, and r3 to 4 data bits dy, dp, d3 and d4. The redundant bits are computed from data
bits. The bit r| is computed by exclusive or (XOR) operation of bits d;, d;, and d4. The bit r, is computed by XOR
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operation of bits d;, d3, and ds4. The bit r3 is computed by XOR operation of bits dy, d3, and d4. Hamming code catches
error bits by ensuring that each redundant bit along with data bits should possess an even parity. At the receiver, if parity
is odd, then error is identified.
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Figure 1. (a) The (7,4) Hamming code, (b) modified Hamming code

Chan and Chang [21] used rotation, torus automorphism and Hamming code for image authentication. First, they
used Hamming code for computing parity check bits in each pixel. Then, they used Torus automorphism on parity bits
to decide the suitability of a pixel to conceal the parity bits. The third activity is bit rotation operation before embedding
to improve the security. It is claimed that tampered pixels could be rectified. Furthermore, it is declared that this method
can eliminate burst errors. Authors in [22] computed the WBs from 4 MSBs using Hamming code. These WBs are then
camouflaged in LSBs by simple bit substitution method. Furthermore, they used LM to improve the security of WBs. It
has been claimed that the technique detects the tampered regions properly. From experimental results in Figure 1 it is
evident that PSNR is 37 dB, it is acceptable. Wang et al. did a 3D object verification technique using Hamming code [23].
In this technique, watermark is created applying Hamming code and embedded using LSB substitution. During extraction
also, the hamming code has been used for watermark verification. This scheme achieves less distortion and more security.
Medical images are prone to errors when they are transmitted in Internet. Islam et al. [24] proposed a (8, 4) Hamming
code-based approach to solve this problem. Furthermore, they implemented in a graphics processing unit (GPU) to make
faster processing as per the demand of the real time requirement.

Trivedy and Pal [25] developed a watermarking scheme for integrity verification. They used LM to produce a key
matrix and WBs. These WBs are stored in pixels after changing their value by + 1 or + 0. This technique also detects the
tampered regions properly. This technique produces imperceptible watermarked image and tolerant to various malicious
attacks. But it has lower tamper detection capability. Authors in [26] also plied LM and Hamming code. In this scheme,
the 3 WBs in a 2-pixel block are computed from 2 MSBs of the 2 pixels by plying LM and Hamming code. Further,
these WBs have been embedded at 6 LSBs of the 2 pixels by applying pixel value differencing (PVD). This technique
gives improved PSNR, and structural similarity (SSIM). Prasad and Pal [27] too did tamper detection at pixel level. In
this technique a generator matrix is deployed to compute 3 WBs from 4 MSBs and the WBs are stored in LSBs. Due
to the inclusion of LM, the security is improved. Authors in [28] developed a reversible scheme to verify integrity with
tamper correction. They used Hamming code with regional binary pattern. At the extraction side Hamming code has
been applied for tamper correction. This technique is secured against many attacks. This technique can also recognize
tampered areas and check the image ownership. The advantages of this technique are: good perceptual quality, and high
embedding capacity.

In literature, we can find that some data hiding schemes uses error detecting codes for detecting error bits at the
extracted data at receiver side. Authors in [29] used Hamming code with odd parity to compute error positions and
correct them. Here HC is 1 bits per pixel (bpp). Nguyen et al. [30] also used (5, 3) Hamming in their reversible data
hiding. They have used 5-pixel blocks. Here a revised (5, 3) Hamming code has been introduced to recognize the suitable
modification positions for hiding the message bits. The HC is very low i.e., only 1.2 bpp. The embedding positions play
a vital role as a secret key and improves the security. Chen et al. [31] introduced a data hiding approach using Huffman
coding, wherein the Huffman code compresses 4 MSBs and LSBs are stored in vacated MSB planes. Hence the vacated
LSB planes can be utilized to hide data. This approach achieved higher HC. Authors in [32] developed a scheme which
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is fragile in nature. The WBs are generated using parity bits in a tamper rectifying code and concealed in frequency
sub-bands. The WBs have been plied as authentication bits for error correction.

Chen and Chang [33] used (7,4) Hamming code for achieving reversibility in data hiding over encrypted images. They
embedded secret data in LSBs and designed prediction scheme to predict errors at MSBs. The MSBs can be modified
to store the authentication bits which can be used to find errors in LSBs at the time of extraction. It is claimed that this
technique achieves higher HC, and imperceptible stego-image (SI). But, embedding and extraction could be performed
in very less time, so this technique suitable for real time cloud application. Wang et al. [34] performed data hiding using
LSB substitution and Hamming code. They hid few bits at smoother regions and more bits at textured regions. They
claimed that they achieved higher HC and imperceptible SI.

Wu et al. [35] proposed data hiding approach using an image transformation algorithm which uses (7,4) Hamming
code. Here the original image (OI) is passed through the transformation phase to create the cover image. Thereafter the
classified bits are hidden in OI by altering and flipping the bits in OI based on the syndrome derived using Hamming code.
This technique also achieves higher HC. Basically, the data hiding techniques aims at higher HC, lower distortion and
greater similarity between OI and SI. Recently, Khadse and Swain [36] did error detection and rectification over retrieved
data from the SI at the receiver. Furthermore Kosuru et al. [37] used Hamming code for improving the accuracy in error
detection and correction in extracted data.

2.2 Author’s contribution

Many authors proposed watermarking techniques merely for tamper detection. But, correcting the tampered pixels is
avery challenging and interesting task as well. This article proposes a watermarking technique based on modified version
of Hamming code and parity bit (MHCPB). The important contributions are as listed below.

Figure 1a depicts (7,4) Hamming code. Here the 3 redundant bits known as parity bits, and these are computed from
the 4 data bits. The parity bit r; is parity of bits at positions (3, 5, 7), r» is the parity bit of bits at positions (3, 6, 7) and
r3 is the parity bit of bits at positions (5, 6, 7). We modify these 3 calculations and keep the parity bits on LSB side as in
Figure 1b, modified Hamming code (MHC). Note that as the positions of the 3 redundant bits are changed, their values
are computed differently, | is parity of bits at positions (4, 5, 7), r; is the parity of bits at positions (4, 6, 7) and r3 is the
parity of bits at positions (5, 6, 7).

We consider 8 pixels as a block and arrange the 64 bits into an 8 x 8 matrix of bits to apply the MHC on 7 bits of
each row in order to identify and correct one-bit error in a row. Furthermore, we also compute parity bits column wise to
locate and correct 2-bit error in one of the 8 rows of the matrix.

The detection and correction can be done very accurately. We have developed 2 correction mechanisms, (i) 1-bit
error correction, and (ii) 2-bit error correction. HC, PSNR, and SSIM are not compromised.

Figure 1a The (7,4) Hamming code, Figure 1b modified Hamming code

The quality parameters such as SSIM, HC, and PSNR are not compromised to achieve the error correction.

3. The proposed MHCPB based watermarking technique

The architecture of MHCPB watermark hiding approach is depicted in Figure 2a. Similarly, the architecture of
MHCPB watermark extraction and tamper detection procedure is depicted in Figure 2b. Furthermore, the detailed
embedding procedure is mentioned in Section 3.1 and the detailed extraction procedure is mentioned in Section 3.2.

Figure 2a Architecture of watermark embedding procedure, Figure 2b Architecture of watermark extraction
procedure
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Take 8 pixels as a block. In eachrow of the matrix, After storing the redundant Compute the
Arrange the 64 bits of these compute 3 redundant bits bits, compute the parity bit parity bit of
8 pixels into an 8 x 8 matrix. from 4 MSBs and store for the first 7 columns and LSBs of the first
For i = 1 through 8, one row them in 4", 3", and 2** LSB store them in LSB positions | | 7 pixels and
of this matrix is as shown positions. For i =1 through 8, of first 7 rows. For i =1 store in LSB of
below. * one row is as shown below. * through 8, one row is as 8th pixel. The
shown below. LSB of 8th pixel
is L;. Now the
o watermarked
dydsdydyrsrar L | dydydydyryny 1y L ‘ | di4 d,3 diz d,l ’”,'3 ’},2 r‘; Ll, block is obtained.
(b)
Take 8 watermarked pixels In each row For i =1 through IfL/=L,and r5 r, ry # 000,
as a block. Arrange the 64 compute the 3 7, compute L, correct 1-bit error as per Table
bits of these 8 pixels into redundant bits as the parity 1.IfL,'# L, and r, r, v, # 000,
an 8 x 8 matrix. For i =1 Fis Fip 1y from bit of column . correct 2-bit error as per Table
through 8, one row of this the 4 MSBs d,, * Further’ compute * 2.1fL'#L,setL'=L,.Fori
matrix is as below. . ds, dy, dyand 3 the parity bit L =1 through 8, extract the WBs
redundant bits as the parity bits r, ry riand L. From all the 8
dydyd,d,ryr,mL | 75, Iy, and 7 of ?its L fori=1 pixels, 32 bits are extracted.
. to 7.

Figure 2. (a) Architecture of watermark embedding procedure, (b) Architecture of watermark extraction procedure

3.1 Watermark embedding

Divide the image into 8-pixel blocks in one of the following four ways, (i) 1 x 8 size block, pixels from one row
and eight consecutive columns, (ii) 8 x 1 size block, pixels from one column and eight consecutive rows, (iii) 2 x 4 size
block, pixels from 2 consecutive rows and 4 consecutive columns, and (iv) 4 x 2 size blocks, pixels from 4 consecutive
rows and 2 consecutive columns. The watermark is embedded by the following steps. The eight pixels are represented in
Figure 3.

Step 1: Each pixel is a byte or 8-bits. For i = 1 through 8, the bits of a pixel P; can be designated as in Figure 4a.

Step 2: For i = 1 through 8, compute ri-l, r;-2, and r:»3 by Equation (1).

riy = XOR(dj1, dip, dia), ri, = XOR(d,y, di3, di), ry = XOR(dia, di3, dia) (1)

Step 3: Replace r; by r;], rip by ri.z, and r;3 by r;3. As aresult, P; is changed to P,-/ as shown in Figure 4(b). Note
that Figure 4a, b represent eight pixels for i = 1 through 8.

dy dys dy, dy T3 av! n L,
dy dos dy dy "3 2 "1 L,
dsy ds; ds, ds, 33 I3 731 L,
dy du di dy Y43 ) Ta1 L,
dsy ds; ds, ds; s Isy rsi Ly
dgy dg; dg, dg, 63 Y62 761 Lg
dyy dn dn dy 73 7 71 L,
dy, d; ds, dy, T3 T2 51 Ly

Figure 3. The 64 bits of 8 pixels in an 8§ x 8 matrix
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Figure 4. (a) The eight bits of a pixel, P;, and (b) The eight bits of a pixel, P,’

Step 4: For i =1 to 8, calculate L;. using Equations (2-9).

L, = XOR of bits dis,fori =1 to 8 )
L, = XOR of bits dj3, fori =1 to 8 3)
L,3 = XOR ofbitsdp,fori=11t0 8 )
L, = XOR of bits djy fori = 1to 8 (5)
Ls = XOR of bits rjy,fori = 1t0 8 (6)
Lg= XOR of bits rjy,fori = 1t0 8 (7)
L, = XOR of bits r;, fori = 1t0 8 8)
Lg = XOR of bits L, fori =11t0 7 )

Step 5: For i =1 through 8, replace L; of Figure 4b by L; in Pl.'. As aresult, we get watermarked pixel P} as in Figure
5. Thus, we got the 8-pixels of the watermarked block as in Figure 6.

a, | a

dy Li’

| a

Figure 5. The eighth bits of watermarked pixel, P;"
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dy dys dy, dy i3 i ' L'
dy dys dy dy, s 'y ' L
ds, dy3 d, dy, 5 5 'y L
dy dy dy, dy Ty r'y r'n L',
ds, dss ds, ds, s s, s L's
dg, dgs ds, ds, 'es ez o1 L's
dyy dys dy, dy, s ' ' L,
dy, dy dy, dy, s 'y s L

Figure 6. The 64 bits of eight pixels of the watermarked block

Figure 7 depicts the flow diagram for watermark embedding procedure for quick reference by the readers.

¥
Take 8 pixels. For i = 1 through 8, the bits of a pixel P, can be designated as below.
| do | da| do] as L]

Tz | Tn rn

For i = 1 through 8, compute
r'y = XOR(dy, dy, dy), 'y = XOR(dy, d;s, dy), r's = XOR(d), ds, dyy)

Replace r';, by r',, r, by r’,, and r by r';. As a result, P; is changed to P’; as below.
dy I dy I dy I dy I r’iSI r’iZl 'y I Lil

4

Compute
L'y = XOR of bits d,, fori=1t0 8
L',=XOR of bits d;, fori=11to 8
L'y=XOR of bits d,, fori=1t0 8
L',=XOR of bitsd,;, fori=1t0 8
L's=XOR of bits r';, fori =1 to 8
L's=XOR of bits r',, fori=1t0 8
L', = XOR of bits ', for i =1 to 8
L's=XOR of bits L', for i =1 to 7

v

For i =1 through 8, replace L, by L', in P’ to generate the watermarked pixel P," as shown below.
’ dy ds | dy | dy ’ s l ' I 'y J L’
In expanded form shown in Figure 6

Figure 7. Flow diagram for watermark embedding procedure

3.2 Watermark extraction, tamper detection, and correction

Divide the watermarked image into 8-pixel blocks in same way as we did in watermark embedding procedure. The
watermark retrieval and tamper correction are illustrated in below steps.

Step 1: For i = 1 through 8, the bits of a watermarked pixel P}” are as designated in Figure 5.

Step 2: For i = 1 through 8, compute r;;, rip and rj3 by Equation (10).

rit :XOR(V;D din, dp, dia), Ti2 ZXOR(FZQ, dit, dz, du), i3 :XOR(r;-3, dp, diz, dia) (10)
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Step 3: Compute L;, for i =1 to 8 by Equations (11)-(18).

L =XOR of bits d;4, fori=1t0 8 (11)
Ly, = XOR of bits djz, fori =110 8 (12)
L3 = XOR ofbits djp, fori =1to 8§ (13)
Ly = XOR ofbits d;;, fori=1t0 8 (14)
Ls = XOR of bits r;3, fori = 1 to 8 (15)
Ls= XOR of bits ry,, fori=1t0 8 (16)
Ly = XOR of bits r;,, fori = 1t0 8 (17)
Ly = XOR of bits L;, fori =1to 7 (18)

Step 4: For i =1 through 8, if ri3ripri; = 000, it means that there is no error in the first 7 bits of all the pixels. Suppose
there is no error in 7 bits of all the pixels, but for some value of i, L; # L;», then there is error in LSB bit. To correct it set
L= L.

Step 5: Fori=1t08,if L; = L;-, but for some value of i, ri3ripri; 7 000 then there exists single bit error in that pixel
block. Find the tampered bit location and correct it using Table 1. In Table 1, there are seven rows and three columns. The
first column specifies a condition. If a certain condition out of seven conditions satisfies, then the error position is found
in second column of same row. The corrective action is mentioned in third column of same row. For example, suppose the
condition ri3ripri; = 101 satisfies, then the error is at d;;. The corrective action to be taken is “invert d;»”. Furthermore,
this correction procedure is also described by means of an if-else statement in Figure 8.

Table 1. One-bit error identification and correction

Condition Error position  Correction
if rigrpprip = 111 error at djs invert dj4
if rizripri = 110 error at dy3 invert dj3
if rizripri =101 error at dp invert d;
. ’ . ’
if rizriprip =100 error at r;3 invert rj
if rigriprip =011 error at d;; invert d;
. ! . !
if rzrprip =010 error at r;, invert r;,
. ! . !
if rizripri; =001 error at ry invert r;
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Tamper correction logic-1

if r; r,, 1, = 111, then there is error at d,,, so invert d,,

else if ;5 1, r;, = 110, then there is error at d;, so invert d;
else if r;; 1, r;, = 101, then there is error at d,,, so invert d,,
else if 7, r,, r,, = 100, then there is error at 7', so invert 7',
else if r,; r,, r;, = 011, then there is error at d;,, so invert d;,
else if r;; 1, r;, = 010, then there is error at 7', so invert 7',
else if 7, r,, r,, = 001, then there is error at 7'}, so invert 7',
else // no error case, no error correction required

end

Figure 8. One-bit tamper correction procedure

Tamper correction logic-2

ifryryry,=001,if L, # L', and L, # L', then there is error at d, and d;, so invert both the bits d,
and d5, end

if Ly # L'y and Ls # L', then there is error at d,, and 7’5, so invert both the bits d', and '5, end

if L,# L', and L, # L', then there is error at d;; and »’,, so invert both the bits d,, and ', end

else if vy r, 1, =010, if L, # L', and L, # L5, then there is error at d,, and d,, so invert both the bits
d,, and d,, end

if L, # L', and Ls # L', then there is error at d; and #’5, so invert both the bits d; and r';, end

if L, # L', and L, # L",, then there is error at d;, and #’;, so invert both the bits d;, and r’;;, end

else if ryr,r, =011, if L, # L', and Ls # L's, then there is error at d,, and r'5, so invert both the bits
d,s and r'5, end

if L, # L', and L, # L', then there is error at d;; and d,,, so invert both the bits d; and d,,, end

if Ls# L's and L, # L';, then there is error at ', and ';, so invert both the bits »', and »';, end

else if vy r, r,, =100, if L, # L', and L, # L',, then there is error at d,, and d,,, so invert both the bits
d,, and d,;, end

if L,# L', and Ls # L', then there is error at d; and »’,, so invert both the bits d; and »',, end

if Ly# L'y and L, # L",, then there is error at d, and »’;, so invert both the bits d,, and ', end

else if ryr, r,, =101, if L, # L', and Ly # L', then there is error at d,, and »',, so invert both the bits
d, and r',, end

if L, # L', and L, # L', then there is error at d; and d,,, so invert both the bits d, and d;,, end

if Ls# L's and L, # L", then there is error at »’; and 'y, so invert both the bits 7', and 7', end

else if vy v,y =110, if Ly # L' and L, # L', then there is error at d;, and d,;, so invert both the bits
d, and d,;, end

if Ly # L's and L # L', then there is error at ' and 7', so invert both the bits 7’5 and r',, end

if L, # L' and L, # L';, then there is error at d,, and ’;, so invert both the bits d,, and ', end
elseif ryr, r, =111,if L, # L', and L, # L',, then there is error at d,; and r';, so invert both the bits
dsand r'y, end

if Ly # L'y and Lg # L', then there is error at d,, and »’,, so invert both the bits d, and r',, end

if L,# L', and L; # L', then there is error at d;; and »’5, so invert both the bits d,, and ', end

else // no error, no correction is required, end

Figure 9. Two-bit tamper correction procedure

Step 6: For i =1 to 8, if for any value of i, L; # L; and rizrpry # 000, then assuming that the LSBs in pixels (i.e.,
L; for i = 1 through 8) are not tampered and only 2 bits in a single pixel out of 8 pixels are tampered, we can find the
error locations and correct as per Table 2 or Figure 9. There are four columns in Table 2. The first column specifies
7 conditions, and the second column specifies 3 sub-conditions for each condition mentioned in column 1. If a certain
condition is satisfied, then out of 3 sub-conditions one will be satisfied. The error position is noted in third column of
same row, and the corrective action is mentioned in fourth column of the same row. For example, suppose the condition
riripri; =110 is satisfied, and out of 3 sub-conditions, the second one Ls # L/5 and Lg # L/6 is satisfied, then the error is
at r;-3 and r;.z. The corrective action to be taken is “invert both the bits r;3 and ri-z”. Figure 9 mentions the same correction
mechanism in a procedural way using nested if-else structure. In this if-else ladder statement, under each main condition
there are 3 sub-conditions nested. For each nested sub-condition, the correction over 2 error bits are mentioned. So that
there is a total of 21 sub-conditions under these 7 conditions. This implies that there are 21 possible ways of 2-bit error
detection and correction.
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Step 7: For i = 1 through 8, if L; = L;. and riripr; = 000, then there exists no error in pixel P”. For i = 1 through 8,

extract the watermarked bits r;3, r;2, r;1 and Li». From all the eight pixels 32 bits are extracted.

Figure 10 depicts the above procedure for tamper correction and watermark bits extraction in a flow diagram for

quick reference by the readers.

Table 2. Error position identification and correction for 2-bit error in any one of the 8 pixels

Condition

Sub-condition

Error positions

Corrective action

ifr,-3r,-2r,-1 =001

ifr,~3r,vzr,-1 =010

if rizriprip = 011

if ri3rpplit = 100

ifr,gr,-gr,-] =101

ifri3ri2ri1 =110

ifr,gr,-zr,-] =111

if Ly #L) and Ly # L)
if Ly # L; and Ls # L

if Ly # L, and Lg # L

error at di4 and dj3
!
error at djp and ;3

!
error at d;; and r;,

invert both the bits d;4 and d3
invert both the bits dj and r:-3

invert both the bits d;; and r,’.2

if Ly #L) and Ly # L,
if Ly # L, and Ls # L

if Ly #Lyand Ly # L,

error at di4 and djp
!
error at d;3 and rj3

’
error at d;; and r;,

invert both the bits d;4 and d»
invert both the bits d;3 and r;3

invert both the bits d;; and r;1

if Li # L) and Ls # L;
ifLy # Ly and Ly # L,

if Lg # Lg and Ly # L,

!
error at diy and r;3
error at dj3 and dp

' '
error at r;, and r;;

invert both the bits d;4 and r:-3
invert both the bits d;3 and dj

invert both the bits r;2 and r;]

ifL; # L) and Ly # L,
if Ly # Ly and Lg # Ly

if Ly # Ly and Ly # L,

error at di4 and d;;
!
error at d;3 and r;,

!
error at djp and r;,

invert both the bits d;4 and d;;
invert both the bits d;3 and r;2

invert both the bits d;» and rl/- 1

if Ly # L) and Lg # L
ifL, # L, and Ly # L,

if Ls # Ls and Ly # L,

!
error at d;y and r;,
error at dj3 and d;;

!/ !
error at r;3 and r;

invert both the bits d;4 and r,’.2
invert both the bits d;3 and d;;

invert both the bits r;3 and r;1

if Ly # Ly and Ly # L,
if Ls # Ly and Lg # Ly

ifL; # L) and Ly # L,

error at djy and d;;
! !
error at r;; and r;,

!
error at djy and r;,

invert both the bits dj; and d;
invert both the bits rl/-3 and rl/-2

invert both the bits d;4 and r,’- 1

ifLy #Lyand Ly # L,
if L3 # Ly and Lg # Ly

if Ly # L, and Ls # L

!
error at d;3 and r;

!
error at dpp and r,

’
error at d;; and r;;

invert both the bits d;3 and r;]
invert both the bits dj> and r;2

invert both the bits d;; and r;3

fics
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Take 8 watermarked pixels. For 7 = 1 through 8, the bits of a watermarked pixels P," are
| dy | ds | dp| da | s I ry | I L' I

For i = 1 through 8, compute
ra=XOR(r'y dy, dy, dyy), 'y = XOR(r'y dyy, ds, dy), 13 = XOR(r's dp, dis, diy)

v

Compute
L,=XOR of bits d,,, fori=1t0 8
L,=XOR of bits d;, fori=11to 8
L,=XOR of bits d,, fori=11to 8
L,=XOR of bits d,;, fori=1t0 8
L;=XOR of bits r'5, for i =1 to 8
Ls=XOR of bits r',, fori=1to 8
L, = XOR of bits ', fori=1to 8
Ly =XOR of bits L';, fori =1 to 7

4
Correct the single bit error using Table 1

v
’Correct the 2-bit error using Table 2

[For i=1 through 8, extract the WBs r'; r', r’;, and L, . From all the 8 pixels 32 bits are extracted.

Figure 10. The flow diagram for tamper detection, tamper correction and watermark extraction

4. Examples of watermark embedding, and watermark extraction

Figure 11 describes an example of watermark embedding in a step-by-step manner. It takes a block of 8 pixels.
Converts their pixel values to 8 binary bits and applies the embedding procedure in step by step manner. Figure 12
represents an example of watermark retrieval with no error. It takes a watermarked pixel block, converts to binary and
extracts the embedded WBs. Here the watermarked block is not erroneous. Figure 13 represents an example of watermark
extraction with error. It takes a watermarked pixel block, wherein one of the eight pixels has become erroneous during
transit from sender to receiver. Here the error positions are detected and the correction logic is applied.
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Example of watermark embedding

The values of 8 pixels of the block are 55, 56, 57, 58, 75, 76, 77, and 78. The embedding procedure has been
applied on these 8 pixels step by step. Each pixel is converted to 8 bits binary and the embedding process is
illustrated below.

Step 1 -—-- e -

P, =55=00110111,| d,,=0 dy=0 | dy=1 | d,=1 |rs=0| r,=1 | r,=1 | L,=1

P, =56=00111000,| d,,=0 dy=0 | dy=1 | dy=1 |rs=1]| 7,=0 | 7,=0 | L,=0

P, =57=00111001,| d,,=0 dy=0 | dy=1 | dy=1 |rs=1| r,=0 | r,=0 | L,=1

P,=58=00111010,| d,,=0 d;=0 dp=1 | dy=1 |rs=1( r,=0 7w = 1l L,=0

P, =75=01001011,] dy,=0 dy=1 | dy=0 | dy=0 |re=1| ry=0 | rq=1 | Ly=1

P, =76 =01001100,| ds,=0 ds=1 | dy=0 | dy=0 |re=1| ro=1 | rq=0 | Ly=0

P,=77=01001101,| d,,=0 dy=1 | dy=0 | dy=0 |ry=1| r,=1 | r,=0 | L,=1

P, =78=01001110,| dy,=0 dg=1 | dy=0 | dy=0 |re=1| ro=1 | ry=1 | Ly=0

Step 2
'y = XOR(dyy, dy, dyy) ', =0, =0,r%5,=0,7", =0, = 0,1 =0,75,=0,r5, =0
r'y, = XOR(d,, d;, d;) M= Ly =Ly =L, =Ly =L g =, =L =1
15 = XOR(dy, d;3, dyy) M= Ly =L =L =L =L =L 15 =1L 1rg =1
Step 3 -

For i = 1 through 8, replacing r;, by ', r, by 1, and r;; by ', we get

P',=(00111101),, P', = (00111100),, P’y = (00111101),, P’,= (00111100),

P',=(01001101),, P, = (01001100),, P’, = (01001101),, P’; = (01001100),

Step 4 —- —— -

Using equations 2 to 9

L', = XOR of bits d,,, fori =1 t0 8, L', = XOR of bits d,,, for i=1to 8 iZ0l 20

L';=XOR of bits d,,, fori=1to 8, L’,= XOR of bits d,,, fori =1 to 8 L’3 0 L;': 0

L'y=XOR of bits r';, fori=1to 8, L'y=XOR of bits r',, fori =1 to 8 L’S —0 L’6 -0
7 > 8

L', =XOR of bits r',), fori=1to 8, L'y = XOR of bits L', fori =1 to 7

i1>

Step S5 S

Fori=1to 8, replace L, by L', in F/, we get watermarked pixel "

P," = (00111100),, P,” =(00111100),, P,* = (00111100),, P,* = (00111100),

Py = (01001100),, P, =(01001100),, P," = (01001100),, P;"* = (01001100),

The watermarked pixel values are 60, 60, 60, 60, 76, 76, 76, and 76.

Figure 11. Example of watermark embedding
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Example of watermark extraction with no error

The watermarked pixel values are 60, 60, 60, 60, 76, 76, 76, and 76. These values are converted to 8-bit
binary and the extraction procedure is applied in a step by step manner. The operation in each step is as
depicted below.

57 0

P,"=(00111100), d,=0| d,=0| d,=1| d,=1]| rs=1],=1 r'y=0|( L'=0

P,"=(00111100), dyp=0| dp=0| d,=1| dyy=1| r"s=1]| r,=1 r'y=0|( L,=0

P;"=(00111100), dy=0| dy=0| dp=1| dyy=1| "s=1]r,=1 r'y=0| L5=0

P,"=(00111100), | dy,=0| dy=0| dp=1| d,=1| "s=1|r,=1| r,=0]| L,=0

P;"=(01001100), dy=0| dy=1]| dy=0| dy=0| "s=1|s,=1| r,=0]| L's=0

P;"=(01001100), dy=0| dy=1| dy=0| dy=0| r's=1] r,=1 r'g=0| L's=0

P,*=(01001100), | dp,=0 | d,=1] d,=0| d,,=0| 7==1|r,=1 ] r,,=0]| L,=0

Py =(01001100), dy=0| dy=1| dp=0| dyy=0| "s=1| r,=1 r'y=0 | Ls=0

Step 2 -
For i = 1 through 8, r,, , 7, and r,; are computed
Tu = XOR('y, du, di, d,) r=0,1,=0,75,=0,7,=0,7,=0,r,=0,7,,=0,75,= 0
T = XOR(r'p, dy, dis, dy) r3=0,1,=0,75,=0,7,=0,r,=0,75,=0,75,= 0,75, =0
75 = XOR(r's, dp, dys, dyy) r3=0,13=0,755=0,75=0,r53=0,75=0,75;= 0,75, = 0
Step 3
Using equations 11 to 18 B B
L, = XOR of bits d,,, for i= 1 to 8, L, = XOR of bits ds, fori = 1to 8 L,=0,L,=0
L,=XOR of bits d,,, fori=11to 8, L, = XOR of bits d,, fori= 1 to 8 L;=0,L,=0
L;=XOR ofbits r';, for i =1 to 8, L,=XOR of bits r’,, fori=1to 8 L B 0, Ls B 0
L,=XOR ofbits r, for i=1to 8, Ly = XOR of bits L', fori =lto 7 L;=0,L;=0
Step 4

Fori=1to 8, if 5 r, r;; = 000, it means that there is no error in the first 7 bits of all the pixels. Fori=1
through 8, furthermore, if L, = L', so there is no error in LSBs too.

Step 5 -

Fori=1to 8, if L,= L', but for some value of i, r; r;, r;, # 000. This condition does not satisfy, so there
does not exist any single bit error.

Step 6

For i=1to 8, if for any value of 7, L, = L', and r;; 17, r; # 000. This condition does not satisfy, so there exists
no 2-bit error. For 7 = 1 through 8, extract the watermarked bits r;; r;, r; and L'.. From all the eight pixels 32
bits are extracted. Thus, the extracted WBs are 1100 1100 1100 1100 1100 1100 1100 1100.

Figure 12. Example of watermark extraction
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Example of watermark extraction with error correction

The watermarked pixel values are 60, 60, 60, 60, 76, 76, 76, and 76. The first pixelis P,", It’s actual value
in binary is (00111100),. But during transit from sender to receiver, the first bit and third bit became
erroneous. The first bit reached as 1, and the third bit has reached as 0. So, the pixel P," has reached with
2-bit error as (10011100),.

Step | I

P"=(10011100), dy=1 [d;=0[ d,=0| d,=1|r;=1 =1 [7r,=0 L=0

P, = (00111100, dy, =0 | dyy=0| dp,=1 dy=1|[ry=1 r,=11|r,=0 L,=0

P, =(00111100), dy,=0 |dy=0| d;,=1 dy=1|[ry=1 ry,=11r3=0 L5=0

P,”=(00111100), dy,=0 |d;=0| d,=1 dy=1|rsz=1 [ rp=1|ry=0 L,=0

Py =(01001100), d,=0 |d;=1| ds,=0 | ds;=0 | r=1 | rs=1 | r5=0 1] L5=0

P.”=(01001100), dg,=0 |di=1]| d,=0 | d;=0 | rlg=1 ro=1 | rq=0 L's=0

P;*=(01001100), d,=0 |ds=1| d,=0| d,=0|r'z=1 r,=11r,=0 L,=0

P, =(01001100), dgy =0 |dy; =1 dp=0 | dg=0 | riy=1 ro=1|rg=0 L's=0

S T
For i =1 through 8, r,,, ,, and r; are computed
= XOR(r'y, dy, dy, dis) =0,7,,=0,73,=0,7,,=0,75,=0,74=0,77, =0, 75, =0
2= XOR(r'y, dy, ds, diy) =0,7,=0,7,=0,7,=0,7,=0,7,=0,7,,= 0,7, =0
= XOR(r's, dy, ds, dy) =0,73=0,r53=0,r53=0,73=0,73;=0,7r;35=0,r5,=0
Step 3
Using Equations 11to 18 L=11,=0
L, = XOR of bits d,,, for i =110 8, L, = XOR of bits d5, fori=110 8 r=1r=0
L, = XOR of bits d,, fori=11t0 8, L =XOR of bitsd,, fori=110 8 L=0L=0
L;=XOR of bits r', » fori=1to038, L( XOR of bits 'y, fori=1t0 8 L5=0’ L6=0
L, = XOR of bits 'y, fori = 1 to 8, Ly = XOR of bits L, for i =1 to 7 T
Step 4
For i =1to 8, in all the eight cases if r; r;, ;, = 000, does not satisfy. That means there is some error.
5] B

For i =1through 8, if L,= L', is not true for i =1, and 3. Also but », », , = 000, does not satisfy fori=1.
There is some error.

(5] 1 -

Fori=1to8, 1nspect the conditions ( L, # L', and 5 r,, r; # 000). For i =1 and 3, the first condition, and
fori=1, the 2™ condition does not satisfy, so there exists 2-bit error.

As per Table 2 correction logic if rj; 7, 7, =010 and L, # L', and L, # L";, then there is error at d,, and
d,», so invert both the bits d,, and d,,. Thus, after correction, Pl“’ = (001 11100),

Now we can check that L, = L, satisfies when i = 1 and 3.

For i =1to 8, extract the watermarked bits 75 7, 7, and L',. From all the eight pixels 32 bits are extracted.
Thus, the extracted WBs are 1100 1100 1100 1100 1100 1100 1100 1100.

Figure 13. Example of watermark extraction with error correction
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5. Experimental results

This proposed MHCPB technique is coded in MATLAB. The used laptop computer comprises of 8 GB RAM and i5
processor. Figure 14 lists 8 Ols taken from SIPI image repository [38] and Figure 15 depicts the corresponding W1s. The
PSNR and SSIM values are mentioned under each WI. The merit of this technique is proved by measuring PSNR, HC,
SSIM, and accuracy (ACC). Time for embedding (ET), and time for extraction (ExT) are also considered for evaluating
the efficacy of this technique.

Cameraman Peppers Barbara Boat

Figure 14. The original images

PSNR = 36.88 PSNR = 36.72 PSNR = 37.43

SSIM = 0.9682

PSNR =37.31 PSNR = 37.40
SSIM = 0.9700 SSIM = 0.9814 SSIM = 0.9911

PSNR = 35.89 PSNR — 36.98
SSIM = 0.9551

Figure 15. The watermarked images with PSNR and SSIM values given below each image

We have experimented with grey images, wherein each pixel is 1 byte or 8 bits. This technique can also be applied
over color images. Each pixel of a color image is 3 bytes. Each component (Red, Green, Blue) is 8 bits or one byte. Each
component of the color image shall be treated as a pixel equivalent in grey image, and the computation can be performed.
Equation (19) measures the PSNR (distortion in WI) in decibels (dB). PSNR is computed to check the distortion after the
WBs are embedded.

m X n x 255 x 255

PSNR = 10 x log;,
Y (P - 0y)

(19)
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HC represents the count of message bits hidden in the whole image and bpp stands for the average HC per pixel.
Equation (20) estimates the SSIM between OI and W1 [26]. Here P denotes pixel mean value of OI, Q denotes pixel mean
value of WI, o, denotes variance between W1 and Ol 0'[% and qu represent variances over Ol and WI accordingly. There
are 2 constants ¢ and c¢;, plied to guarantee non-zero values for the denominator. The 2 constants ¢; = (Kj x 255)2, and
¢ = (Kp X 255)2, where K; < 1, and K, < 1. The SSIM value will be 1 when WI and OI are the same. The purpose of
computing SSIM is to check the resemblance of WI with OI after WBs are hidden. The ACC estimates the extent to which
we identify the tampered pixels. It is computed in Equation (21) using the count of true positives (TP), true negatives
(TN), false positives (FP), and false negatives (FN) [26].

(2P Q+c1) (20554 2)

SSIM = —— (20)
(P°+Q +c1) (0 + o +ca )
TP+TN
ACC = 21
TP+TN+FP+FN @

Table 3 records the efficacy metrices values of this MHCPB technique. From Table 3 we have noticed that the PSNR
values do not fall below 36 dB, so it is acceptable. The HC is higher, and it is 4 bpp. The average SSIM value is 0.9781.
It indicates that W1 is 97.81% structurally similar to OI. The ACC = 0.9999 indicates that the number of tampered pixels
is identified with 99.99% accuracy. The watermark embedding time is 16.42 s, and extraction time is 17.45 s.

Table 3. Efficacy measurement of MHCPB technique

Images SSIM ACC PSNR (dB) HC (bpp) ET (secs)  EXT (secs)

Lena 0.9682  0.9999 36.88 4.0 17.34 18.07
Baboon 0.9890  0.9999 36.72 4.0 19.61 17.76
Goldhill 0.9873  0.9999 36.97 4.0 17.29 20.41
Crowd 0.9825  0.9999 37.43 4.0 18.03 18.29
Cameraman  0.9551  0.9999 35.89 4.0 14.45 14.70
Pepper 0.9700  0.9999 36.98 4.0 14.31 16.18
Barbara 0.9814  0.9999 37.31 4.0 16.01 16.57
Boat 0.9911  0.9999 37.40 4.0 14.36 17.62
Average 0.9781  0.9999 36.94 4.0 16.42 17.45

Figure 16 represents the tampered Baboon images with tampering % from 5% to 45%. A pixel is tampered if its
value is changed in any of the bits. The tampered pixels are localized and made white color for easy reference by the
readers. It is shown for only one image. In fact, it is performed for all the test images.
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15% tamp ere 25% tmpered

3§
Ly -

30% tapered

essacial

35% tampered | 40% tampered | 45% tampered

Figure 16. Tampered Baboon images (the tampered location pixels are made white color for reference)

Table 4 depicts the mean value of bpp, PSNR, SSIM, and ACC over 8 images with various tampering percentages
starting from 0% to 45%. Figure 17a depicts the tampering percentage versus PSNR, Figure 17b depicts the tampering
percentage verses SSIM, and Figure 17c depicts the tampering percentage verses ACC. These plots indicate that if the
tampering is raised beyond 45%, still the PSNR can be at least 36 dB. the SSIM will be maintained more than 0.97, and
the ACC will be maintained more than 0.99.

Table 4. Efficacy at various tampering rates

Tampering rate

Efficacy parameter
0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
bpp 4.0 4.0 4.0 4.0 4.0 4.0 4.0 4.0 4.0 4.0
PSNR 36.94 36.82 36.73 36.63 36.53 36.44 36.35 36.27 36.19 36.11
SSIM 0.9781 09761 09740 09731 0.9722 09718 0.9714 09711 0.9708 0.9705
ACC 0.9999  0.9991  0.9982  0.9975 0.9966 0.9957 0.9947 09938  0.9929  0.9921

Table 5. Comparison with existing techniques

Technique SSIM ACC PSNR  bpp

Nazarietal. [18] 09928 09845 3650  1.66

Changetal. [22] 09844 09969 37.88 3.0
Prasad and Pal [26]  0.9994 09995 42.09 1.5
Prasad and Pal [27]  0.9861  0.9990  37.94 3.0

Proposed MHCPB ~ 0.9781  0.9999  36.94 4.0
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Tampering percentage versus PSNR
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Figure 17. (a) tampering % versus PSNR, (b) Tampering % versus SSIM, (c) Tampering % versus ACC

Table 5 represents the average estimates of different parameter values of our MHCPB technique with that of Nazari
et al. [18], Chang et al. [22], Prasad et al. [26] and Prasad et al. [27]. These three existing techniques are based on
Hamming code. Furthermore, Figure 18 shows a bar graph comparing the bpp and PSNR values of existing techniques
with MHCPB technique. Figure 19 shows a bar graph comparing the SSIM and ACC values of existing techniques and
MHCPB technique. From Figure 18 it has been noted that the bpp of the MHCPB technique is surely over the existing
techniques, but PSNR is moderate. Although the PSNR of our MHCPB scheme is moderate it is inacceptable range of
30-40 dB. From Figure 19, it can be noticed that the SSIM value of the MHCPB technique is lesser than existing schemes,
but it is acceptable. But the ACC of MHCPB scheme is more than the existing techniques, it is 0.9999.

50
40

(= =]

0

36.5
1.66I

Nazari et al. [18]

PSNR and bpp comparison Ebpp ®PSNR (dB)
37.88 42.09 37.94 36.94
Chang et al. [22] Prasad etal. [26] Prasad et al. [27] Proposed
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Figure 18. bpp and PSNR comparison with related techniques
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SSIM and ACC comparison m SSIM mACC
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Log 09928 0.9844 09969 09994 09995 g6y 0999 g7q) 0.9999

0.86
0.66
0.46
0.26

Nazari etal. [18] Chang et al. [22] Prasad etal. [26] Prasad etal. [27] Proposed

Figure 19. SSIM and ACC comparison with related techniques

6. Conclusions

The MHCPB tamper detection and correction scheme has been proposed for images. The Ol is logically fragmented
into 8-pixel blocks. Here the 64 bits of these 8 pixels could be arranged into an 8 x 8 matrix of bits. A modified (7,4)
Hamming code is proposed. This Hamming code is applied on first 7 bits of each row of matrix. The first 4 MSBs are
assumed as data and next 3 bits are treated as redundant bits to store the WBs. The WBs are calculated using 4 MSBs
in a non-traditional way and stored in 3 redundant bit positions. Furthermore, the column parity for the first 7 columns
of the 8 x 8 matrix is computed and stored in the first 7-bit locations of the 8! column. Thereafter the column parity of
the first 7 bits of 8" column is stored in 8 bit location of 8 column. This technique can efficiently detect 1-bit error in
every pixel. Furthermore, it can also detect 2-bit error if it occurs in only one of the 8 pixels of the block. Experimental
results reveal that this proposed technique possesses higher payload i.e., 4.0 bpp with an acceptable PSNR value 36.94
dB. The estimated SSIM is 0.9781. It indicates that W1 is almost 97.81% similar to the OI. We got ACC value 0.9921 (at
45% tampering percentage). It implies that tampered pixels are recognized with 99.21% accuracy. This technique cannot
handle error in more than 2 bits. To do this the error correction mechanism is to be changed appropriately. This is a future
research direction.
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