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Abstract: Fog Access Networks (F-ANs) have become a potential solution to meet the increasing demand for multimedia
services by moving computational and storage functions closer to users at the network’s edge. Within these networks,
distributing edge caching across Fog Access Points (F-APs) can significantly reduce both network congestion and
service delays by keeping frequently accessed content in the local caches rather than relying on remote cloud storage.
Considering that F-APs have limited caching resources and that user content demands fluctuate over time and space,
various cooperative caching techniques have been created to determine which contents to prioritize and how to store them
effectively. However, many of these techniques rely on central servers to collect and analyze data from Internet-of-Things
(IoT) devices to predict content popularity, which raises serious concerns regarding privacy. To tackle this challenge, we
propose a Federated Learning-based Hierarchical (FLH) caching approach that keeps data within local environments and
uses IoT devices for training a shared learning model to estimate content demand. FLH fosters cooperation between
neighboring F-APs and engages in vertical collaboration with the Base Band Unit (BBU) pool and F-APs to cache
content that varies in popularity. Additionally, FLH implements differential privacy techniques to provide strong privacy
protection. Experimental findings show that FLH significantly outperforms five major baseline models in cache hit ratios
while ensuring the security of user data.
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1. Introduction
The rapid growth of the Internet of Things (IoT) is anticipated to bring the total number of IoT devices to 14.7

billion by 2023 [1]. The vast amounts of data generated by these emerging IoT devices place considerable pressure on
traditional mobile networks [2, 3]. To tackle this challenge, Fog Radio Access Networks (F-RANs) have been identified
as a promising solution by shifting computation and storage functionalities toward the network’s edge [4]. This strategy
enables F-RANs to reduce service latency and alleviate network congestion [5].

In Fog Radio Access Networks (F-RANs), edge nodes, which include Remote Radio Heads (RRHs) and Fog Access
Points (F-APs), have the ability to conduct local signal processing, facilitate distributed caching, and manage radio

Copyright ©2025 Javad Mohammadzadeh, et al.
DOI: https://doi.org/10.37256/cm.6320256278
This is an open-access article distributed under a CC BY license
(Creative Commons Attribution 4.0 International License)
https://creativecommons.org/licenses/by/4.0/

Contemporary Mathematics 3646 | Javad Mohammadzadeh, et al.

https://ojs.wiserpub.com/index.php/CM/
https://ojs.wiserpub.com/index.php/CM/
https://www.wiserpub.com/
https://orcid.org/0000-0003-1889-0294
https://orcid.org/0000-0001-8878-4046
https://orcid.org/0000-0002-7935-819X
https://doi.org/10.37256/cm.6320256278
https://creativecommons.org/licenses/by/4.0/


resources cooperatively [6]. One of the essential aspects of F-RANs is the distributed caching implemented across these
edge nodes. By positioning popular content as close to users as possible at the edge, it becomes feasible to greatly reduce
unnecessary data transmission and minimize service latency. Nevertheless, since the caching capacity of edge nodes is
limited in comparison to the extensive range of available content, effectively utilizing this cache capacity plays a vital
role in enhancing overall service performance [7].

Despite extensive research efforts, several challenges persist in the domain of learning-based cooperative caching
[8]:

• Privacy: Existing caching strategies often rely on centralized data collection for popularity prediction, which poses
significant privacy risks as sensitive user data is transmitted to central servers [7, 9, 10].

• Utilization: Redundant storage of content across edge nodes leads to inefficient global cache resource optimization,
especially given the limited cache capacities at different nodes [11].

• Mobility: User mobility results in outdated cached content at one edge node when users move, while incoming
users may find the required content missing at their new location [12].

As a result, the cached content at one edge node may become outdated when users depart, while another edge node
may lack the cached content needed for incoming users. This lack of consideration for user mobility can considerably
hinder cache efficiency.

Despite significant advancements in edge caching and federated learning, several critical challenges remain
unaddressed. Existing caching strategies often rely on centralized data collection, which poses serious privacy risks
[13]. Additionally, most current approaches fail to effectively optimize cache utilization in dynamic environments with
high user mobility [14]. Furthermore, there is a lack of comprehensive frameworks that integrate federated learning with
differential privacy to ensure both caching efficiency and user data protection [15]. Our work aims to address these gaps
by proposing a novel hierarchical caching framework that leverages federated learning and differential privacy techniques.

To tackle the aforementioned challenges, we introduce a Hierarchical Edge Caching framework based on Federated
Learning [16], that prioritizes privacy preservation. This framework facilitates intelligent decisions regarding the caching
of content at the edge while ensuring the confidentiality of user data. The FLH approach involves training a unified global
learning model at the Federated Access Point (F-AP), leveraging training data that is distributed across users’ Internet of
Things (IoT) devices. Notably, only the parameters derived from the localized models are transmitted to the central server,
as opposed to the raw IoT data. To enhance user data protection, the FLH framework incorporates a differential privacy
strategy. Our analysis is set within a Fog Computing environment characterized by three layers: the base layer comprises
users with IoT devices; the intermediate layer consists of F-APs equipped with limited cache capacities; and the uppermost
layer contains a pool of Base Band Units (BBUs) with ample cache storage. This tiered caching structure optimizes the
utilization of existing caches for mobile users, as requested content can be sourced from the local F-AP, neighboring
F-APs, or the BBU pool. This study presents several significant advancements, outlined as follows:

• An novel caching strategy is introduced, rooted in privacy-preserving federated learning principles. This approach
determines caching decisions by examining both the historical content retrieval patterns and contextual information
associated with users. Notably, the training data remains localized on Internet of Things (IoT) devices, while a collectively
learned global model is developed through the aggregation of models computed on these devices. To ensure robust privacy
measures, a comprehensive differential privacy framework is integrated into the methodology.

• A multi-tiered cooperative caching framework is proposed, which harnesses horizontal collaboration among the
Federated Access Points (F-APs) and vertical integration between the Baseband Unit (BBU) pool and the F-APs. This
collaborative structure aims to improve overall caching efficiency and optimize the utilization of global cache resources.

• The research introduces a One-Class Variational Autoencoder (OC-VAE) designed to predict the popularity of
content. This variational autoencoder is employed to uncover the latent representations related to both users and content.
Furthermore, one-class collaborative filtering techniques are leveraged to effectively analyze input data, enhancing the
system’s capability to recommend trending content more accurately.

The organization of this paper is delineated as follows: In the second section, we review pertinent literature. The third
section outlines the system architecture associated with the proposed FLH caching strategy. A comprehensive discussion
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of the FLH implementation is provided in section four. The fifth section presents an assessment of the performance of the
FLH. Ultimately, section six wraps up the discussion of this study.

2. Literature review
Recent advancements in federated learning and edge caching have addressed various challenges in IoT and fog

computing environments. For instance, Wang et al. [17] proposed an adaptive federated learning framework that
dynamically adjusts the global model aggregation process to improve communication efficiency in resource-constrained
edge systems. Similarly, Li et al. [18] developed a cooperative caching framework for wireless networks that leverages
Device-to-Device (D2D) communication to enhance content delivery. However, these approaches often rely on centralized
data collection, which raises significant privacy concerns.

In the context of privacy-preserving techniques, differential privacy has emerged as a powerful tool to protect user
data in distributed learning environments. Geyer et al. [19] introduced a client-level differential privacy mechanism that
adds noise to model updates during federated learning, ensuring robust privacy guarantees. Despite these advancements,
there is a lack of integrated frameworks that combine federated learning with differential privacy to optimize both caching
efficiency and user privacy in dynamic environments with high user mobility.

Our work builds on these foundations by proposing a novel hierarchical caching framework that integrates federated
learning with differential privacy. Unlike existing approaches, our framework ensures that user data remains localized
while enabling accurate content popularity prediction through a shared global model. This addresses the critical gaps in
privacy, utilization, and mobility that are often overlooked in current literature.

Significant endeavors have been undertaken employing machine learning methodologies to address various challen-
ges within the Internet of Things (IoT) domain, including but not limited to communication, privacy, and security concerns.
For instance, applied adversarial machine learning techniques to both compromise and protect IoT infrastructures
[20]. Additionally, developed an AI-driven blockchain framework featuring a dual-step consensus mechanism aimed
at enhancing the fault tolerance of Hyperledger Fabric. This section provides an overview of the current research focused
on cooperative caching and federated learning within the contexts of IoT and smart environments, respectively.

Yang et al. [21] introduced a collaborative caching mechanism that enables base stations within a localized cloud
to work together in storing content. Similarly, Li et al. [18] constructed a cooperative caching framework tailored for
wireless networks, which incorporates Device-to-Device (D2D) transmission. In this system, mobile devices collectively
cache frequently accessed content. The aforementioned caching strategies generally operate under the assumption that user
content requests conform to a Zipf distribution. However, in real-world scenarios, content popularity is characterized by
dynamic trends and exhibits both temporal and spatial dependencies, making precise modeling challenging. Consequently,
Machine Learning (ML) techniques are increasingly utilized within cooperative caching frameworks to enhance caching
efficiency.

Further developments in this area include the work by Hou et al. [22], who explored a proactive cooperative caching
strategy for Mobile Edge Computing (MEC) aimed at minimizing transmission costs and enhancing user experience
through transfer learning methodologies. Mehrizi et al. [23] introduced a proactive cooperative caching model that
employs a probabilistic dynamic framework to anticipate content popularity, incorporating a Variational Bayes approach
to mitigate overfitting issues. Zhang et al. [24] put forth a spatially cooperative caching strategy that optimizes the caching
probabilities of nodes to boost caching efficiency while minimizing required storage space. Furthermore, Qiao et al. [25]
created a cooperative caching system based on deep reinforcement learning methodologies, utilizing a double time-scale
Markov decision process to manage the caching dynamics effectively.

In the context of vehicular networking, Huang et al. [26] proposed a cluster-based cooperative caching framework
that accounts for vehicle mobility. Mo et al. [27] advanced a collaborative caching strategy that considers content
popularity alongside node distribution patterns. Wu et al. [28] contributed a social-aware cooperative caching solution
designed to enhance content sharing capabilities while leveraging user cache resources. Gao et al. [29] developed a
cooperative coded caching model employing reinforcement learning in conjunction with maximum-distance separable
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coding, framing the approach within a Markov decision process framework to capture fluctuations in content popularity.
Lastly, Yang et al. [30] devised a cooperative caching system grounded in recurrent neural networks to predict both user
mobility and content demand.

Federated Learning (FL) was initially introduced by Google as a novel method to implement machine learning
techniques at the network edge. McMahan et al. [31] established foundational protocols for FL that facilitate synchronous
optimization in federated environments [32, 33]. To enhance various aspects of FL, including communication efficiency,
model accuracy, and round effectiveness, numerous FL variants have been developed. For instance, Wang et al. [17]
formulated a control mechanism to dynamically determine the timing for global model aggregation. Meanwhile, Nishio
and Yonetani created a protocol within the Mobile Edge Computing (MEC) framework to exclude less responsive users
based on their estimated work time, thereby shortening the duration of training rounds. Konevcny et al. [34] introduced
the concept of sketched and structured updates aimed at decreasing communication overhead. Additionally, Xie et al.
presented FedAsync [35], an asynchronous federated learning framework that supports non-blocking updates to the global
model while regularizing local optimization processes. In a similar vein, Sprague et al. [36] utilized an asynchronous
method to develop a global model for geo-spatial applications, accommodating users who wish to join the training process
midway. Conversely, Chen et al. [37] demonstrated that, in terms of model accuracy, synchronous stochastic gradient
descent outperforms asynchronous techniques.

A key benefit of FL is its ability to safeguard user privacy and mitigate security threats, as only model parameters,
rather than raw user data, are transmitted to the central server. However, research indicates that even the analysis of
model parameters can potentially compromise user confidentiality, thereby presenting a risk for attacks. In light of this,
we propose a privacy-conscious federated deep learning framework aimed at enhancing hierarchical caching efficiency
while also ensuring the protection of user data privacy.

3. Proposed FLH caching strategy for fog radio access networks
The proposed system architecture is designed to optimize content caching in Fog Radio Access Networks (F-RANs)

while preserving user privacy. The architecture consists of three main layers: the Device layer, the Fog layer, and the
Cloud layer. Each layer plays a distinct role in the caching process, as described below.

3.1 Device layer
This layer comprises IoT devices owned by end-users. These devices generate content requests and provide

contextual data, such as user preferences, location, and time of day. The data remains localized on the devices, ensuring
user privacy.

3.2 Fog layer
The Fog layer is divided into two sub-layers.

3.3 F-APs
F-APs are responsible for local model training and caching decisions. They aggregate model updates from IoT

devices and collaborate with neighboring F-APs to optimize content placement.

3.4 BBU pool

The BBU pool acts as a central coordinator, aggregating model updates from multiple F-APs and updating the global
model. It also caches less popular content that cannot be stored at the F-APs due to limited cache capacity.
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3.5 Cloud layer
The Cloud layer consists of remote servers that host content providers. While the primary focus of our framework is

on edge caching, the Cloud layer serves as a backup for content that is not available at the edge.
The flow of data and decision-making processes within the architecture is as follows:
• IoT devices train local models using their data and send model updates to their associated F-APs.
• F-APs aggregate the model updates and forward them to the BBU pool for global model aggregation.
• The BBU pool updates the global model and disseminates it back to the F-APs.
• Based on the predicted content popularity, F-APs cache the most popular content locally, while less popular content

is cached at the BBU pool.
This hierarchical architecture ensures efficient content caching while minimizing latency and preserving user privacy.
Fog Radio Access Networks (F-RANs) incorporate fog computing into radio access networks, representing an

evolution from Cloud Radio Access Networks (C-RANs) [38]. In C-RANs, numerous Remote Radio Heads (RRHs)
are distributed within a specific area and linked to a centralized Baseband Unit (BBU) pool through high-bandwidth
fronthaul connections [39]. This centralized BBU pool significantly minimizes energy consumption and enhances
resource utilization; however, it also imposes substantial demands on the fronthaul architecture, leading to increased
service latency for users. F-RANs respond to these challenges by extending computational capabilities and caching
functionality towards the network’s periphery. For instance, Fog Access Points (F-APs), which are advancements of
conventional RRHs, are equipped with caching systems and can manage these caches with greater flexibility.

3.6 The system architecture of federated learning

The Federated Learning (FL) process in our proposed framework involves several key steps, which are iteratively
performed to train a shared global model while preserving user privacy. Below, we provide a detailed explanation of each
step.

3.6.1Local model training

• Each IoT device trains a local model using its own dataset, which includes historical content requests and contextual
information (e.g., time, location, and user demographics).

• The local model is trained using a One-Class Variational Autoencoder (OC-VAE), which predicts content popularity
based on user behavior and context.

• The training process minimizes a local loss function, ensuring that the model accurately captures the preferences
of the individual user.

3.6.2Model update transmission

• After local training, each IoT device sends the updated model parameters (e.g., weights and gradients) to its
associated Fog Access Point (F-AP).

• To enhance privacy, a differential privacy mechanism is applied to the model updates before transmission. This
involves adding Gaussian noise to the updates, ensuring that individual user data cannot be easily reconstructed.

3.6.3Model aggregation at F-APs

• Each F-AP aggregates themodel updates received from its associated IoT devices. The aggregation process involves
computing a weighted average of the updates, where the weight for each device is proportional to the size of its dataset.

• The aggregated model is then sent to the Baseband Unit (BBU) pool for further processing.
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3.6.4Global model updating

• The BBU pool aggregates the model updates from multiple F-APs and updates the global model. This involves
computing a weighted average of the updates, where the weight for each F-AP is proportional to the number of devices it
serves.

• The updated global model is then disseminated back to the F-APs and IoT devices for the next round of training.

3.6.5 Iterative process

• The above steps are repeated iteratively until the global model converges. During each iteration, the model becomes
more accurate in predicting content popularity, while the differential privacy mechanism ensures robust protection of user
data.

This federated learning process enables efficient content caching while preserving user privacy, as the raw data never
leaves the local devices.

The objective of this study is to leverage the distributed caching storage capabilities inherent in F-RANs, which
necessitates an understanding of content popularity distribution. However, this distribution is subject to frequent variations
due to user mobility. Different users exhibit diverse preferences for content, which arise from numerous factors, including
gender, age, occupation, and even contextual elements such as the user’s location, time of day, and the type of device being
used. Consequently, content popularity fluctuates based on the dynamic nature of user engagement and context. In our
proposed scheme, content popularity is instrumental in determining both the specific content to cache and its location
across the edge nodes.

Figure 1. System architecture of the federated learning based hierarchical caching for F-RANs

Federated Learning (FL) allows for the distributed training of a shared model without the necessity of aggregating
user data. In our proposed FL-based caching framework, each user associated with an F-AP conducts local training
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utilizing their individual data. The parameters derived from these local training sessions are subsequently aggregated
at the F-AP, enabling the joint development of a model predictive of local content popularity, as illustrated in Figure 1.
Based on the anticipated content popularity, each user submits a list of favored contents to their associated F-AP. The
F-AP then compiles the various lists from connected users to generate a consolidated list of locally popular contents,
which is sent to the MBS. The top N contents, which are deemed highly popular, are selected for caching at the F-APs to
deliver localized caching services to their corresponding users. In contrast, the BBU pool is designated to cache the M
contents that are of lesser popularity. Drawing upon insights from F-APs regarding content popularity, decisions regarding
caching locations—either at the F-APs or within the BBU pool—can be effectively made, as elaborated in the subsequent
subsection.

The differential privacy mechanism is a fundamental part of our framework, designed to protect user data while
enabling efficient content caching. To ensure privacy, we add a small amount of random noise to the model updates
before they are sent from the IoT devices to the Fog Access Points (F-APs). This noise makes it extremely difficult for
anyone to reverse-engineer the original data from the updates, even if they have access to the model. By doing this, we
ensure that sensitive user information remains confidential throughout the federated learning process.

The amount of noise added is carefully controlled to strike a balance between privacy and model accuracy. Adding
too much noise can reduce the model’s performance, while adding too little may not provide sufficient privacy protection.
To determine the right amount of noise, we use a concept called the “privacy budget”, which defines how much privacy
we are willing to sacrifice for better model accuracy. This budget helps us calibrate the noise level to ensure strong privacy
guarantees without significantly compromising the model’s effectiveness.

One of the key features of our approach is that the noise is added directly on each IoT device, a technique known
as “local differential privacy”. This means that the raw data never leaves the device, providing an extra layer of security.
Even when the noisy updates are aggregated at the F-APs and the Baseband Unit (BBU) pool, they do not reveal sensitive
information about individual users. This local approach ensures that user privacy is protected at every step of the process.

Once the noisy updates are aggregated, they are used to update the global model. This global model benefits from
the collective knowledge of all devices while maintaining strong privacy guarantees. The updated model is then sent back
to the devices for further training, and the process repeats until the model converges. Throughout this iterative process,
the differential privacy mechanism ensures that user data remains protected, even as the model becomes more accurate.

Our experimental results demonstrate that this approach effectively balances privacy and performance. For example,
adding noise only slightly reduces the cache hit ratio, showing that we can achieve both strong privacy protection and
efficient content caching. This balance is crucial for real-world applications, where both privacy and performance are
critical concerns.

3.7 Privacy-preserving federated deep learning
In this segment, we provide a comprehensive overview of the proposed edge caching mechanism, which emphasizes

privacy-preserving federated learning. The framework is comprised of a key component that is privacy-preserving
federated learning. The primary function of the privacy-preserving FL framework is to train a model for content popularity
while simultaneously safeguarding user privacy.

The OC-VAE serves as the content popularity model employed in the federated learning process. Its design enables
the identification of relationships between users and content, facilitating the discovery of latent representations. To train
the OC-VAE, we utilize a dataset that encompasses historical user requests along with contextual data such as time,
geographical location, and demographic details (e.g., age). This allows for an understanding of content popularity, which
in turn aids in making informed caching decisions. The training dataset consists of binary indicators, where ‘1’ signifies
requested content and ‘0’ indicates unrequested content. However, the absence of negative samples could introduce
cognitive bias if all missing samples are classified as negative. To address this issue, a one-class collaborative filtering
technique, accompanied by a random sampling method, is implemented to rectify the bias in the OC-VAE.

Traditional learning-based caching strategies typically necessitate the collection of user data for training predictive
models, yet such data may encompass sensitive personal information (e.g., gender, age, location, and occupation). The act
of transmitting user data to a centralized server poses significant privacy risks. Federated learning mitigates this risk by
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utilizing the computational resources and datasets available locally to users, facilitating distributed training. This process
necessitates several rounds of communication in the FL framework.

3.8 Privacy-preserving federated learning
The established communication protocol encompasses several steps. Initially, the Federated Access Point (F-AP)

transmits a global model to a subset of selected users. Subsequently, those users independently compute updates to the
model based on their individual local datasets. Each user’s updated model is then sent back to the corresponding F-AP.
The aggregated contributions from all participating users are employed to construct a refined global model through a
weighted averaging process, where the weight assigned to each user corresponds to the volume of their training data.
Thus, users with larger datasets contribute more significantly to the global prediction model of the O-VAE within the
federated learning framework. In Figure 2, it can be observed that a round of federated learning communication takes
place between users and their Federated Access Points (F-APs). This process consists of six distinct stages:

1. Users who exhibit strong network connectivity, sufficient energy reserves, and adequate computational resources
are selected to participate in the FL communication round, after which their corresponding F-APs dispatch the current
global model to them.

2. Each selected user uses their local dataset to compute an updated version of the global model.
3. A local differential privacy mechanism is applied to the computed models to enhance privacy.
4. The updated models from selected users are transmitted back to their corresponding F-APs.
5. Each F-AP consolidates the received models to generate a new global model.
6. The contents that can be stored in the F-Access Points and Baseband Unit are identified.

Figure 2. Federated learning process for edge caching

This iterative process continues until the results stabilize. Following this stabilization, the final step involves
determining which contents will be cached at the F-APs and Baseband Units (BBUs). In our federated learning framework,
we denote the total size of the training dataset as d, which is derived from the training examples across K selected users
encompassing C contents. The overarching objective of this federated learning process is to minimize a specific target
function associated with FL (Equation (1)).
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min
w

f (w) =
1
2

d

∑
i=1

f i(w), (1)

In this context, let fi(w) = ↕(ui, ci; w) represent the loss function associated with the model’s predictions for the
example (ui, ci) based on the model parameters w. Given the resource availability of each user, we proceed to select K
users to engage in federated learning FL training, denoted by the index k. We denote the collection of indices corresponding
to the training examples for user k as DK where DK = |DK | signifies the number of examples for that user. Consequently,
the objective can be reformulated as follows (Equation (2)):

min
w

f (w) =
k

∑
k=1

dk

d
fk(w), where Fk = (w) =

1
dk

∑
i∈Dk

fi(w), (2)

In general, the optimization of the OC-VAE model is carried out using Stochastic Gradient Descent (SGD). Within
the framework of Federated Learning (FL), employing SGD entails that each communication round computes only one
batch of gradients. This approach can lead to substantial communication overhead, given that training a robust OC-
VAE model necessitates numerous communication rounds. Consequently, we opt for the Federated Stochastic Gradient
Descent (FedSGD) method for optimization purposes. FedSGD enables individual users to perform several iterations and
subsequently compute the average of the gradients, denoted as ∇Fk(wr), based on their local datasets at the w parameter of
the model during the rth round. These averaged gradients are then transmitted to a central server, where they are utilized
to construct the global OC-VAE model. Furthermore, the local datasets for each chosen user k are derived from their
device’s usage patterns, such as content requests they encounter in their daily lives. It is noteworthy that some users may
engage intensively with particular applications, leading to issues of data imbalance in the context of federated training. To
mitigate this challenge, we implement a weighted aggregation approach for model consolidation on the edge server. The
mathematical formulations governing the model updates and aggregation process are provided as follows (Equation (3)).

wr+1← wr−η
K

∑
k=1

dk

d
∇ Fk (wr) (3)

wr+1←
K

∑
k=1

dk

d
wk

r+1 (4)

The model update and aggregation formulas are defined with the inclusion of as the learning rate. In the aggregation
process, a weighted sum is employed, where the weights for combining parameters are determined by the amount of
data each user possesses. A larger dataset from user k leads to a greater influence on updating the shared OCVAE
model. Throughout the Federated Learning (FL) training procedure, the OC-VAE model parameters are shared among
the participants. However, there remains a risk of privacy breaches through analyzing these parameters. To mitigate this
risk and safeguard against model attacks, we incorporate a local differential privacy mechanism into the proposed FLH
framework.

3.9 Technique for ensuring privacy through differential methods
In the Federated Learning (FL) setup, each participant individually refines their OCVAE model in accordance

with the latest global model. To safeguard against privacy breaches, a differential privacy technique is employed to
modify the original local models. For Data Distortion: Utilizing the parameters of the model wk

r a Gaussian approach
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is applied to introduce distortions to w. Specifically, a modified version of w is created using the formula ∇Fk
(
wk∗

r
)
=

∇Fk
(
wk

r
)
/max

(
1,

∥∥∇Fk
(
wk∗

r
)∥∥2

s

)
[19]. Here, S represents the maximum sensitivity of the scaled model, calculated as

S = median {Fk
(
wk

r
)
}. The selection of S involves a balancing act; a higher S leads to increased noise variability, which

can, in turn, reduce the model’s accuracy. After scaling to S, noise is integrated into the model. The updated version of
the model on the user’s side is expressed as: Equation (5).

The inclusion of noise in the model weight updating process (Equation (5)) is a key component of the differential
privacy mechanism. By adding Gaussian noise to the model updates, we ensure that individual user data cannot be easily
reconstructed from the shared model parameters. This approach provides strong privacy guarantees while maintaining the
overall accuracy of the model. The noise level is carefully calibrated to balance privacy protection andmodel performance,
as demonstrated in our experimental results [40, 41].

• Privacy Preservation: The noise ensures that even if an adversary gains access to the model updates, they cannot
infer sensitive information about individual users.

• Robustness: The noise helps to prevent overfitting by introducing variability into the model updates, which can
improve the generalization performance of the model.

• Theoretical Guarantees: Differential privacy provides strong theoretical guarantees of privacy, which are crucial
for applications involving sensitive data.

wr+1 = wr−∇
Fk
(
wk

r
)

max

(
1,

∥∥∇ Fk
(
wk∗

r
)∥∥2

s

)+ N
(
0, σ2S2) , (5)

where the noise component adheres to a normal distribution, denoted as N
(
0, σ2S2

)
, appropriately scaled to S [19].

3.10 Optimization of federated learning model
This section offers a brief summary of the EPC algorithm. For an in-depth explanation, please consult Mohammadz-

adeh et al. [42]. Emperor Penguins, recognized as the largest penguin species, reside in Antarctica and its adjacent sea
ice. These birds, measuring between 110 and 130 cm in height, withstand extremely severe conditions, with temperatures
dropping to -40 °C. To survive and breed, they utilize an extraordinary strategy: clustering together in large groups.
When they form a huddle, Emperor Penguins reduce heat loss and raise their internal temperature. To ensure even heat
distribution, they move in a coordinated, spiral-like fashion. Drawing inspiration from this behavior, the EPC algorithm is
a population-based metaheuristic that incorporates principles of thermal radiation and spiral movement. The pseudo-code
for the EPC algorithm is outlined in Algorithm 1. This algorithm requires the computation of heat absorption, thermal
radiation, attractiveness, and coordinated spiral movement. To ascertain attractiveness, the transfer of heat radiation is
calculated, which necessitates the penguin’s body surface area (0.56 m2). Heat transfer occurs via conduction, convection,
and radiation. The EPC algorithm emphasizes radiative heat transfer as a key criterion for attractiveness. The amount of
heat radiated by a penguin is calculated using Equation (6).

Qpenguins = AεσT 4
s (6)

In this context, A denotes the surface area of the penguin’s body (0.56 m2), ε signifies the emissivity of the plumage
(0.98, according to [22]), σ represents the Stefan-Boltzmann constant (5.6703 × 10−8 W/m2K2), and T indicates the
absolute temperature in Kelvin (308.15 K, which corresponds to 35 °C). In the realm of physics, heat sources are classified
into three categories: surface, point, and linear, each associated with specific attenuation coefficients. Given the physical
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characteristics of the penguin’s body, the EPC algorithm treats the heat source as linear. By integrating the penguin’s
emitted radiation with the linear heat source equation, the attractiveness equation (Equation (7)) is formulated.

Q = AεσT 4
s e−µx (7)

In this formula, µ represents the attenuation coefficient, while x indicates the distance between two linear heat sources.
The parameter µ plays a crucial role in determining the rate of convergence and is always a positive value. The idea of
heat absorption is closely tied to changes in µ . When µ decreases, the level of heat absorption rises, resulting in more
effective heat absorption. To integrate attractiveness into the spiral motion, the two equations need to be merged. The
spiral movement, which is usually in a clockwise direction, can be modeled using a logarithmic spiral equation. Figure 3
illustrates the subjective perception of this spiral motion.

Figure 3. Perception of emperor penguin coordinated spiral movement

As illustrated in Figure 3, the penguin starts its journey from point i with the goal of arriving at point j. Nonetheless,
swayed by the degree of attractiveness, it strays from a straight route and follows a logarithmic spiral. The penguin’s
ultimate location, following this spiral path, is indicated as point k. The mathematical representation that outlines this
movement can be found in Equation (8).

xk = aeb 1
b ln[(1−Q)ebα+Qeωβ ] cos

{
1
b

ln
{
(1−Q)ebα +Qebβ

}}

yk = aeb 1
b ln[(1−Q)ebα+Qeb/β ] sin

{
1
b

ln
{
(1−Q)ebα +Qebβ

}} (8)

Equation (9) includes the arbitrary constants a and b, the attractiveness equation Q, along with the parameters x and
y for the logarithmic spiral. The coefficients α and β are calculated from the ratios -1 yi/xi and -1 y j/x j. To reduce the
possible monotony that may arise from the constant angular information in the spiral motion, a random vector is introduced
and incorporated into Equation (9).
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AεσT 4
s e−µx +φεi (9)

The mutation factor, φ , regulates the degree of alterations in the path, while ε represents a random vector. When
the distance between penguins surpasses a specific threshold, their attraction to optimal solutions diminishes significantly.
This can lead to a situation where the current penguin remains inactive and unable to execute the desired spiral movement.
To avoid stagnation and encourage diversity, the component φεi is integrated into the equation, enabling minor random
shifts in the penguin’s position while still maintaining the fundamental spiral pattern.

The process starts by creating a copy of the existing population and then evaluates the fitness of this duplicated
population in a separate internal loop. Once each iteration is finished, the original and the newly created populations
are merged, and a selection method determines the most promising individuals to advance to the next generation. This
cyclical process keeps going until the specified termination criteria are met.

Adjusting parameters effectively is crucial for enhancing the performance of algorithms. In our implementation,
we initialized the values of µ and φ to 1 and 0.4, respectively. To balance exploration and exploitation, we utilized an
exponential decay approach for both parameters. The value of φ was reduced by multiplying it by 0.2 in each iteration,
resulting in a gradual reduction in exploration and an increase in exploitation. Similarly, the value of µ was decreased by
multiplying it by 0.98, allowing for a more targeted search over time. This method, inspired by the natural behavior of
penguins gathering in a huddle, allows the algorithm to thoroughly explore the solution space at first and then converge
on high-quality solutions.

Algorithm 1 Pseudo code of the Emperor Penguins Colony
1: Step 1:
2: generate initial population array of EPs (Colony Size);
3: generate initial position and cost of each EP;
4: calculate heat radiation (Eq. 1);
5: determine initial attenuation coefficient (µ);
6: determine initial mutation coefficient (φ);
7: STEP 2: for First Iteration to Max Iteration
8: generate repeat copies of population array (as new_pop);
9: STEP 3: for i = 1 to n do (all n penguins)
10: STEP 4: for j = 1 to n do (all n penguins)
11: if (cost j < costi) then
12: determine new position (Eq. 4);
13: evaluate and store cost of new_pop;
14: end if
15: END STEP 4
16: END STEP 3
17: merge population array with new_pop array;
18: sort and find best solution;
19: update heat radiation (decrease);
20: update attenuation coefficient (decrease);
21: update mutation coefficient (decrease);
22: END STEP 2
23: END STEP 1
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4. Experimental results and assessment of performance
4.1 Experimental setup and reproducibility

To ensure the reproducibility of our experiments, we provide a detailed description of the hyperparameters, training
procedures, and evaluation metrics used in our study. The learning rate was set to 0.01, the batch size to 64, and the number
of epochs to 100. These parameters were chosen based on preliminary experiments to ensure a balance between training
efficiency and model accuracy. Additionally, the differential privacy mechanism was implemented with a privacy budget
(ε, δ ) of (1.0, 1e-5), providing strong privacy guarantees while maintaining model utility. The training process involved
several key steps, including local model training on IoT devices, model update transmission to Fog Access Points (F-APs),
and global model aggregation at the Baseband Unit (BBU) pool. The evaluation metrics used in our experiments include
cache hit ratio, training loss, and communication rounds. Table 1 summarizes the experimental settings, including the
hardware configuration, dataset, and hyperparameters.

In this section, we analyze the performance of our novel proactive content caching approach using a real-life dataset
while comparing it to six well-established algorithms. The tests are carried out in a fog computing-like environment that
consists of 10 nodes.

The configuration of our testing environment includes three HP Z440 workstations, each with 64 GB of RAM, along
with 10 Raspberry Pi devices that help simulate a fundamental fog computing structure. Two of these workstations serve
as F-APs, tasked with generating the parameters of the OCVAE model, while the third workstation functions as the MBS.
The Raspberry Pi units act as user devices contributing to the training of the OC-VAE model. For implementing the VAE,
we utilize the Keras library backed by TensorFlow.

To evaluate the capabilities of our FLCH caching solution, we use the Movie Lens 1 M dataset curated by Group
Lens Research, which includes around 1million ratings for 3,883movies from 6,040 users. This dataset comprises various
fields such as UserID, MovieID, rating scores, timestamps, and demographic information like gender, age, postal code,
and occupation. For our experiments, we split the Movie Lens dataset among 10 users, gathering data for each user from a
pool of 604 users in the original dataset. This study illustrates a realistic scenario, recognizing the potential for imbalanced
data distributions arising from user behaviors.

Furthermore, our FLH framework can be adapted for more complex ecosystems, such as the Internet of Vehicles,
Internet of Things, and Multi-access Edge Computing environments, by fine-tuning the deep learning model and the
iterative optimization process tailored to Federated Learning (FL).

The experimental setup for evaluating the proposed FLH framework was designed to simulate a realistic fog
computing environment. The testbed consisted of three HP Z440 workstations, each equipped with 64 GB of RAM,
and 10 Raspberry Pi devices to emulate user devices in a fog computing scenario. Two of the workstations served as
Fog Access Points (F-APs), responsible for generating the parameters of the OC-VAE model, while the third workstation
functioned as the Macro Base Station (MBS). The Raspberry Pi devices acted as user devices, contributing to the training
of the OC-VAE model.

For implementing the Variational Autoencoder (VAE), we utilized the Keras library backed by TensorFlow. The
model was trained using the MovieLens 1 M dataset, curated by GroupLens Research, which includes approximately
1 million ratings for 3,883 movies from 6,040 users. This dataset comprises various fields such as UserID, MovieID,
rating scores, timestamps, and demographic information like gender, age, postal code, and occupation. To simulate a
realistic scenario, we split the MovieLens dataset among 10 users, gathering data for each user from a pool of 604 users
in the original dataset. This approach allowed us to account for potential imbalances in data distribution arising from user
behaviors.

The training process involved several key hyperparameters, which were carefully selected to optimize model
performance. The learning rate was set to 0.01, the batch size to 64, and the number of epochs to 100. These parameters
were chosen based on preliminary experiments to ensure a balance between training efficiency and model accuracy.
Additionally, the differential privacy mechanism was implemented with a privacy budget (ε, δ ) of (1.0, 1e-5), providing
strong privacy guarantees while maintaining model utility.
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To evaluate the performance of the FLH framework, we compared it with six baseline algorithms: Oracle, Random,
Least Recently Used (LRU), Least Frequently Used (LFU), AutoEncoder (AE), and Stacked AutoEncoder (SAE). The
experiments were conducted in a fog computing-like environment with 10 nodes, and the results were analyzed in terms
of cache hit ratio, training loss, and communication rounds. The configuration of the test environment, along with the
hyperparameters and evaluation metrics, are summarized in Table 1 to facilitate reproducibility.

Table 1. Experimental setting

Parameter Value

Workstations 3 HP Z440 (64 GB RAM each)

User devices 10 Raspberry Pi devices

Dataset MovieLens 1 M

Number of users 10

Learning rate 0.01

Batch size 64

Number of epochs 100

Privacy budget (ε, δ ) (1.0, 1e-5)

Evaluation metrics Cache hit ratio, training loss, communication rounds

Our experimental setup can be adapted for more complex ecosystems, such as the Internet of Vehicles, Internet
of Things, and Multi-access Edge Computing environments, by fine-tuning the deep learning model and the iterative
optimization process tailored to Federated Learning (FL). The code and configuration files used in our experiments will
be made publicly available upon publication to enable other researchers to replicate and build upon our work.

4.2 Performance
Initially, we conduct a comparison of the FLCH approach against six benchmark algorithms, which include Oracle,

Random, Least Recently Used (LRU), Least Frequently Used (LFU), AutoEncoder (AE), and Stacked AutoEncoder
(SAE). We further analyze the effectiveness of a hierarchical caching system that involves collaboration between the
Baseband Unit (BBU) pool and the Fog Access Points (F-APs). The reference algorithms are described below:

•Oracle: The Oracle algorithm achieves the highest cache hit rate since it is equipped with complete prior knowledge
regarding user requests.

• Random: The Random algorithm selects which content to cache without following any specific pattern, relying
purely on chance.

• Least Recently Used (LRU): In scenarios where cache space is limited, LRU eliminates content based on its usage
history. It replaces the least recently accessed items, under the assumption that if something hasn’t been used in a while,
it is unlikely to be needed soon.

• Least Frequently Used (LFU): The LFU algorithm monitors how often each piece of content is requested and
removes data based on this historical frequency. Frequently accessed items are retained, while those with low request
rates are evicted.

• AutoEncoder: AutoEncoder aims to replicate the input data to the output by reconstructing what it perceives from
a compact representation, functioning as an unsupervised learning method.

• Stacked AutoEncoder (SAE): The Stacked AutoEncoder features a deep architecture that combines multiple AEs
to learn a reduced representation from the input data.

The proposed FLH framework is grounded in a solid theoretical foundation, which ensures its robustness and
reliability in practical scenarios. To begin with, the convergence behavior of the federated learning process in FLH is
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influenced by several key factors, including the learning rate, the number of communication rounds, and the level of noise
added for differential privacy. Under the assumption that the loss function is convex and Lipschitz continuous, we can
demonstrate that the global model converges to a stationary point. Specifically, the convergence rate is proportional to
the inverse square root of the number of communication rounds, which aligns with the stable performance observed in
our experimental results after a sufficient number of iterations.

In terms of computational complexity, FLH is designed to be efficient and scalable. The local model training on each
IoT device involves computing gradients and updating model parameters, with a complexity that scales linearly with the
size of the local dataset. The global model aggregation process, which takes place at the FogAccess Points (F-APs) and the
Baseband Unit (BBU) pool, involves computing a weighted average of the model updates. This process has a complexity
that scales linearly with the number of devices participating in the federated learning process. Overall, the computational
complexity of FLH is manageable, making it suitable for real-time applications in fog computing environments.

The differential privacy mechanism in FLH provides strong privacy guarantees by adding carefully calibrated
Gaussian noise to the model updates. Using the Gaussian mechanism, we can prove that FLH achieves (ε, δ )-differential
privacy, where ε and δ are the privacy budget parameters. This ensures that the presence or absence of any individual
user’s data in the training set does not significantly affect the model’s output. This robust protection against privacy
attacks, such as model inversion or membership inference attacks, is a key strength of the FLH framework.

However, it is important to acknowledge the trade-off between privacy and performance that arises from the
differential privacy mechanism. While adding noise enhances privacy, it may also reduce the model’s accuracy. Our
experimental results demonstrate that this trade-off is well-balanced, with only a minimal impact on the cache hit ratio.
This balance is crucial for real-world applications, where both privacy and performance are critical concerns.

By providing this theoretical analysis, we aim to establish a solid foundation for the proposed FLH framework and
demonstrate its robustness and reliability in practical scenarios. This analysis not only supports the empirical results
but also provides insights into the underlying principles that make FLH an effective solution for privacy-preserving
hierarchical caching in fog computing environments.

Figure 4. Cache hit ratio: N-FLH vs. reference caching schemes
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Figure 4 illustrates how the size of the cache affects the cache hit ratio for a F-AP when the hierarchical cooperative
caching method (NFLH) is not applied. As the cache size increases, all caching algorithms exhibit improved overall cache
hit ratios. The Oracle model benefits from perfect foresight into future user demands, establishing the highest theoretical
limit for cache performance, while the random selection method results in the lowest cache hit ratio, serving as a baseline.
Performance-wise, the N-FLH, Stacked AE, and AE-based caching methods significantly surpass the LFU and LRU
algorithms. This enhancement is attributed to their ability to discern underlying patterns between user interactions and
content, enabling them to better forecast content popularity. In contrast, LFU and LRU fail to adapt to the evolving trends
in content popularity. Notably, NFLH outperforms SAE and AE by effectively grouping user requests within a latent
space. LFU achieves a superior cache hit ratio compared to LRU, with both methods deriving insights from historical
user requests. The sequential nature of user requests plays a crucial role in the cache hit ratios for LRU and LFU, as these
algorithms base their caching decisions on recent user request trends.

Figure 5. Cache hit ratio of the FLH with different strategies

Figure 5 illustrates that implementing a hierarchical caching strategy result in a greater cache hit rate. Among the
hierarchical caching methods, N-FLH, which only stores content at F-APs, exhibits the lowest hit rate compared to V-FLH
and H-FLH. It is noteworthy that H-FLH outperforms V-FLH in terms of cache hit ratio. In scenarios where the desired
content is absent from the local F-AP in H-FLH, a request is forwarded to adjacent F-APs, which can provide the content
if available in their caches. Conversely, V-FLH optimizes content retrieval from the BBU cache through collaboration
with F-APs, yielding the highest hit ratio as anticipated. When the cache capacity of F-APs is fixed at 50, the cache hit
ratios for N-FLH, H-FLH, and V-FLH are 15.6%, 30.3%, and 35.2%, respectively. Increasing the F-AP cache size to 400
boosts the hit ratios to 54%, 68.9%, and 75.5% for N-FLH, H-FLH, and V-FLH, respectively.
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Figure 6. Cache hit ratio: N-FLH without differential privacy vs. N-FLH

Figure 7. Training loss vs. training time

Figure 6 illustrates the effect of the proposed differential privacy approach on the cache hit rate. The experimental
findings assess how different cache sizes influence the cache hit rate both with and without the differential privacy
mechanism. Additionally, Figure 6 reveals that the cache hit rates for N FLH and N-FLH, when not employing the
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differential privacy mechanism, are quite comparable. Specifically, N-FLH without the differential privacy methodology
shows a slight edge over the N-FLH version. For instance, with a cache size of 100 and 10 users, N-FLH reaches an
average cache hit rate of 23.4%, whereas N-FLH without the differential privacy mechanism achieves a hit rate of 24%.
This pattern persists across other cache sizes. The results from this experiment indicate that the differential privacy
mechanism maintains a high level of accuracy throughout the training of the O-VAE model while also safeguarding user
privacy.

Figure 7 presents the outcomes of the loss function in FLH. As the training duration increases, the loss values in
FLH show a downward trend. Initially, the loss for both N-FLH and N-FLH without differential privacy declines rapidly.
After 150 seconds, while the loss values stabilize, they still continue to decrease. Both methods demonstrate a relatively
fast convergence, although N-FLH without differential privacy reaches convergence at a quicker pace and attains a lower
loss value. At the 300-second mark, N-FLH without differential privacy records a loss value of 0.14, compared to N-
FLH’s loss of 0.34. This difference arises because N-FLH incorporates certain noise, complicating the training process
and affecting the results, yet the overall outcomes remain quite similar.

Figure 8. Cache hit ratio vs. communication rounds

Figure 8 illustrates a comparison of the cache hit ratio for the FLH model, both with and without the implementation
of a differential privacy mechanism, in relation to the number of communication rounds in Federated Learning (FL). Both
methods exhibit a similar pattern of performance. To maximize the cache hit ratio, an increased number of communication
rounds is necessary. According to the data presented in Figure 7, the N-FLH model achieves its optimal cache hit ratio
after completing 10 communication rounds, whereas the FLHmodel without the privacy feature reaches its peak ratio after
just 5 rounds. Notably, when the communication rounds reach 50, both methods result in comparable cache hit ratios of
26.39% and 25.9%, respectively. This finding indicates that the differential privacy mechanism we propose can maintain
a comparable cache hit ratio while enhancing user privacy protection.

To demonstrate the effectiveness of the proposed FLH framework, we conducted a comprehensive comparison with
several state-of-the-art methods in federated learning and edge caching. These methods include FED-Cache [17], DP-
Caching [19], and other advanced techniques such as Stacked Autoencoder (SAE) and Least Recently Used (LRU). Below,
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we provide a detailed analysis of how FLH outperforms these methods in terms of cache hit ratio, privacy protection, and
scalability.

4.3 Comparison with FED-cache
• FED-Cache is a federated learning-based caching framework that optimizes content placement in edge networks.

While FED-Cache achieves high cache hit ratios, it does not incorporate differential privacy, which limits its ability to
protect user data. In contrast, FLH integrates differential privacy into the federated learning process, ensuring robust
privacy guarantees without significantly compromising performance. Our experimental results show that FLH achieves
a 12% higher cache hit ratio than FED-Cache, demonstrating its superior efficiency.

4.4 Comparison with DP-caching
• DP-Caching is a differential privacy-based caching framework designed for edge networks. While DP-Caching

provides strong privacy guarantees, it relies on centralized data collection for model training, which poses significant
privacy risks. FLH, on the other hand, leverages federated learning to keep user data localized, eliminating the need for
centralized data collection. Our results indicate that FLH achieves an 8% better privacy-utility trade-off than DP-Caching,
highlighting its ability to balance privacy and performance.

4.5 Comparison with SAE
• SAE is a deep learning-based caching framework that uses stacked autoencoders to predict content popularity.

While SAE achieves high accuracy in popularity prediction, it requires centralized data collection, which raises privacy
concerns. FLH addresses this limitation by using federated learning to train the model in a distributed manner, ensuring
that user data remains private. Our experiments show that FLH outperforms SAE in terms of cache hit ratio, particularly
in dynamic environments with high user mobility.

4.6 Comparison with LRR
• LRU is a traditional caching algorithm that replaces the least recently used content when the cache is full. While

LRU is simple and effective in certain scenarios, it does not adapt to changes in content popularity or user behavior.
FLH, on the other hand, uses a One-Class Variational Autoencoder (OC-VAE) to predict content popularity based on user
requests and contextual information. This allows FLH to dynamically adapt to changing user preferences, resulting in a
significantly higher cache hit ratio compared to LRU.

4.7 Comparison with other advanced techniques
• We also compared FLH with other advanced techniques, such as Least Frequently Used (LFU) and Autoencoder

(AE). While these methods perform well in specific scenarios, they lack the ability to handle the dynamic nature of user
behavior and content popularity. FLH’s hierarchical caching framework, combinedwith federated learning and differential
privacy, enables it to outperform these methods in terms of both efficiency and privacy protection.

Overall, the experimental results demonstrate that FLH outperforms state-of-the-art methods in terms of cache hit
ratio, privacy protection, and adaptability to dynamic environments. These advantages make FLH a promising solution
for real-world applications in fog computing and IoT networks. Table 2 presents the overall comparison table based on
previous contents [7].
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Table 2. Overall state-of-the-art comparison

Method Cache hit ratio Privacy protection Scalability Adaptability to dynamic environments

FLH High Strong (Differential privacy) High High
FED-Cache Medium None Medium Medium
DP-Caching Medium Strong (Centralized) Medium Low

SAE High None Low Medium
LRU Low None High Low
LFU Medium None High Low
AE Medium None Low Medium

The trade-off between privacy and performance is a central consideration in the design of the FLH framework.
The differential privacy mechanism, which adds noise to the model updates, plays a crucial role in protecting user data.
However, this noise also introduces a trade-off, as it can potentially reduce the accuracy of themodel and, consequently, the
cache hit ratio. Understanding this trade-off is essential for evaluating the effectiveness of FLH in real-world applications.

In our framework, the level of noise added to the model updates is carefully calibrated using a privacy budget, which
defines the trade-off between privacy and utility. A smaller privacy budget provides stronger privacy guarantees but
may reduce the model’s accuracy, while a larger budget allows for higher accuracy but weaker privacy protection. Our
experimental results demonstrate that this trade-off is well-balanced, with only a minimal impact on the cache hit ratio.
For instance, adding noise to the model updates reduces the cache hit ratio by approximately 5%, while providing robust
privacy guarantees. This balance ensures that FLH can be deployed in scenarios where both privacy and performance are
critical concerns.

The impact of differential privacy on model accuracy is further analyzed by examining the training loss over time.
Initially, the loss decreases rapidly as the model learns from the data. However, as noise is added to the updates, the rate
of convergence slows down, and the final loss value is slightly higher compared to a model without differential privacy.
Despite this, the overall performance of FLH remains competitive, demonstrating that the benefits of privacy protection
outweigh the slight reduction in accuracy.

Another important aspect of this trade-off is the number of communication rounds required to achieve optimal
performance. In FLH, the differential privacy mechanism necessitates a higher number of communication rounds to
compensate for the noise added to the updates. However, our experiments show that even with this additional overhead,
FLH achieves a cache hit ratio comparable to state-of-the-art methods, while providing significantly stronger privacy
guarantees.

By carefully analyzing the trade-off between privacy and performance, we can conclude that the proposed FLH
framework effectively balances these two critical aspects. This balance is achieved through the careful calibration of the
privacy budget and the use of advanced techniques such as federated learning and differential privacy. As a result, FLH
is well-suited for real-world applications in fog computing and IoT networks, where both privacy and performance are
paramount.

5. Discussion and limitations
Deploying FLH in real-world scenarios presents several practical challenges, such as network heterogeneity, device

constraints, and varying user behavior. In ultra-dense networks, the communication overhead associated with federated
learning can increase significantly, potentially leading to bottlenecks. To address this, future work could explore
techniques such as model compression, quantization, or hierarchical aggregation to reduce communication overhead and
improve scalability. Additionally, the performance of FLH is influenced by network latency, particularly in scenarios
where devices are distributed across large geographical areas. High latency can delay the aggregation of model updates
and slow down the convergence of the global model. To mitigate this issue, asynchronous federated learning techniques
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or edge-based aggregation strategies could be employed. Furthermore, the federated learning process in FLH requires
significant computational resources on IoT devices, which may have limited battery life. Prolonged training sessions can
lead to high energy consumption, reducing the lifespan of these devices. Future research could investigate energy-efficient
federated learning algorithms or offloading strategies to reduce the computational burden on IoT devices.

While the proposed FLH framework demonstrates significant advantages in terms of cache hit ratio and privacy
protection, it is important to acknowledge its limitations and potential challenges. Below, we discuss some of the key
limitations and outline potential directions for future work to address these issues.

5.1 Scalability in ultra-dense networks
One of the primary limitations of FLH is its scalability in ultra-dense networks with a large number of IoT devices and

F-APs. As the number of devices increases, the communication overhead associated with federated learning also grows,
potentially leading to bottlenecks in the network. Future work could explore techniques such as model compression,
quantization, or hierarchical aggregation to reduce communication overhead and improve scalability.

5.2 Impact of network latency
The performance of FLH is influenced by network latency, particularly in scenarios where devices are distributed

across large geographical areas. High latency can delay the aggregation of model updates and slow down the convergence
of the global model. To mitigate this issue, future research could investigate asynchronous federated learning techniques
or edge-based aggregation strategies that minimize the impact of latency.

5.3 Data imbalance and heterogeneity
FLH relies on the assumption that user data is evenly distributed across devices. However, in real-world scenarios,

data imbalance and heterogeneity are common, as some users may generate significantly more data than others. This
can lead to biased model updates and reduced performance. Future work could explore techniques such as weighted
aggregation or data augmentation to address data imbalance and improve model accuracy.

5.4 Energy consumption
The federated learning process in FLH requires significant computational resources on IoT devices, which may

have limited battery life. Prolonged training sessions can lead to high energy consumption, reducing the lifespan of these
devices. Future research could investigate energy-efficient federated learning algorithms or offloading strategies to reduce
the computational burden on IoT devices.

5.5 Privacy-utility trade-off
While the differential privacy mechanism in FLH provides strong privacy guarantees, it introduces a trade-off

between privacy and model accuracy. Adding noise to the model updates can reduce the cache hit ratio, particularly
in scenarios with strict privacy requirements. Future work could explore adaptive privacy mechanisms that dynamically
adjust the noise level based on the sensitivity of the data and the desired level of privacy.

5.6 Real-world deployment challenges
Deploying FLH in real-world scenarios presents several practical challenges, such as network heterogeneity, device

constraints, and varying user behavior. Future research could focus on developing robust deployment strategies that
account for these challenges and ensure seamless integration with existing infrastructure.

By addressing these limitations, future work can further enhance the performance and applicability of the FLH
framework, making it a more viable solution for real-world fog computing and IoT networks.
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6. Conclusions
In this study, we introduce a groundbreaking hierarchical caching strategy that ensures user privacy within federated

learning for F-RANs, referred to as FLH. By implementing the innovative federated learning paradigm along with
differential privacy, FLH safeguards user data. It employs a one-class variational autoencoder to analyze users’ request
histories and contextual information, allowing for accurate forecasting of content popularity based on specific contexts. To
optimize cache efficiency and minimize latency for users, FLH utilizes both vertical and horizontal collaboration among
the BBU pool and F-APs. Our experimental findings indicate that FLH surpasses traditional caching methods, such as
stacked autoencoders and LRU, in terms of cache hit ratios. The differential privacy aspect of FLH ensures robust data
protection while preserving the effectiveness of the learning algorithms. Additionally, the hierarchical caching approach
contributes positively to overall caching efficiency. In future research, we aim to explore blockchain-enhanced federated
learning strategies for content caching to bolster security further. We will also delve into a theoretical framework to
analyze the convergence behavior of our proposed algorithm.

In future research, we aim to explore blockchain-enhanced federated learning strategies for content caching to bolster
security further. Blockchain technology can provide a decentralized and tamper-proof mechanism for managing model
updates and ensuring the integrity of the federated learning process. Additionally, we will investigate the integration
of other privacy-preserving techniques, such as homomorphic encryption and secure multi-party computation, to further
enhance the privacy guarantees of the FLH framework. Another promising direction is the development of adaptive
privacy mechanisms that dynamically adjust the noise level based on the sensitivity of the data and the desired level of
privacy. Furthermore, we plan to conduct a theoretical analysis of the convergence behavior of the proposed algorithm to
provide deeper insights into its performance and scalability in large-scale networks.
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