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Abstract: A quantum public-key cryptosystem without quantum storage for public-keys is provided. In traditional
quantum public-key cryptosystems the public key of a user is a set of quantum systems. There is a Key Mangement
Center (KMC) which needs to keep the public keys of all users for a long time to satisfy communication requirments
between users. But it’s very difficult to keep quantum systems for a long time beacuse quantum system will undergo
decoherence with time. This is a big obstacle for quantum public-key crytosystems when they are applied in practice.
This quantum public-key cryptosystem can solve this problem. A user keeps a state sequence and a binary string in the
key management center called the source key which is only a piece of classical information. If one user A wants to have
another user B to get a secret message, KMC creates a sequence of quantum systems according to the latter one’s source
key, which is just the user’s (public key, private key) pair. Then the two users can acomplish secure communications with
KMC’s assistance. On the otherhand users can also perform message authentication on the messages to guarantee that
the messages can’t be forged or distorted. In this cryptosystem KMC needs no quantum storage for public keys, which
greatly reduces the technical difficulities of key management and secret communication. Moreover any two users needn’t
keep a quantum channel between them. Therefore to realize and apply this quantum public-key cryptosystem is much
more easier than traditional quantum public-key cryptosystems.
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1. Introduction
Quantum information technology is the integration of quantum physics and information technology. Quantum

cryptography is a very active and important fields in quantum inforamtion technology. As known classical cryptosystems
are based on the complexity of computation, which make them to be computationally secure. But quantum cryptosystems
are based on the pricinples of quantum physics. So they can have unconditional security. In 1984 Bennett and Brassard
issued a Quantum Key Distribution (QKD) protocol [1]. It’s the first quantum cryptographic protocol which is also called
BB84 protocol. After that researchers have developed many QKD protocols. For example, Ekert’s scheme based on Bell
theorem [2], the improved scheme for BB84 (named B92 scheme) [3], QKD scheme based on an unknown and untrusted
source [4], QKD scheme over untrusted channels with zero quantum capacity [5], semi-quantum key distribution shemes
[6–8], mediated semi-quantum key distribution schemes [9, 10], device independent QKD schemes [11, 12], continuous-
variable QKD scheme [13], discrete-phase-randomized twin-field QKD scheme [14], high-dimensional QKD schemes
[15] and noise-resilient QKD scheme [16]. The expermental work for QKD has also been fulfilled. The first experiment
for BB84 protocol is performed by Bennett’s research group [17]. Now people have finished QKD experiments in optical
fibre over 400 kilometers [18]. Experimental experts have also completed QKD experiments in free space beyond 1 km
[19]. QKD experiment between the satelite and earth station with a distantce more than 1,200 km were also realized [20].

In tranditional cryptosystems, keymanagement is themost difficult andmost complex problem. Public-key algorithm
is a milestone in cryprography. It needs much lower key management expense. Rivest, Shamir and Adleman gave the first
public-key algorithm named Rivest-Shamir-Adleman (RSA) algorithm [21]. Today people have developed many public-
key algorithms which have become one of the foundation stones for information security in modern society. But Shore
issued a quantum algorithm [22]. It’s proved to be able to crack RSA algorithm in polynomial time. Since thenmost public-
key algorithms have been found to be unsecure on future quantum computer, which forms a serous threat to information
and network security. Gottesman is the first researcher trying to solve this problem. He gave a quantum one-way function
[23] for quantum digital signature. At the same time he suggested people to dsign quantum public-key algorithms on
possible quantum one-way functions. In 2008 Nikolopoulos first proposed a Quantum Public-Key (QPK) algorithm based
on rotation of sigle-particle quantum state [24]. Thereafter many QPK cryptosystems were presented. Nikolopoulos et
al. presented a deterministic quantum-public-key encryption in 2009 [25]. Ioannou issued a QPK cryptosystem based on
bounded quantum reference frames [26]. Luo et al. gave a QPK cryptosystem which is based on one-parameter unitary
groups [27]. In 2012 Seyfarth et al. studied symmetries and security of random QPK cryptosystem based on single-qubit
rotations [28]. A quantum public-key cryptographic system based on quantum walk is given by Vlachou et al. [29].
Wu et al. provided a QPK cryptosystem based on the Bell States [30]. Yang et al. designed a QPK scheme based on
conjugate coding [31]. Liu et al. presented a QPK cryptosystem with four states key [32]. Zhang et al. proposed a QPK
cryptosystem based on quantum teleportation [33]. Li et al. put forward a QPK cryptosystem without quantum channels
between any two users [34]. Wang gave a ternary QPK cryptosystem based on qubit rotation [35]. Barooti et al. developed
a QPK cryptosystemwith a group of quantum key [36]. Rencently research findings on QPK are still continuously brought
forward [37–41].

As known in public-key cryptosystems the Key Management Center (KMC) must store the public key of every user.
If one user wants to send a secret message to another user, he or she will ask KMC for the latter user’s public key. Under
normal circumstances KMC need store all users’ public keys for long periods to satisfy communication requests which
may arrive from time to time. It is not a problem in classical public-key cryptosystems because usually the public key
is only one binary string or a group of binary strings. But in quantum public-key cryptosystems public keys are often a
group of quantum systems. It’s known that quantum systems will evitablely undergo decoherence over time, which may
cause quantum systems to lose quantum coherence. So the quantum public-key cryptosystem is doomed to collapse. It’s
very difficult and expensive for KMC to store quantum systems which serve as users’ public keys for a long period of
time. It brings big difficulities for quantum public-key crytposystems to be applied in practice.

This paper presented a quantum public-key cryptosystem without quantum storage for public keys. KMC need only
keep some classical information denoted as the source key for every user. Only when a communication request arrives,
KMC temporarily creates a set of composed eantangled quantum systems as the (public key, private key) pair for the
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user from his or her source key. So KMC needn’t keep quantum systems for a long time any longer, which significantly
reduces the technical difficulites and management expense of this cryptosystem. Furthermore any two users don’t send
qubits to each other so that they needn’t a quantum channel conecting them. Thus this cryptosystem is much easier to be
implemented in practical applications.

2. Main idea
In quantum information research a two-level particle or multiparticle system is defined as a ‘qubit’ on which people

can encode inforamtion. Its state space is a two-dimension Hilbert space. People can measure a qubit in a complet
orthogonal basis {|0 >, |1 >} or in another complet orthogonal basis {|+>, |−>} in which

|+>=
1√
2
(|0 >+|1 >), |−>=

1√
2
(|0 >−|1 >). (1)

A composed system consisiting of two qubits can in one state of the four Bell states

|Φ+ >=
1√
2
(|00 >+|11 >) =

1√
2
(|+−>+|−+>)

|Φ− >=
1√
2
(|00 >−|11 >) =

1√
2
(|+−>−|−+>)

|Ψ+ >=
1√
2
(|01 >+|10 >) =

1√
2
(|++>+|−−>)

|Ψ− >=
1√
2
(|01 >−|10 >) =

1√
2
(|++>−|−−>). (2)

We assume that a two-qubit quantum system is in one state of {|Φ+ >, |Φ− >, |Ψ+ >, |Ψ− >}. Two persons hold one
qubit of the two-qubit system respectively, they can perform measurements on the qubit at his or her hands respectively.
As known there are definite correlations between their measurement results. It is summarized in the following Table 1.

Table 1. Measurement results correlations

Two-qubit’s state Measurement basis Results relations

|Φ+ > {|0 >, |1 >} Identical

|Φ+ > {|+>, |−>} Contrary

|Φ− > {|0 >, |1 >} Identical

|Φ− > {|+>, |−>} Contrary

|Ψ+ > {|0 >, |1 >} Contrary

|Ψ+ > {|+>, |−>} Identical

|Ψ− > {|0 >, |1 >} Contrary

|Ψ− > {|+>, |−>} Identical
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Now two users, Alice and Bob, want to exchange secret messages. There is a KMC which servers for them to finish
communications. There is an insecure quantum channel and an authenticated classical channel needed. The authenticated
classical channel is public so that everyone can listen to it but no one can pretend to be other one. On the other hand the
insecure quantum channel is open to everyone. First Alice creates a random state sequence

φ = (φ1φ2 ... φN), φi ∈ {|Φ+ >, |Ψ+ >}. (3)

Alice creates a binary string R at random. Then Alice shares < φ, R > with KMC. It is called Alice’s source key.
Both Alice and KMCmust keep< φ, R > absolutely secret so that no orthers can get it. When Bob wants to send a secret
message to Alice, he asks for KMC’s help. Then KMC produces N composed two-qubit quantum systems in which the
state of each two-qubit system is

|Φ+ >=
1√
2
(|0 >1 |0 >2 +|1 >1 |1 >2)

or

|Ψ+ >=
1√
2
(|0 >1 |1 >2 +|1 >1 |0 >2). (4)

according to φ . The two-qubit sysyem sequence is just Allice’s (public key, private key) pair. The subscript “1” and “2”
mark the different two qubits. Furthermore the qubit sequence consisting of qubit 1of each quantum two-qubit system is
denoted as d which is just Alice’s private key. And the qubit sequence consisting of qubit 2 of each quantum two-qubit
system is denoted as e which is just Alice’s private key. KMC sends e to Bob while it keeps d by itself. After receiving
e, Bob measures every qubit in meaurement basis {|0 >, |1 >} while he writes down his measurement results as a state
sequence

ξ = (ξ1ξ2 ... ξN), ξi ∈ {|0 >, |1 >}. (5)

Then Bob performs on ξ according to the Coding Rule.
Coding Rule:
When ξi is |0 >, Bob gets “0”; when ξi is |1 >, Bob gets “1”.
At last Bob gets a binary string

m = (m1m2 ... mN), mi ∈ {0, 1}. (6)

If Bob wants to send a secret message P to Alice in which P is an N-bit string, he does an Exclusive OR (XOR)
operation on P and m. Finally Bob obstains

S = P⊕m. (7)
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Then Bob transfers S to Alice through the public classical channel. On the other hand KMC measures every qubit at
his hands in meaurement basis {|0 >, |1 >}. The measurement results can be denoted as a state sequence

ϕ = (ϕ1ϕ2 ... ϕN), ϕi ∈ {|0 >, |1 >} (8)

Next KMC produces a new state sequence ϕ R from ϕ and R according the following rule.
Transform Rule:
If Ri = 0, ϕ R

i = ϕi; if Ri=1, ϕ R
i = σxϕi.

In the Transform Rule σx is the NOT operation on a sing-particle quantuam state and we have

σx|0 >= |1 >, σx|1 >= |0 > . (9)

Then KMC sends ϕ R through the public classical channel to Alice. So Alice gets both S and ϕ R. Next Alice performs
the same operation with ϕ R and R according the Transform Rule to get a new state sequence ϕ T . That is to say,

If Ri = 0, ϕ T
i = ϕ R

i ; if Ri=1, ϕ T
i = σxϕ R

i .
It’s easy to find that

ϕ T = ϕ . (10)

NowAlice has KMC’smeasuremnets result sequence ϕ and the state sequenceφ . She can deduce Bob’smeasurement
result sequence ξ according Table 1.

Decoding Rule:
If KMC’s measurement result ϕi is |0 > and the state φi is |Φ+ >, Bob’s measurement result ξi is |0 >;
If KMC’s measurement result ϕi is |1 > and the state φi is |Φ+ >, Bob’s measurement result ξi is |1 >;
If KMC’s measurement result ϕi is |0 > and the state φi is |Ψ+ >, Bob’s measurement result ξi is |1 >;
If KMC’s measurement result ϕi is |1 > and the state φi is |Ψ+ >, Bob’s measurement result ξi is |0 >.
The reason process can be summarized as the following Table 2.

Table 2. Decoding rule

ϕi φi ξi

|0 > |Φ+ > |0 >

|1 > |Φ+ > |1 >

|0 > |Ψ+ > |1 >

|1 > |Ψ+ > |0 >

Next Alice gets Bob’s string m from ξ according to the coding rule just as Bob. Finally Alice does an XOR operation
on S and m. She have

P′ = S⊕m = P⊕m⊕m = P. (11)
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Therefore Alice acquires the secret message which Bob sends her. In section 4 it will be proved that any eavesdropper
can’t obtain the message. So Alice and Bob complete a secure communication process. On the contrary, when Alice wants
to have Bob to receive a secret message, what they need to do is to swap places in the communication process.

We can design a quantum publc-key cryptosystem built on the basis of the idea above. The public key for a user isn’t
a group of quantum systems but only a piece of classical information. So KMC needn’t quantum storage which can save
quantum sytems for a long time to keep public keys. It greatly reduce the technical difficulty to establish the quantum
public-key crytposystems. In the communication process every user need only receive qubits from KMC. Any two users
doesn’t need to send qubits to others or recive qubits from others so that they needn’t quantum channel to connect with
each other. The cryptosystem has lower resource consumption. Therefore it’s much easier to be applied in reality.

3. Quantum public-key cryptosystem without quantum storage
Here let’s introduce this quantum public-key cryptosystem. In the cryptosystem there are a number of users and

a KMC. Like in classical public-key cryptosytems, such as Rivest-Shamir-Adleman (RSA) system or Elliptic Curve
Cryptography (ECC) system, KMC serves as the core rule of this quantum public-key cryptosystem. It not only keeps
users’ keys but also joins in the communication processes. There is a public classical channel through which everyone
can send and receive classical information. But it’s authenticated so that everyone can’t impersonate other one. At the
same time there is an insecure quantum channel through which KMC can send qubits to every user. Every user creates a
state sequence

φ = (φ1φ2 ... φN), φi ∈ {|Φ+ >, |Ψ+ >} (12)

and a random binary string

R = (R1R2 ... RN), Ri ∈ {0, 1}. (13)

< φ, R > is clalled the source key of the user. Then the user and KMC share the resource key while they keep it
absolute secret in order to prevent any third one from getting it. The source key can be produced and kept using the same
produre like the private key in classical public-key cryptosystem, for example RSA cryptosystem.

Let’s assume the two users are Alice and Bob. When Bob intends to transfer Alice a secret message, he first informs
KMC. Then KMC creates N two-qubit systems according to φ . They are the (public key, private key) pair of Alice. All
the first qubit of every two-qubit system consist of a qubit sequence d which is called Alice’s privtae key. At the same time
all the second qubit of every two-qubit systems consist of a qubit sequence e which is called Alice’s public key. They will
be used to encrypt and decrypt message. It must be pointed that Alice’s (public key, private key) pair is created only when
other user, for example Bob, wants to send her a secret message. Furthermore Alice’s (public key, private key) pair is
consumed after the secret communication process. So unlike most of the previous quantum public-key cryptosystems, our
quantum public-key cryptosystem doesn’t require KMC to maintain quantum storage for users’ public keys for a relative
long time.

3.1 Secret communication process

Without losing generality, the secret message which Bob wants to send Alice is denoted as n-bit binary string P.
Alice and Bob perform the following process.

Step 1: Bob dispatches a notice to KMC through the classical channel declaring that he intends to transfer a secret
n-bit string to Alice.
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Step 2: KMC creates N two-qubit systems according to Alice’s source key φ as Alice’s (public key, private key) pair.
KMC keeps the qubit sequence consistiong of the first qubit of every two-qubit system which is called Alice’s public key
e. The qubit sequence consistiong of the second qubit of every two-qubit system is called Alice’s public key e. Next KMC
sends e to Bob by the quantum channel.

Step 3 (error-checking): After Bob receives the qubit sequence e, KMC and Bob mutually select k two-qubit systems
at random in which k = N − n. To each two-qubit system of the k two-qubit systems KMC and Bob mutually choose
a measure basis {|0 >, |1 >} or {|+ >, |− >} at random and measure the qubit at hands respectively. Afterwards Bob
announces his measurement results through the classical channel. NowKMC have both its measurement results and Bob’s
measurement results. At the same time KMC also holds Alice’s source key< φ, R>. If there are no errors in transmission
or eavesdroppers exsting, KMC’s measurement results, Bob’s measurement results and φ must satify Table 1 in section 2.
So KMC can compare its measurement results and Bob’s measurement results with φ according to Table 1. If there are too
many disagreements, KMC is sure that communication process is insecure. So KMC and Bob terminate the commucation
process. They switch back to step 1. Or they continue to perform step 4.

Step 4: Bob measures the left n qubits of e in basis {|0 >, |1 >} while KMC measures the left qubits of d in basis
{|0 >, |1 >}. Bob writes down his measurement results as a state squence ξ and KMC records its measurement results as
a state sequence ϕ . On the other hand KMC throws the corresponding k bits in R. Finally it gets a new n-bit string R1. It
also throws the corresponding states which are used in error-cheking from φ to get a new state sequence φ1. KMC also
informs Alice asking she to do the same things. So Alice also gets the string R1 and the state squence φ1.

Step 5: Bob performs on ξ according to Coding Rule. Then he has an n-bit string m. Then Bob performs an XOR
operation on m and the message P. Next Bob has a n-binary string S = P⊕m. Finally Bob transfers S to Alice by the
classical channel.

Step 6: After getting S, Alice informs KMC through the classical channel and ask KMC’s help.
Step 7: KMC performs on ϕ and R1 according to Transform Rule to get a new state sequence ϕ R1. Then KMC

declares ϕ R1 through the classical channel.
Step 8: Alice performs on ϕ R1 and R1 according to Transform Rule when she receives ϕ R1. Then Alice gets a new

string ϕ T which is easy to prove that ϕ T = ϕ . So Alice can deduce ξ from ϕ and φ1 according to Table 2. Next Alice
performs on ξ according to Coding Rule to gets m just as Bob. Finally Alice does an XOR operation on S and m. So she
has P′ = S⊕m = P⊕m⊕m = P. Now Alice have acquired P. It’s just the secret message that Bob transfers to Alice.

When Alice needs to transfer a secret message to Bob, Alice and Bob only need to switch roles in the communication
process. So in this public-cryptosystem users can accomplish secret communication with KMC’s assistance.

3.2 Message authentication

Except confidentiality of the message, people usually hope that the message is authenticated so that the receiver can
affirm the veracity and integrity of the message. In this cryptoystem Bob is able to perform message authentication on
the message which he sends Alice. When Alice receives the authenticated message, she can verify the authentication. If
the authentication is verified, Alice is sure that the message is really from Bob. At the same time she also assures that the
message hasn’t been distorted in transmission.

3.2.1Authentication process

Befor Bob transmits the secret message P to Alice, he creates an authenticator from the message by his private key
and adds it to the message. Like in classical cryptosystems, the authenticator is not produced from P but from the abstract
of Pwhich is generated by a information-theoretic secure hash algotithm. In this crytosystem users use SHA256 algorithm
which is widely applied in message authentication and digital signature. To accomplish message authentication, Bob and
Alice perform the following process.

Step 1: Bob applies SHA256 algorithm to the message P and gets its abstract. Then Bob has an n1-bit string AP.
Step 2: Bob informs KMC asking it to help to perform message authentication through the classical channel.
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Step 3: KMC creates N two-qubit systems accroding to Bob’s source key < φ, R >. The qubit sequence which
consists of the first qubit of each two-qubit system is denoted as Bob’s private key d while the qubit sequence which
consists of the second qubit of each two-qubit system is denoted as Bob’s public key e. Then KMC sends d to Bob
through the insecure quantum channel.

Step 4 (error-checking): After Bob receives the qubit sequence d, KMC and Bob mutually choose k1 two-qubit
systems at random in which k1 = N − n− n1. To each two-qubit system KMC and Bob mutaully choose a measure
basis {|0 >, |1 >} or {|+ >, |− >} at random and measure the qubit at hands respectively. Next Bob announces all
the measurement results by the classical channel. Now KMC has its measurement results, Bob’s measurement results.
At the same time KMC also has Bob’s source key < φ, R >. If there are no errors in transmission or eavesdroppers
exsting, KMC’s measurement results, φ and Bob’s measurement results must satify Table 1 in section 2. So KMC can
compare its results and Bob’s results with φ according to Table 1. If there are too many disagreements, KMC is sure that
communication process fails. So KMC and Bob stop the communication. They go back to step 1. Or they continue and
perform step 5.

Step 5: Bob measures the left k qubits of d in basis {|0 >, |1 >} while KMC measures the left k qubits of e in basis
{|0 >, |1 >}. Bob writes down his measurement results as a state squence ξ and KMC records its measurement results
as a state sequence χ . At the same time KMC and Bob also keeps the n1 corresponding states in φ . It’s denoted as a new
state sequence φ1.

Step 6: Bob applies Coding Rule to ξ and obtains an n1-bit string m. Then Bob does an XOR opertion on AP and m.
As a result he has SAP = AP⊕m. It’s just the authenticator of the message P. At the same time KMC can deduce ξ from
χ and φ1 according to Decoding Rule. So KMC also applies Coding Rule to ξ . Finally KMC obtains m, two.

Step 7: Bob adds SAP to P to get a string PS. So PS is just the plain text which Bob sends Alice in the secret
communication process of section 3.1.

Now Bob sends PS to Alice according to the secret communication process of section 3.1.
It is necessary to notice that the PS must be an n-bit string. So P must contain n−n1 bits. If P doesn’t conform to it,

what Bob need do is to divide P into a few pieces or add some bits to P to satisfy the requirement.

3.2.2Verification process

After receiving PS, Alice and KMC performs the following process to acomplish verification.
Step 1: Alice draws P and SAP from PS. Then Alice asks KMC for m.
Step 2: KMC sends m to Alice through the classical channel.
Step 3: Alice applies SHA256 algorithm to P to get the abstract AP′.
Step 4: Alice does an XOR operation on AP′ and m. Then Alice obtains SAP′ = AP′ ⊕m. If SAP′ = SAP, the

authencation is verified. Alice affirms that the message is surely from Bob. Moreover the message is undistorted. Or the
verification is unsuccessful. Alice will refuse to accept the message.

4. Security of the communication process
In this public-key cryptosystem two users can realize secret communication and message authentication. The proof

is given as follows.

4.1 Confidentiality of the communication process

An eavesdropper named Eve wants to get the secret message P when Bob sends it to Alice. Eve can listen to both
the classical channel and the quantum channel, trying to obtain P.

First Eve can get the cipher text S when Bob sends it to Alice. Eve also can obtain the state sequence ϕ R1 which
KMC declared it. But Eve doesn’t hold R1. Therefore she is unable to deduce ϕ from ϕ R1. Therefore Eve doesn’t hold
φR1, either. So Eve has no way to deduce Bob’s measurement result sequence ξ just as Alice does. As a result Eve is
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unable to get m from ξ . Whatever Eve may do, the probabilityfor her to obtain one bit in P by S and ϕ R1 is no more than
1
2
. So the probablity for her to get P is at most

p_E =

(
1
2

)n

. (14)

If n is equal to 1,000,

p_E =

(
1
2

)1,000

≈ (10)−300. (15)

It’s an extremely small probablity. In fact Eve is unable to get P.
Second Eve can catch e when KMC sends it to Bob. But she can’t measure the qubits in e because they contain no

information about P. Moreover if Eve measures the qubits in e, they will collapse into state |0 > or |1 > at random. The
entangled two-qubit systems lose entanglement. Bob and KMC will perform error-checking in step 3 of section 3.1. They
choose out k two-qubit systems at random. Next KMC and Bob measure the qubits respectively in basis {|0 >, |1 >} or
{|+>, |−>} at random. Both KMC and Bob will get measurement results |0>, |1>, |+> or |−> at random. As known
no correlations exsit between KMC’s and Bob’s measurement results. Then KMC compares its measurement result and
Bob’s measurement results with φ according to Table 1. Therefore to one two-qubit sysytem the probability for KMC and
Bob to get the same results is no more than

1
2
. So the probability for Bob and KMC to obtain the same results to all the

two-qubit sysytems for error-checking is

p1_E =

(
1
2

)k

. (16)

If k = 100,

p1_E =

(
1
2

)100

≈ (10)−30. (17)

The probability can be negligible in practice. So Eve will be undoubtedly found. Her attack is invalid.
Third Eve may perform entangment attack on the qubits from KMC to Bob. As known the two-qubit system in the

(public key, private) pair is in the state

|Φ+ >=
1√
2
(|0 >1 |0 >2 +|1 >1 |1 >2) (18)

or

|Ψ+ >=
1√
2
(|0 >1 |1 >2 +|1 >1 |0 >2). (19)
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When KMC sends the qubit sequence e which consists of qubit 2 of each two-qubit system to Bob, Eve catches e.
To each qubit in e, Eve creates an auxiliary qubit. It is denoted as qubit E. Then Eve does a controlled-NOT (CNOT)
operation on qubit 2 and qubit E in which the former is the control qubit and the latter is the target qubit. Now the whole
three-qubit system’s state is

|S >=
1√
2
(|0 >1 |0 >2 |0 >E +|1 >1 |1 >2 |1 >E)

=
1

2
√

2
[|+>1 (|+>2 |+>E +|−>2 |−>E)+ |−>1 (|+>2 |−>E +|−>2 |+>E)]

(20)

or

|SS >=
1√
2
(|0 >1 |1 >2 |1 >E +|1 >1 |0 >2 |0 >E)

=
1

2
√

2
[|+>1 (|+>2 |+>E +|−>2 |−>E)−|−>1 (|+>2 |−>2 +|−>1 |+>E)].

(21)

When KMC and Bob performs error-checking, they choose k two-qubit systems at random. Then KMC and Bob
respectively measure the qubits at his hands in basis {|0 >, |1 >} or {|+>, |−>} at random. To each two-qubit systems
the measurement results are summarized as the following Table 3.

Table 3. Measurement results with Eve’s existence

φi Three-qubit system’s state Measurement basis KMC’s result Bob’s result Results relations

|Φ+ > S {|0 >, |1 >} |0 > |0 > Identical
|Φ+ > S {|0 >, |1 >} |1 > |1 > Identical
|Φ+ > S {|+>, |−>} |+> |+> or |−> Uncertain
|Φ+ > S {|+>, |−>} |−> |+> or |−> Uncertain
|Ψ+ > SS {|0 >, |1 >} |0 > |1 > Contrary
|Ψ+ > SS {|0 >, |1 >} |1 > |0 > Contrary
|Ψ+ > SS {|+>, |−>} |+> |+> or |−> Unsertain
|Ψ+ > SS {|+>, |−>} |−> |+> or |−> Uncertain

So KMC will find that Bob’s measurement results aren’t always consistent with what he deduces by φ and its
measurement results according to Table 1. From Table 3 we can get that to one two-qubit sysytem the average probability
for KMC and Bob to get consistent results is

3
4
. To all k two-qubit systems for error-checking the average probability is

no more than

p2_E =

(
3
4

)k

. (22)

If k = 100,
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p2_E =

(
3
4

)100

≈ (10)−13. (23)

Therefore entangmemt attack is also impossible to succeed.
At lat Bobmay find ways andmeans to obtain some information (named leaked information) about Alice’s source key

in the communication process. Moreover he may hope to get Alice’s source key by communicating with Alice for many
times by accumulating the leaked information. If Bob can succeed, this quantum public-key cryptosystem is insecure. We
prove that it’s impossible as follows. When Bob gets e from KMC, he and KMC perform error-checking. Finally Bob
gets measurement result sequence ξ . As known the measurement result of a qubit which is part in a entangled two-qubit
system is random. So ξ is a random state quence which contains no inforamtion about φ of Alice’s source key. In fact
Bob can deduce φ1 accroding Table 1 if he gets KMC’s measurem result sequence ϕ . But KMC keeps ϕ secret. Bob
can’t get it. Next KMC declares ϕ R1 through the channel and Bob gets it. But ϕ R1 is produced by KMC in step 7 of the
secret communication process, in which KMC performs Transform Rule on ϕ and R1. If Bob has R1, he can deduce ϕ by
R1 and ϕ R1 just as Alice does. But R1 is also kept absolutely secret by KMC and Alice. So Bob can get nothing from ξ
and ϕ R1. That is to say, Bob is unable to get any information about Alice’s source key in a secret communicaton process.
Alice’s source key is secure.

Now the security of the communication process is proved.

4.2 Security of the message authentication

Bob can accomplish message authentication on the message which he sends to Alice. No one can forge the message.
On the other hand, if there is somthing wrong with the meaasge in transmission, Alice can find it at once.

In the message authentication process, Bob gets his stringm bymeasuring the qubits which KMC sends him. Bob can
affirm that these qubits are really fromAlice and they haven’t be tampered with after the error-checking process of the step
4 in section 3.2.1. Since Bob’s qubits are entangled with KMC’s qubits, there are correlations between Bob’s measurement
results and KMC’s measurement results. So KMC can decuce Bob’s measurement results by its measurement results and
φ1. If Eve intends to have Alice to receive a message pretending to be from Bob, she has to produce an authenticator
of his message acccording to the authentication process in section 3.2.1. Then she informs KMC through the classical
channel asking for Bob’s private key d. But as this quantum public-key cryptosystem requires, the classical channel is
authenticated. Therefore KMC will find that the one on the other side isn’t Bob at once. Then KMC declines to begin the
comunication process. So Eve fails.

Second Eve may forge a signed message. Next she transfers the fake message to Alice directly. When Alice gets it,
Alice needs to verify the authentication. So she asks KMC for help her to finish the verification process in section 3.2.2.
But KMC hasn’t received Bob’s requirement for perform message authentication. That is to say, KMC finds that Alice
gets a fake message. So KMC tells Alice right away. Finally Alice declines to accept the fake message. Eve’s attack fails.

Third let’s assume that the message which Bob sends Alice is changed by channel noises or some eavedroopers in
transmission. Without losing generality, the distorted message is denoted as Pe. According to the verification process in
section 3.2.2, when Alice receives PS, she extracts Pe and SAP. Then Alice ask KMC and gets m. Next Alice applies
SHA256 algorithm to Pe. So she obtains the abstract APe. Alice does an XOR operation on APe and m. Finaly Alice gets

SAPe = APe ⊕m. (24)

Since Pe ̸= P, according to the property of SHA256 algorithm, it’s obvious that
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APe ̸= AP. (25)

Then from

SAP = AP⊕m, SAPe = APe ⊕m (26)

we have

SAPe ̸= SAP. (27)

When Alice compares SAPe and SAP according to the step 4 of scetion 3.2.2, she will find that they are unequal. So
the verification fails. Alice is sure to find that the message is distorted by noises or possible eavesdroppers.

5. Analysis for the public-key cryptosystem
5.1 Feasibility and advantages

To finish secret communication, all that users and KMC have to do is producing entangled two-qubit systems,
performing single-particle measurement, exchaging classical information through a classical channel and exchanging
qubit through a quantum channel. These technologies were carried out in practice tens of year ago. So no big obstacles
prevent this cryptosystem from being carried out. It can be fulfill by today’s technology.

According to quantum mechanics quantum systems is doomed to undergo decoherence with time, which makes
quantum systems to degenerate to classical system. Or in other words all quantum cryptographic protocols will lose
effectiveness after decoherence occurs. In tranditional quantum public-key cryptosystems, KMC has to keep users’ public
keys for a relative long time. It’s very difficult and expensive. In this quantum public-key cryptosystem, KMC only needs
to storage the source key for every user which consists of some classical information. Only when a user wants to send
a secret message to another user, KMC creats the latter one’s (public key, private key) pair which consists of a group of
two-qubit system. So both KMC and the user needn’t keep the public key and private key for a relative long time to wait
for another user’s commnication request like that in most previous quantum public-key cryptosystems. That is to say, both
KMC and the user needn’t have to keep quantum systems in a quantum storage for a relative long time. So the technical
difficulties and management cost of this quantum public-key cryptosystem are much less than the quantum public-key
cryptosystems before. It’s a big advantage of this cryptosystem.

There is another advantage of our cryptosystem. Every user doesn’t need to send qubits to other users or receive
qubits from other users. So any two users needn’t keep a quantum channel connecting them. Only a communal quantum
channel is needed through which any user can exchange qubit with KMC. To sustain this communal quantum channel
requires much lower expense than to sustain N(N −1)/2 quantum channels connecting any two users, which makes this
cryptosystem easier to be applied in business and military affairs.

5.2 Comparasion with existing quantum public-key cryptosystems

Now a comparision between this public-key crytposystem and exisisting quantum public-key cryptosystems is given
as follows. It’s in the Table 4.
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Table 4. Comparasion with main existing quantum public-key cryptosystems

Cryptosystem Based on Using entanggled states Security Quantum storage for public keys

Nikolopoulos [24] Single-particle rotation No Secure Required

Vlachou [29] Quantum walk No Secure Required

Yang [31] Quantum conjugate coding No Secure Required

Zhang [33] Quantum teleportation Yes Secure Required

Fu [40] Correlations in entangled state Yes Secure Required

This cryptosystem Correlations in entangled state Yes Secure Not required

It’s easy to find that this public-key cryptosystem has the same security as quantum public-key cryptosystems before.
But it’s superior to the latter ones because it doesn’t need quantum storage for public keys so that the key management
cost and technical difficulites are significantly reduced.

6. Conclusion
In this paper a quantum public-key cryptosystem without storage for public keys is provided. Uers and KMC share

some classical information as the source key. KMC will creates a user’s (public key, private key) pair when another other
wants to send him or her a secret message. Then any two users can realize secret communication with the assistance of
KMC. KMC needn’t maintain a long-term quantum storage to store quantum systems which serve as the public key. It
greatly reduces the technical difficulties and management costs. Moreover any two users needn’t maintain a quantum
channel between them. Therefore it’s easier for this quantum public-key cryptosystem to be carreid out in laboratory and
be applied in reality than thoese previous ones.
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