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Abstract: Diversity redundancy in information systems aims to reduce systemic risk by distributing critical resources (e.g.,
servers, communication channels, and services) across heterogeneous component types so that a single vulnerability is less
likely to compromise many assets simultaneously. This paper proposes a vulnerability-aware diversification framework
based on an entropy-inspired indicator H; that combines (i) deployment shares of component types and (ii) time-accumulated
resilience derived from compromise probabilities over a planning horizon. The approach includes a practical allocation
principle that prioritizes more resilient technologies while allowing minimum-diversity constraints when required, as
well as a deterministic integer allocation procedure (floor-and-carry) suitable for layered architectures under a fixed
instance budget. Using a stationary compromise model for comparative planning, we illustrate how resilience-prioritized
allocations can improve H; relative to uniform allocation. To avoid substituting the optimization target, we also report
the corresponding system-level survival probability under the same assumptions, showing that improvements in H; are
accompanied by improved system survival in the examples. The proposed methodology is intended as a decision-support
tool for architecture planning and what-if analysis; practical use requires parameter estimation from operational data and
assessment of modeling assumptions, especially when strong dependencies or correlated compromises are present.
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1. Introduction

The increasing complexity of digital infrastructure has led to a paradigm shift in how cybersecurity is conceptualized
and implemented. In today’s interconnected environments, where distributed architectures, cloud computing, and software-
defined networks dominate, traditional perimeter-based defense mechanisms are no longer sufficient [1]. Security must
now be embedded into the design of system architecture, embracing proactive strategies that anticipate, absorb, and adapt
to evolving threats. One such emerging strategy is architectural diversity, which aims to reduce systemic vulnerabilities
through the deliberate use of heterogeneous technological components [2].

At its core, architectural diversity draws inspiration from ecological systems, where biodiversity has long been
correlated with ecosystem resilience [3]. In a natural ecosystem, a wider range of species offers protection against
disease outbreaks, environmental changes, and predator pressures. The same logic applies to digital ecosystems: systems
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composed of varied components (e.g., operating systems, software frameworks, hardware configurations) are less likely to
be uniformly affected by a single exploit. This heterogeneity disrupts the propagation of threats and reduces the probability
of simultaneous compromise, thereby increasing the overall system robustness [4].

Several empirical studies support this rationale. For instance, injecting diversity into homogeneous systems has
demonstrated reduced attack success rates and greater containment efficiency [5]. In studies on networked systems,
the introduction of platform heterogeneity has been shown to significantly impede malware propagation [6]. Similarly,
architectural designs that incorporate multiple, non-overlapping layers of defense—each with unique failure modes—exhibit
greater resistance to targeted attacks [7]. Moreover, frameworks such as moving target defense (MTD) explicitly rely on
introducing unpredictability and variability to enhance defense mechanisms [8].

Recent developments in machine learning-driven threat detection also underscore the importance of diversity. Systems
trained on varied datasets and models from heterogeneous sources have shown superior performance in identifying novel
attack patterns [9]. Furthermore, research in adversarial machine learning highlights that ensemble models composed of
diverse learners are more robust against adversarial evasion [10]. These findings illustrate that diversity not only enhances
baseline robustness but also strengthens advanced detection capabilities.

Despite these theoretical and empirical validations, practical implementation remains complex. System designers
must manage trade-offs between resilience and manageability. Heterogeneous systems, while more resilient, introduce
operational burdens, including increased complexity, compatibility challenges, and resource demands [11]. This tension
is particularly pronounced in large-scale critical infrastructures where legacy constraints, certification standards, and
interoperability requirements may hinder the adoption of diverse architectures [12].

To address these limitations, recent approaches advocate for semi-automated diversification, guided by intelligent
orchestration platforms and cyber-risk analytics [13]. These platforms leverage threat intelligence feeds, vulnerability
databases, and behavioral telemetry to inform diversification decisions dynamically. Such approaches move toward
adaptive and context-aware resilience, aligning security policies with real-time risk assessments.

This paper contributes to this evolving domain by proposing a quantitative framework based on the Shannon entropy
index. Originally developed to measure uncertainty in communication systems [14], the entropy index is reformulated here
to capture the degree of technological diversity within IT infrastructures. Importantly, we integrate real-world threat data,
component-specific compromise probabilities, and temporal risk accumulation. This transforms entropy from an abstract
metric into a concrete, decision-support instrument.

Additionally, we discuss how the entropy model can be operationalized using optimization algorithms that target multi-
layered architectures. These architectures typically span operating systems, virtualization layers, application platforms,
and databases. By structuring diversity allocation across layers, and weighting component selection based on vulnerability
history and exposure profiles, system architects can derive maximally resilient configurations that are also cost-effective
and manageable [15].

2. Related work and literature review

Diversity has been studied as a cross-cutting mechanism for increasing system dependability and cybersecurity
resilience. Relevant literature spans (i) design diversity and redundant implementations in dependable computing, (ii)
quantitative diversity metrics (often borrowed from ecology and information theory), and (iii) practical cyber-defense
paradigms such as moving-target defense and cloud-native heterogeneous deployments. This section synthesizes these
strands and clarifies the methodological gap addressed by the proposed modified Shannon-based optimization framework.

2.1 Diversity and redundancy in dependable and secure systems

The rationale for using diversity originates from dependable computing, where correlated or common-mode failures
limit the effectiveness of pure redundancy. The N-version programming paradigm formalized the use of multiple
independently developed implementations to reduce the probability of simultancous failure [16]. Empirical studies,
however, show that independence assumptions can be violated, motivating explicit modeling of failure correlation and
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systematic design diversification [17]. A broad overview of reliability and redundancy allocation methods can be found in
standard references such as the Handbook of Software Reliability Engineering [18]. In the security domain, redundancy
and diversity have been framed as a means to mitigate shared vulnerabilities and to increase the attacker’s workload,
particularly against monoculture effects [4, 5]. Network-level configuration diversity and redundancy have also been
investigated as a defense strategy to reduce large-scale compromise probability and to constrain malware propagation [6].

From a systems engineering perspective, applying diversity introduces practical trade-offs: heterogeneous components
increase operational complexity, integration effort, and testing/verification workload. Modern security engineering guidance
therefore emphasizes systematic architecture design and assurance arguments that make assumptions explicit and traceable
[11]. These trade-offs are particularly pronounced in regulated or legacy-heavy environments, including industrial control
systems (ICS) [12].

2.2 Diversity metrics: from ecology and information theory to cybersecurity

Quantifying diversity requires metrics that capture both richness (how many component types exist) and evenness
(how uniformly components are distributed). The Shannon entropy measure [14] and classical ecological indices (e.g.,
Simpson and related Hill numbers) have been widely used to quantify biodiversity and resilience [19-23]. In cybersecurity,
these indices are attractive because they provide a compact scalar measure of heterogeneity that can be optimized under
resource constraints [2]. Entropy-like measures have also been used operationally in security analytics, for example to
characterize traffic distributions for anomaly detection [24].

A key limitation of using classical entropy directly is that it treats all component types as equally risky, which is rarely
true in practice. Cyber components differ in exposure, patch cadence, vulnerability history, and attacker interest. Recent
surveys therefore highlight the need for security-aware diversity metrics that incorporate vulnerability and dependency
structure rather than measuring heterogeneity alone [2]. The modified index developed in this paper follows this direction
by embedding time-accumulated compromise probabilities into the diversity weights.

2.3 2.3 Quantitative security metrics, threat modeling, and vulnerability data

Quantitative cybersecurity assessment frequently relies on structural threat modeling and vulnerability scoring.
Attack-graph approaches provide a systematic representation of multi-step intrusions and enable computation of security
metrics under assumptions about exploitability and reachability [25, 26]. In operational practice, vulnerability scoring
frameworks such as the Common Vulnerability Scoring System (CVSS) provide standardized severity measures that are
incorporated into security programs and vulnerability management pipelines [27, 28]. Public repositories such as the
National Vulnerability Database (NVD) provide widely used data feeds, although data quality issues and bias can affect
quantitative conclusions, motivating data-cleaning and calibration efforts [29, 30].

Machine learning has also been applied to intrusion detection and threat analytics, but its performance and robustness
depend strongly on data quality, feature engineering, and deployment assumptions [9, 31]. Moreover, adversarial machine
learning shows that models can be manipulated at inference time; ensembles of diverse learners and defense strategies are
frequently proposed to improve robustness under adaptive adversaries [10]. These observations reinforce the value of
architectural diversity as a system-level mitigation complementing detection and response.

2.4 Optimization of redundancy and diversity allocation

Deciding how many instances of each component type to deploy is a resource-allocation problem that resembles
classical reliability redundancy allocation under cost and performance constraints. Reliability engineering literature
provides optimization formulations and heuristics (including integer programming and evolutionary methods) for allocating
redundant components to maximize system reliability [32, 33]. From an optimization standpoint, convex and constrained
optimization principles provide a general toolbox for deriving tractable surrogate objectives and stable allocation rules
[15].

In cybersecurity settings, allocation must additionally account for time-dependent compromise processes and the fact
that vulnerabilities are not uniform across technologies. The proposed model bridges this gap by (i) expressing diversity
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through a modified Shannon index that is weighted by resilience, and (ii) providing a deterministic layered allocation
algorithm that transforms fractional weights into integer deployments while preserving total instance constraints.

2.5 Dynamic and cloud-native diversification

Cloud-native architectures (virtualization, containers, and microservices) make diversity and redundancy more
practical by lowering provisioning overhead and enabling rapid reconfiguration. At the same time, they create new attack
surfaces and dependency chains that require systematic security engineering and platform-specific hardening [11, 34, 35].
Moving-target defense (MTD) explicitly introduces runtime variability to increase attacker uncertainty, complementing
static architectural diversity through dynamic reconfiguration and address/route/platform changes [8, 13]. Finally, modern
security paradigms such as Zero Trust emphasize continuous verification and assume network compromise, further
motivating compartmentalization and heterogeneity at multiple layers [1]. Complementary application-focused studies
also explore diversity for distributed systems and sector-specific contexts [36—38].

In summary, prior work establishes diversity as a powerful mechanism, but there remains a practical need for metrics
and allocation procedures that are simultaneously (a) quantitatively grounded, (b) vulnerability-aware, and (c) usable for
multi-layer system design under fixed resource budgets. The model and algorithm proposed in the following sections aim
to provide this missing link, by connecting entropy-based diversity measurement with time-accumulated compromise
probability and a concrete deployment optimization rule.

3. Multi-layered diversity as a cybersecurity strategy

In the context of layered system architectures, cybersecurity must account for the interdependencies between different
functional tiers such as hardware, operating systems, network services, middleware, applications, and data management.
A breach at any layer can compromise the integrity of the entire system, particularly if homogeneous components are
replicated across tiers. The strategic deployment of multi-layered diversity represents a refined defense-in-depth approach,
reducing systemic risk by ensuring heterogeneity within and across each layer.

Figure 1 illustrates this principle conceptually, depicting an IT infrastructure where diverse technologies, vendors,
and configurations coexist.

Data & Access Layer — Access roles, DB, encryption

Application Layer — Multiple frameworks, servers

Platform $ OS Layer — Different OS & hypervisors

Network Layer — Firewall types, segmentation

Physical Layer — Diverse hardware, locations

Figure 1. Multi-layered diversity of IT infrastructure

Each architectural layer employs components selected based on differing vulnerability profiles and attack surfaces.
For instance, using different operating systems (e.g., Linux, Windows, FreeBSD) at the OS layer hinders the reuse of a
single exploit across all servers. Similarly, alternating between web frameworks (e.g., Apache, NGINX, IIS) or database
systems (e.g., PostgreSQL, MySQL, Oracle) at the application layer further compartmentalizes risk exposure [2].

The main idea is that diversity at each architectural layer enhances overall resilience to attacks, as it reduces the
likelihood of simultaneous compromise through shared vulnerabilities:
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1. Physical Layer—Hardware and location diversity

Employing different hardware vendors and architectures, along with geographic distribution, mitigates risks from
single points of physical failure, including natural disasters, physical sabotage, and supply chain attacks [39].

2. Network Layer—Segmentation and firewall variety

Utilizing multiple types of firewalls (e.g., NGFW, proxy-based, DPI) and segmentation strategies (e.g., VLANS,
microsegmentation) hinders lateral movement by attackers and limits the blast radius of successful intrusions [40].

3. Platform & OS Layer—Operating system and hypervisor diversity

Deploying different OS platforms (e.g., Linux, Windows, FreeBSD) and hypervisors (e.g., VMware, KVM, Hyper-V)
minimizes the risk of widespread exploitation via a single vulnerability. Systems remain isolated in their exposure surfaces
[41].

4. Application Layer—Framework and web server heterogeneity

Using multiple web frameworks (e.g., Django, Laravel, Express.js) and web servers (e.g., Apache, NGINX, IIS)
decreases the effectiveness of large-scale, automated attacks targeting known platform-specific vulnerabilities [42].

5. Data & Access Layer—Roles, databases, and encryption diversity

Diverse databases (e.g., PostgreSQL, MySQL, Oracle), access control models, and encryption schemes (e.g., AES,
RSA, ECC) increase resilience against data breaches or manipulation. Role-Based Access Controls (RBAC) also reduce
the impact of compromised accounts [43].

Diversity within multi-layered systems is not just a qualitative attribute but can be measured quantitatively. Our
extended Shannon-based entropy model accounts for layered diversity by weighting the contribution of each component
by its vulnerability and its role in the dependency tree.

Empirical results suggest that optimal diversity is not achieved by maximizing entropy uniformly across all layers
but by targeting the most critical and vulnerable tiers. For example, studies show that exploiting diversity at the OS and
application layers yields greater marginal benefits in security metrics than diversity at the hardware layer alone [2].

This implies that entropy optimization in multi-layer systems should be guided by a layered prioritization strategy,
informed by historical breach data, dependency graphs, and exposure likelihoods. The result is a flexible yet robust
architecture that actively deters common-mode failures and zero-day escalations.

4. Methodology for assessment of security in diversity systems

Assessing security in diversified IT architectures requires a quantitative metric that captures the degree of heterogeneity
among system components. In this work, we start from the Shannon diversity index, widely used in ecology to measure
biodiversity [19], and adapt it for cybersecurity settings by incorporating time-accumulated compromise probabilities and
component resilience.

H=-Y pilog(p:), (1)
i=1

where p; = % is the proportion of component type i (i = 1, ..., k) among the total N' deployed instances, and Zf‘: 1pi=1
Unless stated otherwise, log( ) denotes the natural logarithm.

Notation summary: p; is the deployment share (a proportion), ¢; is the per-attempt success probability of an attack,
P,(t) is the cumulative compromise probability over horizon #, and R;(¢t) = 1 — P;(z) is the corresponding resilience.

4.1 Adaptation of the Shannon index

To address this, we define a modified version of entropy H; which incorporates security weightings:
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Hy ==Y wilog(pi), 2)

i=1

with

Wi:pi'Ri(t)~ (3)

Interpretation of Hy. In the classical Shannon index, the weights coincide with a probability distribution (the shares p;).
In (2)—(3), the weights are modified by resilience, w; = p; - R;(t), and therefore {w;} does not generally form a probability
distribution (in particular, w; = ¥ p;R;(t) < 1). Consequently, H should not be interpreted as information-theoretic entropy
in the strict sense, but as an entropy-inspired surrogate indicator that combines (i) architectural diversity via p; and (ii)
achieved resilience via R;(t). For this reason, in Section 6 we also report the system-level survival probability Pyy(r)
defined in (6), so that improvements in H; can be directly related to improvements in system security.

4.2 Modeling vulnerability over time

In the following, t denotes the planning horizon. Unless stated otherwise, the examples use a fixed horizon 7' = 30
days (720 h), which is representative for short-term security planning and vulnerability assessment cycles. We assume that
attacks arrive according to a stationary process with mean attempt intensity A; for component type i, and that each attempt
has success probability ¢;. The vulnerability over a time horizon is modeled by:

P(t)=1—(1—Lg,) . 4)

Scope of applicability. Equation (4) assumes independent and stationary attack attempts over the planning horizon ¢,
which provides a tractable first-order approximation for comparative allocation studies. In dynamic environments (e.g.,
evolving attacker behavior, cloud workloads, or zero-day waves), the parameters A; and ¢; can change over time. The
framework can be applied in a rolling-horizon manner by periodically re-estimating A; and g; from telemetry and threat
intelligence, or extended to non-stationary processes (e.g., time-varying A;(z), ¢;(¢)) as future work.

This formulation captures both frequency and impact of threats, enabling time-sensitive risk analysis for long-term
system planning.

4.3 Diversity allocation principle

For optimal security, the share of p; each component type is allocated proportionally to its resilience:

1-P R;
Pj= = - .
Ty (1-R) TR

)

Diversity-resilience trade-off. The proportionality rule in (5) prioritizes more resilient technologies, which can
reduce evenness if resilience differs strongly across types. This reflects an explicit trade-off: architectural diversity values
heterogeneity, while resilience optimization rewards stronger components. In practice, the allocation is therefore interpreted
as resilience-prioritized diversification under a minimum-diversity constraint (e.g., enforcing at least one instance per
type when N > k, and/or imposing an upper bound on any single share). These constraints prevent degeneration into a
quasi-monoculture while preserving the main optimization benefit.
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Under the above minimum-diversity constraint, this ensures representation of each type while prioritizing more secure
components.
4.4 Composite security of the system

Assuming conditional independence between compromises of different component instances/types, the probability
that the system remains uncompromised over time is:

:»

Pys(t) = [ [ (1 =R(1))"™, (©)

1

where n; is the number of instances of component type. This allows the evaluation of security outcomes under both uniform
and optimized allocations, enabling comparative resilience analysis.

This independence assumption is a simplifying approximation used here for transparent comparison between uniform
and optimized allocations. In real deployments, correlations (e.g., shared credentials, common management planes,
supply-chain dependencies, or cross-layer privilege escalation) can reduce absolute security levels. Section 7 discusses
how dependency-aware models (e.g., attack graphs or common-cause factors) can be incorporated as an extension.

To provide a simple quantitative illustration of this effect, we introduce a common-cause dependence parameter
6 € [0, 1], epresenting the strength of common-cause exposure in a first-order stress approximation. A dependence-adjusted
approximation of the system survival probability can then be written as:

k
Pir()y=(1-8)[J(1—R(n)". (7

i=1

Here, 6 = 0 corresponds to the baseline independent case, while larger values of § represent stronger common-cause
exposure. This simplified extension is not intended as a universal dependence model, but as a transparent robustness check
allowing assessment of whether the comparative advantage of the optimized allocation persists when absolute system
survival is degraded by shared-risk effects. Illustrative scenarios based on this approximation are discussed in Section 6
and revisited in Section 7.

5. Resilience-oriented layered allocation algorithm

To implement the methodology efficiently in multi-layered systems, we propose the resilience-oriented layered
allocation algorithm. It is designed to ensure optimal distribution of component instances across all system layers while
respecting component security characteristics and maintaining structural diversity.

The algorithm consists of the following steps:

Step Al: Initialization.

For each system layer L;, identify all available component types j = 1,2,...k; and input their vulnerability profiles:
)ul' j and qij-

Step A2: Calculate Component Security.

For a given operational time window #; , compute compromise probability and resilience:

Py(t) =1—(1—Aij-qij)", ®)
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Rl‘j(l): l—Pij(t). (9)

Step A3: Derive Allocation Weights.

Calculate ideal fractional share of each component by (5).

Step A4: Integer Allocation with Carry Propagation.

Transform fractional shares into integers for a fixed total N; instances per layer:
* For each j, assign:

n;j = Floor(N;- pi; +carryj). (10)

» Accumulate the rounding remainder as:

carry ;i :carryj+(Ni'p,-jfnij). (11)

* At final iteration, adjust last n;; to ensure:
Z n,-j = Nl‘. (12)
j

Rationale and basic properties. We use a floor-and-carry scheme (rather than standard independent rounding) to
preserve the total instance count exactly (} n; = N) in a deterministic way and to avoid rounding drift across layers. The
carry term accumulates fractional remainders, ensuring that the final integer allocation closely tracks the fractional targets
while satisfying the hard budget constraint N. If a minimum diversity level is required (e.g., n; > 1 for all i when N > k),
this can be enforced by seeding one instance per type and distributing the remaining N — k instances using the same
procedure.

Step A5: Recursion Across Layers.

For each assigned component j at layer L;, recursively build valid combinations with components from layer L;
using the same strategy.

Step A6: Output Final Configuration Tree.

Generate the final layered architecture as a hierarchy (tree) with weighted component instances per layer that reflect
resilience priorities and total diversity constraints.

This algorithm ensures reproducible, numerically stable distribution that adheres to both diversity requirements and
security optimization goals. It is particularly suited for automated security provisioning in cloud-native, containerized, or
virtualized infrastructures.

Accuracy of integer approximation.

Let the fractional target allocation be x; = Nw;, where 2{-‘21 x; = N, and let n; be the integer allocation produced by
the floor-and-carry procedure in (9)—(11). By construction, the method preserves the total number of allocated components
exactly, i.e.

(13)

™
3
|
=

Il
-
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In addition, the procedure keeps the integer allocation close to the fractional target, because at each step it assigns the
integer part of the current carried value and forwards the remaining fractional part to the next component type. This avoids
the budget inconsistency that may arise from independent rounding of the values x;.

To quantify the discretization effect, we consider the deviation measures

k
E; :Z|n,-fx,-\, Emax:mlax|n,-fx,-\ (14)
i=1

In the numerical examples in Section 6, these deviations remain small and do not affect the qualitative comparison
between uniform and optimized allocations. Thus, the floor-and-carry procedure provides a practical integer approximation
that preserves the total budget while remaining close to the intended fractional optimum.

6. Examples and validation

Example 1: One layer, 9 devices of 3 types
Let’s look at a practical scenario with 9 devices of 3 types, which have cumulative compromise probabilities P4 () = 0.8,
Ps(t) = 0.5 and Pc(t) = 0.2 over a fixed planning horizon T = 30 days (720 h).

3
pa=pp=pc=g=0333. 15)

Calculated by (2)—(3), the achieved security through diversity is: Hy(r) = 0.7674
Case 2—optimal distribution. The fractional shares are obtained from (5), and the integer allocation is obtained using

(10)—(12):
pa =0.1515, pp=10.2424, pc =0.6061. (16)
The number of devices of each type is determined:
x; =round (N - p;). (17)
Therefore, in the redundant diversity system there will be a corresponding number of devices of each type:
x; =round(1.36) =1, x =round(2.18) =2, x3 =round(5.45)=6. (18)

For the distribution according to (2)—(3) , the security achieved by optimal redundancy is Hs(7') = 0.8316. It can be
seen that the optimal distribution increases the entropy-inspired indicator H; by over 8% compared to the uniform one. To
directly relate the entropy-based indicator to system security, we also compute Pyys(7) from (6). For the uniform allocation
(na, ng, nc) = (3, 3, 3), Pys(T) = (1 — 0.8)* (1 — 0.5)* (1 — 0.2)> =5.12 x 10~*. For the optimized integer allocation
(na, ng, nc) = (1, 2, 6), Pys(T) = (1 — 0.8)! (1 — 0.5)? (1 — 0.2)° = 1.31 x 1072, Thus, the observed increase in Hy is
accompanied by a substantial improvement in system-level survival probability.

Numerical check of rounding accuracy.
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For the obtained fractional targets x; = Nw;, the final integer allocation n; generated by the floor-and-carry procedure
remains close to the continuous optimum. The corresponding deviations |n; — x;| are small for all component types, and the
total allocation constraint is satisfied exactly. This confirms that the proposed rounding procedure introduces only limited
discretization error while preserving the practical interpretability of the solution.

Table 1 quantifies the deviation between the fractional allocation targets and the final integer allocation obtained by
the floor-and-carry procedure in Example 1.

Table 1. Numerical accuracy of the floor-and-carry integer approximation in Example 1

Component type Fractional share Fractional target Integer allocation Deviation
A 0.1515 1.36 1 0.36
B 0.2424 2.18 2 0.18
C 0.6061 5.45 6 0.55
Total 1.0000 9.00 9
E; 1.09
Emax 0.55

As seen from Table 1, the floor-and-carry procedure preserves the total allocation exactly and introduces only limited
deviations from the fractional targets. This supports its use as a practical deterministic discretization method under a strict
integer budget.

Figure 2 compares the modified entropy index for uniform and optimized allocations in Example 1.

Comparison of entropy under different allocation strategies
0.5

0.427

0.4

0.351

0.3

0.2

0.1

Modified entropy index (H)

0.0
Uniform distribution Optimized distribution

Figure 2. Comparison of entropy index H; for uniform vs optimized distribution

Example 2: Global diversification of web services

Instead of averaging probabilities, each configuration is evaluated according to formulas (4) and (5), based on attack
intensity ; and attack success probability (vulnerability) s;(g; = W;s;).

Table 2 shows the vulnerabilities of various types of software and the probability of a breach occurring in 30 days.
Each of the systems A, B and C consists of an operating system, a web server and a database.
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Table 2. Values for vulnerability of individual systems

System Compo-nent i [1/h] Si gi [1/h] P, (720 h) Py, (720 h)

Linux 0.0002 0.3 0.00006 0.042281

A Apache 0.0003 0.4 0.00012 0.082777 0.1723
MySQL 0.0003 0.3 0.00009 0.062748
Windows 0.0005 0.5 0.00025 0.164749

B N 0.0004 0.5 0.00020 0.134125 0.3658
MSSQL 0.0004 0.5 0.00020 0.134125
FreeBSD 0.0001 0.2 0.00002 0.014297

C Nginx 0.0001 0.2 0.00002 0.014297 0.0551
PostgreSQL 0.0002 0.2 0.00004 0.028390

P; (720 h) is computed by Eq. (4) for r = 720; values are rounded to 6 decimals.
Graphical representation of above calculation is shown at Figure 3.

1.0

mmm Probability at r = 30 days
== Probability at 7 = 1 year

0.8

0.6

0.4

0.2

0.0
A B C

Figure 3. Comparison of the vulnerability of the three system configurations for 7 = 30 days (720 h) and 7' = 1 year

Sensitivity analysis of illustrative parameters.

Since the parameter values used in the examples are illustrative and partly based on expert judgment, an additional
sensitivity analysis was performed to examine the robustness of the comparative results. Specifically, the products A;g;,
which determine the compromise probabilities P;(), were varied within a range of +20% around their baseline values
while keeping the same planning horizon.

For each scenario, the values of P;(t), the corresponding resilience indicators, and the resulting allocation outcomes
were recomputed. The analysis shows that, although the absolute numerical values change as expected, the qualitative
comparison between uniform and optimized allocation remains stable over the examined range. In particular, the optimized
allocation continues to provide better system-level survival than the uniform allocation, even though the magnitude of
improvement varies across scenarios.

These results support the intended role of the examples in this study: the numerical values are illustrative rather than
predictive, but the comparative conclusions of the proposed allocation approach are robust under moderate perturbations
of the input parameters.

A more rigorous empirical calibration of 4; and ¢; based on operational telemetry or incident statistics remains an
important direction for future work.
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Table 3 summarizes four illustrative parameter scenarios used to test the robustness of the comparative result between
uniform and resilience-prioritized allocation.

Table 3. Sensitivity of comparative results to variation of illustrative vulnerability parameters

Scenario Variation applied to A;q; Effect on absolute P;(T') values S{(e)t;zl;rif)(rll Comparative conclusion
Optimized allocation improves
Baseline None Reference case Optimized Piys(T) relative to uniform
allocation
Optimistic All A;q; decreased by 20% All comprgr;lclrs:als);obabllltles Optimized Ranking preserved
Pessimistic All A;g; increased by 20% All compr(i)lrllélrzzséobablhtles Optimized Ranking preserved
. o .
Asymmetric *20% increase applied to the Relative risk gap increases Optimized Ranking preserved
stress weaker configurations only

The scenarios in Table 3 indicate that the absolute probability values vary, as expected, but the qualitative comparison
between uniform and optimized allocation remains unchanged across the examined parameter range. Thus, the proposed
allocation rule appears robust as a comparative design tool under moderate perturbations of the illustrative inputs.

The values shown in the table are hypothetical and based on expert assessment with reference to the NIST CVE
database (NVD) and available empirical studies on the vulnerability of various components, e.g. NVD Metrics [29], reports
by Rapid7, Qualys, etc. They are not provided in direct form, but are modeled in the spirit of good practices for risk
assessment in the absence of complete empirical data.

If the vulnerabilities of the components (e.g. OS, web server, database) are independent, they are consistent in terms
of security, since a breach anywhere makes the system vulnerable.

Figure 4 shows the optimized allocation weights among configurations A, B, and C in Example 2.

Weight distribution of configurations in optimized model

g
=N

< g
. o))

Optimal allocation weight
f=1
(%)

0.2
0.1
0.0
A B C
(Linux-Apache- (Windows-IIS- (FreeBSD-Nginx-
MySQL) MSSQL) PostgreSQL)

Figure 4. Optimal allocation weights among three configurations

Example 3: Multilevel (partial) diversification of web services

To ensure a resilient and diverse system architecture, the following selection rules were applied when allocating N =9
servers to configuration groups composed of OS, Web Server, and Database components:

1. Each major component category (e.g., OS, Web Server, DB) must appear at least once in the final configuration
pool. This ensures that the Shannon diversity entropy remains strictly positive for each layer.
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2. The number of instances per configuration is proportional to its intrusion resilience, defined as 1 — P;. This
guarantees that more secure configurations are prioritized in the allocation process.

3. The total number of allocated servers is fixed (in this example N = 9). Rounded integer allocations are computed
based on relative weights. If the sum differs from 9, the remaining server is assigned to the most resilient configuration.

Vulnerabilities were calculated for 27 configurations built from combinations of 3 operating systems A; € {A1,A2, A3},
3 web servers B; € {B1,B2,B3} and 3 databases C; € {C1,C2,C3} The combined vulnerability was calculated using the
system vulnerability formula and optimal allocation weights were derived for a total of 9 servers.

The example is hypothetical because the compatibilities of individual OS, Servers and DB are not taken into account.

The vulnerabilities and intrusion resistances of the individual modules are given in Table 4.

Table 4. Examples values for vulnerability of individual systems

Module P; R;
Al 0.015 0.985
A2 0.033 0.967
A3 0.072 0.928
Bl 0.101 0.899
B2 0.009 0.991
B3 0.075 0.925
Cl 0.055 0.945
C2 0.034 0.966
C3 0.075 0.925

Table 5 shows the distribution of the different types of OS, according to their security, as agreed upon (17).

Table 5. Determining the number of different types of OS

OS Type P; w % from 9 Number
Al 0.015 0.601367 5.412301
A2 0.033 0.273349 2.460137
A3 0.072 0.125285 1.127563 1

Similarly, Table 6 shows the calculated distribution of the different types of servers.

Table 6. Global Servers distribution

Server P; w % from 9 Number
B1 0.101 0.073698 0.663282 1
B2 0.009 0.827055 7.443498 7
B3 0.075 0.099247 0.89322

Table 7 shows the partitioning of the different servers for the OS A1 instances. Last column shows Carry for the next
distribution.
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Table 7. Servers distribution for separate OS Al

Al:B[i] P; w from 9 N Carry

Al: Bl 0.101 0.073698 0.36849 0 0.36849
Al: B2 0.009 0.827055 4.135277 4 0.135277
Al: B3 0.075 0.099247 0.496233 1 —0.50377

This is followed by the completion of Layer 2 (servers), which determines the number of servers for each OS (See
Table 8)

Table 8. Servers distribution for OS A1 &A2

A2:B[i] N Carry A3:B[i] N
A2:B1 0 0.36849 A3: Bl 0
A2:B2 4 0.135277 A3: B2

A2:B3 1 —0.50377 A3:B3 0

Table 9 shows the partition definition and the exact number of databases.

Table 9. Global databases distribution

Server P; w % from 9 Number
Cl1 0.055 0.298420129 2.685781159
C2 0.034 0.482738444 4.344645992
C3 0.075 0.218841428 1.96957285

Table 10 is calculated similarly to Table 8. It gives the distribution of partitions and the specific number of databases,
relative to the instances of the operating systems and servers A[{]:B[i].

Table 10. Final distribution by number of operating systems (OS), servers (SRV) and databases (DB)

OS:SRV:DB Number

A1:B2:C1
Al:B2:C2
Al:B2:C3
Al:B3:C1
A2:B1:C2
A2:B2:C1
A2:B2:C2
A2:B2:C3
A3:B2:C2

—_ e = e e = = N

Figure 5 illustrates the reduction in aggregated system risk achieved by optimized diversity allocation in Example 3.
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System risk reduction via optimized diversity allocation
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Figure 5. Reduction in systemic risk via optimal distribution

7. Discussion and limitations

The proposed modified Shannon index and allocation algorithm are intended as a decision-support method for
architectural diversification, rather than a replacement for full threat modeling, penetration testing, and security operations.
This section highlights key modeling assumptions, practical considerations for deployment, and limitations that inform
future work.

7.1 Modeling assumptions and parameter estimation

The compromise probability model assumes that attack attempts against component type i arrive according to a
stochastic process with mean intensity A;, and that each attempt succeeds with probability ¢; Over a planning horizon T, these
parameters determine the cumulative compromise probability P;(7) and the corresponding resilience R;(T) = 1 — P(T).
In practice, A; and g; can be estimated from incident telemetry (e.g., IDS/IPS and SIEM data), vulnerability management
records (e.g., patch lead times), and external threat intelligence feeds. When empirical data are sparse, expert elicitation
may be used, in which case uncertainty should be reflected through sensitivity analysis across plausible ranges of A; and g;.

Another simplifying assumption is the conditional independence of compromise events across components of different
types. Real-world attacks can violate this assumption (e.g., credential reuse, shared management planes, supply chain
dependencies, or cross-layer privilege escalation). When such dependencies are significant, the resilience weights should be
adjusted using dependency-aware risk models (e.g., attack graphs or common-cause factors) before applying the allocation
rule [44].

To improve transparency, the revised manuscript supplements the baseline examples with three simple robustness
checks: a dependence-stress scenario for common-cause exposure, a sensitivity analysis of the illustrative vulnerability
inputs, and a numerical verification of the deviation introduced by integer rounding. These additions do not eliminate the
need for deployment-specific calibration, but they show that the main comparative conclusions are not artifacts of a single
nominal parameter setting.

As a direction for future work, correlated compromises can be modeled via copula-based dependence structures or
explicitly through attack graphs that capture shared prerequisites and cross-component propagation paths. Such dependency
models can be used to adjust the effective resilience weights before applying the allocation rule.

7.2 Compatibility, operational constraints, and costs

The multi-layer examples in this paper intentionally abstract away compatibility constraints among operating systems,
web servers, and databases. In production systems, compatibility, certification, and operational maturity impose hard
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constraints on feasible combinations. The allocation algorithm can accommodate such constraints by restricting the allowed
component set per layer and by excluding invalid cross-layer combinations during configuration tree generation.

Diversity also has a cost dimension: heterogeneous stacks require broader expertise, more complex CI/CD and
monitoring pipelines, and potentially higher licensing or support costs. Future work will extend the optimization objective
to include explicit cost, availability, and performance constraints, enabling multi-objective trade-off analysis between
resilience and operational efficiency.

7.3 Practical implications for cloud-native systems

In cloud-native deployments, diversity can be implemented at multiple levels: OS images, container base images,
language runtimes, service meshes, and managed database engines. Infrastructure-as-code and automated orchestration
make it feasible to maintain heterogeneous fleets, while also enabling rapid rebalancing after new vulnerability disclosures.
The proposed framework can be used periodically (or event-driven) to recompute optimal allocations as A j and pj change
over time.

Finally, architectural diversity complements Zero Trust and Moving Target Defense (MTD): Zero Trust reduces
reliance on network perimeter assumptions, while MTD introduces runtime variability. Combining static diversity allocation
(this work) with runtime adaptation is a promising direction for further improving system-level resilience.

8. Conclusions

This paper presented a vulnerability-aware diversification framework for diversity redundancy in information systems.
The main contribution is an entropy-inspired indicator H that combines technological heterogeneity (deployment shares)
with time-accumulated resilience derived from compromise probabilities over a planning horizon. On this basis, we
proposed a resilience-prioritized allocation rule and a deterministic integer allocation procedure (floor-and-carry) suitable
for layered architectures under a strict instance budget.

The illustrative examples show that resilience-prioritized diversification can improve H; compared to uniform
allocation. To avoid substituting the target metric, we also report the system-level survival probability Py, under the same
modeling assumptions; in the provided examples, improvements in H, are accompanied by improvements in Pyy,. This
supports the use of H as a compact, engineering-oriented indicator for comparative design and what-if analysis, while
keeping Pyy as the primary security quantity when the underlying assumptions hold.

From a practical perspective, the approach is intended as a decision-support tool for architecture planning in
environments where deploying heterogeneous stacks is feasible (e.g., virtualized and cloud-native infrastructures, hosting
environments, and modular service deployments). In such settings, the model can be used to periodically recompute
allocations as estimated parameters change (e.g., via rolling-horizon updates from vulnerability management and operational
telemetry), and it can be combined with feasibility constraints (compatibility, performance, or policy constraints) to restrict
the configuration space.

The numerical results rely on simplifying assumptions, most notably stationary attack parameters over the horizon
and conditional independence of compromise events. In real deployments, correlated compromises (shared credentials,
common management planes, supply-chain effects, or cross-layer propagation) can reduce absolute security levels; therefore,
parameter estimation and sensitivity analysis are essential, and dependency-aware modeling should be considered before
applying the allocation rule.

Future work will focus on (i) incorporating explicit feasibility and operational constraints (compatibility, performance,
and cost), (ii) extending the vulnerability model to time-varying parameters and event-driven re-estimation, (iii) integrating
dependency and correlation modeling to relax independence assumptions, and (iv) empirical validation on real infrastructures
and datasets.
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