
Computer Networks and Communications
https://ojs.wiserpub.com/index.php/CNC

Copyright ©2024 Ranjit Kaur, et al.
DOI: https://doi.org/10.37256/cnc.2120243852
This is an open-access article distributed under a CC BY license
(Creative Commons Attribution 4.0 International License)
https://creativecommons.org/licenses/by/4.0/

Computer Networks and Communications 24 | Ranjit Kaur, et al.

Review

Security and Privacy of Wearable Wireless Sensors in Healthcare:
A Systematic Review

Ranjit Kaur* , Seyed Shahrestani and Chun Ruan

School of Computer, Data and Mathematical Sciences, Western Sydney University, Penrith, Australia
E-mail: 18166138@student.westernsydney.edu.au

Received: 31 October 2023; Revised: 18 December 2023; Accepted: 4 January 2024

Abstract:Wearable Wireless Sensor Network (WWSN) devices are widely used in healthcare to monitor health
data. However, when WWSN users transmit their data to healthcare professionals or third parties over wireless
connections, they face privacy and security vulnerabilities. This paper aims to identify the unsolved privacy and
security challenges in wearable sensor devices in healthcare, especially the aspects overlooked by previous
research. The main research question is: What are the unsolved privacy and security challenges in wearable
sensor devices in healthcare, and what are their implications for users and healthcare professionals? This
systematic review employs specific keywords to search for relevant publications on bibliographic databases,
including Google Scholar, Scopus, IEEE Xplore, and Web of Science. The Preferred Reporting Items for
Systematic Reviews and Meta-Analyses (PRISMA) charts helped in screening and summarising the selected
papers. The results highlight the critical areas that can make WWSNs vulnerable to security attacks. The
findings examine the security and privacy issues of wearable sensor devices in cloud computing, fog computing,
the Internet of Things (IoT) and the like. Many studies examine IoT due to its privacy and security challenges,
especially regarding handling extensive data, using public channels, deploying advanced technologies,
managing sharing policies alongside the growing number of wireless devices, and protecting data from hackers.
These challenges seriously threaten the confidentiality, integrity, and availability of health data transmitted by
WWSN users to healthcare professionals or third parties in cloud-based environments and IoT and are
exacerbated by limited resources. The significant findings thereby focus on unresolved areas in IoT. This paper
aims to safeguard against cyber-attacks on healthcare and increase users' adoption rate of WWSN devices.
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1. Introduction
Wearable Wireless Sensor Network (WWSN) devices are attached to the human body to collect real-time

health data and send them to healthcare providers [1]. The wireless Body Area Networks enable easy transfer of
health data from one site to another, regardless of the distance between the parties [2]. The WWSN provides
numerous advantages, such as remote access to data, real-time data sharing, portability, ease of use, and the
ability to save time and money by avoiding the need to visit the hospital for routine check-ups [3]. However,
security vulnerabilities associated with online or remote data sharing from wireless devices are widely
recognised, with the potential for this sensitive data to be stolen by cybercriminals being an increasing concern
[3,4]. Privacy and security breaches in healthcare may majorly affect human life and potentially result in life-
threatening attacks [5], especially as cybercriminals can add, erase, or modify the original information on a
person's health record [6]. To address this risk, new smart approaches to identify security weaknesses in WWSN
devices must be developed [7].
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The security challenges involved in healthcare data storage are widely acknowledged. Over recent years,
the healthcare sector has undertaken a wide range of activities to reach wider audiences since reaching them out
physically became difficult during crises like COVID-19. The sector used multiple technologies and digital
approaches dependent on software or online platforms to achieve this. These processes further increase cyber-
attack risks since the systems are vulnerable. It is anticipated that securing the data generated in healthcare
sectors by 2025 will become a great challenge on the Internet of Things (IoT), with any negligence in
authentications in IoT potentially allowing security attacks [8]. Furthermore, privacy and security attacks
continuously grow in healthcare regardless of various solutions provided [9,10].

A further challenge is providing safe and secure transmission while multiple users handle patients' medical
information in an emergency [11]. Attackers often successfully breach digital healthcare systems' security and
privacy measures [12,13]. This is because current healthcare technology systems cannot meet all the
requirements of the latest systems due to the rapid pace of changing technologies, limited resources, energy and
systems' limited capacity to handle large data [14]. For example, a survey undertaken among 106 WWSN users
found that the majority were unaware of data breaches via unauthorised access to their sensitive data. To have
enough knowledge to protect their data from such security vulnerabilities, users must be educated about using
wearable sensors [15].

Furthermore, the literature shows that rules, regulations, and standards are not strong enough to protect
health data. Manufacturers of smart devices do not follow all the safety and data security standards while
producing wearable sensor devices [16]. Moreover, some wearable sensor devices are not appropriately
designed, with data leaking from them [17]. Weaknesses in the inbuilt storage data make WWSN vulnerable to
data breaches and corruption of the inbuilt storage data [18], as does the large volume of devices within the
healthcare system. Third parties may also neglect to gain consent from the data owner before sharing the data,
which leads to privacy and security issues. These issues are compounded by the extreme difficulties the latest
technologies create for doctors in understanding and handling bulk patients' data and how best to keep it safe in
future [19].

Furthermore, the outcome of the issues in the context of sharing data and monitoring health data with the
help of intelligent wearables leads to the increased exposure of patients’ information and patients’ privacy
concerns [20]. Apart from that, the benefit of using a wireless connection for healthcare professionals is that,
since it presents accurate medical records of the patients, it helps with the analysis and management of
continuous vital signs and transmits the information with the help of medical equipment. In the perception of
[21], collected patient data leads to ongoing vital signs where wireless technology and appliances present a
significant opportunity for managing real-time databases among the patients. Data integrity is the biggest
challenge as attackers can mishandle data and information. Research has shown a substantial vulnerability in
WWSN devices regarding cyber security in the healthcare sector [22].

Blockchain is a new technology in the healthcare sector, and many people are not aware of the respective
benefits in the context of privacy and security for healthcare data. This is a complex technology, but there must
be a short trial before the implementation. Combining the technologies can be challenging as they have different
architectures and protocols, such as IoT and Blockchain, IoT and cloud, Fog computing and IoT, and
Blockchain and lightweight. Combining the technologies with the WSNs can increase the risk of cyber-attacks
and data breaches. This can also lead to scalability issues as adding new devices and sensors to the network can
be difficult. It can also impact energy efficiency and battery life. Data reliability is also questionable due to the
complex infrastructure and interdependence.

Utilising these combined technologies leads to significant vulnerability regarding cyber security in the
healthcare sector [22]. In forgery attacks, a valid signature is created by someone else on health-related
messages [23]. They take control of the whole message by adding a signature to it. Medical identity theft can be
one of the most effective forms of attacks where one uses confidential information, such as the social security
number, without the owner's permission, and makes false claims towards the process of Medicare and
aggressive thefts of online medical cards. These forgery attacks can also cause problems with medical treatment
[24].

1.1 Research Approach
We use a systematic review methodology, a well-established technique that assists in identifying studies

that discuss a common phenomenon [25]. Our review includes exclusion and inclusion criteria for selecting
specific publications to ensure the information addresses the research motivations. We use this approach to
explore the security and privacy challenges and their management in the healthcare sector, the most targeted
sector for possible attacks on users' sensitive data compared to any other area.
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In more detail, the study focuses on the following three areas:
 Research focus1 – Investigating different WWSN technologies used in transferring recorded data,

identifying existing privacy and security challenges for users, and sharing health data using wireless
connections in WWSN devices technologies.

 Research focus 2 – Investigating the reasons behind the security challenges in wearable sensor network
devices in healthcare. This paper focuses on analysing the causes of security vulnerabilities in wireless
sharing.

 Research focus 3 – Investigating solutions previously proposed to overcome these privacy and security
flaws in WWSN devices in remote sharing and reviewing advanced technologies and the combination of
technologies that may assist in securing health data.

1.2 Research Contributions
WWSN devices may rely on IoT, fog computing, cloud computing, and the like. While these technologies

play a crucial role in healthcare, limited research discusses or proposes potential solutions to strengthen their
recognised vulnerabilities to make them more secure against cyber-attacks. This research addresses these gaps
and critically mines the factors that make WWSN data vulnerable. It achieves this by conducting a systematic
review of relevant scholarly articles published between 2017 and 2022 (inclusive) to identify security
vulnerabilities in critical areas and to propose some solutions to enhance the security of WWSN for users,
medical practitioners and healthcare settings.

Research Question 1 examines the privacy and security issues of WWSN devices. These occur due to
vulnerabilities in methods or technologies. The answer to this question provides a detailed description of the
reasons for such security challenges. It also assists us in analysing and finding security flaws in the healthcare
system. Furthermore, Research Question 2 aims to explore all the offered solutions and compare the security
issues. It provides more significant insights into healthcare, highlighting areas still not covered in the proposed
solutions.

Most importantly, Research Question 3 shows the security risks after cyber-attacks on health data. This
answer will also bring attention to those areas that are impacted due to malicious attacks. The paper is organised
across four sections. Apart from this Introduction section, section 2 details the systematic review methodology
and the PRISMA approach used to identify the most relevant articles to be included in the review. Section 3
represents the obtained results. Finally, section 5 concludes the findings and the recommendations for future
direction.

2. Materials and Methods
The systematic review associated with this paper aims to analyse previous studies and collect in-depth

information about privacy and security issues in healthcare. It also aims to reduce bias and use explicit methods
to conduct comprehensive reviews [26]. It is based on carefully selected criteria that guide the systematic search
of the papers that cover the research questions.

The first step is to stipulate the research question using PICO (Population, Interference, Comparators and
Outcomes) as this study focuses on a specific area; the next step is to use the keywords for search engines, such
as Google Scholar and Scopus, and filter the papers using inclusion and exclusion criteria [27]. According to
[28], the PRISMA diagram is followed in a systematic review as it includes multiple steps to find closely
relevant papers. The steps are as follows:

A literature search on multiple databases, such as Scopus, Google Scholar, Web of Science and IEEE
Xplore;

Use of specific keywords;
Use of Boolean operator strategies;
Use of similar keywords.
Table 1 represents the search criteria based on specific keywords and Boolean characteristics in four

databases - Google Scholar, Scopus, IEEE Xplore, and Web of Science.
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Table 1. Search strategies criteria for utilised databases.

Search Engine Keywords
(Google Scholar) privacy and security" challenges OR concerns OR issues in transferring OR transmitting the data in" wearable

sensor."
(Scopus) wearable AND sensor OR WWSN AND privacy OR security AND transmit OR transfer OR send AND health

OR personal AND data.
(IEEE Xplore) wearable sensor AND privacy OR security issue AND health data
(Web of Science) wearable sensors AND transmit or transfer AND health data AND privacy OR security concerns

Google Scholar has found 80 per cent more papers than other databases. In contrast, Web of Science and
Scopus have provided the most peer-reviewed articles in the literature in English [29]. Moreover, IEEE Xplore
is a significant data source that provides the most inclusive and specific papers by applying filter methods in the
present study [30].

Table 2 represents data from research papers that are selected for systematic review. It clearly shows that
the number of studies increased from 2017 to 2022. In addition, it is also clear that most of the studies are in the
form of journal articles followed by conference papers and book chapters. It also shows that conference papers
have decreased over the years whereas the number of book chapters has increased.

Table 2. Final utilised research papers.

Year Conference Papers Journal Papers Book Total
2017 2 4 0 6
2018 2 7 0 9
2019 4 12 0 16
2020 0 14 2 16
2021 1 28 3 32
2022 6 33 1 40
Total 15 98 6 119

Selection of the articles – First, the title and abstract of all selected papers were read with the application of
inclusion and exclusion criteria. Some criteria were applied to exclude some papers from the selection. They
include the following.

Exclusion criteria
 Irrelevant articles
 Unpublished articles
 Outside of the date range
 Duplicate articles
 Foreign language

Inclusion criteria
 Data range between years 2007 and 2022
 Peer reviewed data
 Data referring to the information transmitted from patient to healthcare
 Data referring to people or patients who are using wearable sensor devices
 Privacy and security concerns regarding health data
 Published papers (journal articles, conferences)

Following the PRISMA criteria, some data, which will be used for systematic reviews, will be abstracted
from the selected papers. For example:
 The name of the author
 The year of publication
 The types of research

Interpretation and summary of finding – This section will show the answers to the research question.
Figure 1 depicts the PRISMA diagram used to review the papers for the screening process. This graph

illustrates the number of papers identified without selection criteria and the number of papers included in the
final evaluation after using inclusion and exclusion criteria. Finally, 119 articles are used for review through the
meta-analysis approach.

Data Extraction steps:
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1. After collecting data from different databases, duplicate papers are removed.
2. The irrelevant papers have been removed after reading their titles.
3. After reading the abstracts and conclusions, another filtering process was done, in which other areas,

such as education, agriculture, and the like, were removed and only the papers regarding healthcare-
related were kept.

4. In the final step, critical screening has been conducted by keeping the papers about wearable sensors and
sharing health data.

Figure 1. Prisma diagram for the screening process.

The data published between 2017 and 2022 is shown in Table 3. It provides details on the methodology
employed in previous investigations. According to table 3, previous research has proposed solutions that address
security concerns and improve the performance of managing health data with wearable sensors in healthcare.
However, systematic review methodology has been utilised the least over time. This systematic review
methodology was primarily concerned with IoMT. In contrast, one study examined fog computing, another
ageing places, and the third published health data's privacy and security issues. Literature review and survey
methods are the two most employed in past research papers.

Table 3.Methodology used in resources published from 2017 to 2022.

Numbers Survey Proposed Solution Systematic review Comprehensive review Literature review
2017 2 4 0 0 0
2018 1 3 0 2 3
2019 3 8 0 3 1
2020 1 8 0 1 6
2021 4 14 3 4 6
2022 6 12 3 2 16
Total 20 49 6 12 32
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3. Results
The results review the current privacy and security challenges in healthcare. This section includes several

vulnerabilities that create security issues for wearable sensor devices and discusses the causes of privacy and
security problems.

Table 4 represents the vulnerabilities found in wearable sensor device methods and technologies. It
includes the security and privacy challenges which happen in remote sharing. The following systematic review
covers papers from the period 2017 to 2022 which are used for the analysis of the security issues in healthcare.

Table 4. Vulnerabilities of WWSN devices in healthcare.

Methods or Technology Weakness/Gaps/Disadvantages Ref.
Internet of Medical Things
(IoMT)

IoT faces cyber and malware attacks due to sensors and device vulnerabilities. [31,32,33,34]

Handling large amounts of data puts the data at risk. [35]
IoT faces security challenges due to less capacity and scalability which result from
limited resources.
The IoMT system might affect patients' lives by causing privacy concerns about their
personal information.

[36,37,38]

Health data can be lost due to the lack of transparency and authentication, which may lead
to data privacy breaches.

[39]

 Weak or default protocols are sometimes addressed.
 Lack of awareness among stakeholders regarding the healthcare field and the

knowledge of security vulnerability and cyber-attacks.

[40,41]

90% of all IoT device traffic is unencrypted, which makes 57% of the devices more prone
to threats that might reveal sensitive information.

[42]

Social network sites tend to share data inappropriately, which many users may use;
providers have less confidence to store health data appropriately from threats; different
policies are in different places regarding nationwide data sharing.

[43,44,45,46,47]

Conventional security issues in network technologies; possibilities of security attacks
such as cyber-attacks, and privacy concerns; the attacker can capture the traffic and
transfer it to its destinations by acting as a source.

[48,49,50]

Vulnerabilities in the user interface, network services, sensors, cloud services, and
confidential threats.

[51,52,53]

At the time of data sharing, vulnerabilities are found in software and hardware. [6,54,55]
Unchangeable passwords, unsecured web applications, lack of data storage and
transmission security, encryption methods and network services.

[56]

 It is easy for hackers to access individuals' medical records transformed into digital
ones.

 The wireless disruption delays and creates interruptions due to poor signal,
intermittent connectivity, unexpected disconnection, and slow network.

[57]

 Data integrity has been considered the most significant challenge as attackers can
misuse data and information.

 The utilisation of IoT and communication-relied protocols, including HTTP, MQTT,
and many others, can lead to security threats.

[58]

 The implementation of data is quite challenging due to unawareness of methods.
 Intensive techniques are not impactful in a continuously transforming environment.
 Failure is possible due to maximising the allotted bandwidth of individuals in the

context of sharing healthcare data.

[59]

Fog Computing Fog computing faces privacy issues because of insecure channels whereas handling a
large volume of data also creates time-latency issues.

[60]

Issues in authentication protocols, privacy and security load balancing and offloading
chores, and in implementing various hardware and communication technologies.

[61]

Wireless Body Area
Network

With some vulnerabilities found in International standard IEEE 802.15.6, WBAN is also
not secure to fight against malicious attacks.

[62]

The lack of resources makes the encryption scheme unreliable when data is transmitted to
third parties.

[19]

The existing scheme is not working correctly against threats as the security key can be
found from transmitted parameters and senders' public keys.

[63]

Handling large amounts of data at the time of updating to advanced technologies. [64]
Wireless body area networks are experienced in active and passive attacks. [65]
Wearable sensors can be easily carried at any time and location due to their size and
wireless connection. However, they allow one to connect remotely with an unknown
contact, which can lead to security flaws.

[66]
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Data sharing does not meet advanced technology scalabilities. [14]
When a wearable or implant sensor is remotely connected to various machines, malicious
attacks can happen with unwanted connections.

[67]

Blockchain technology Security concerns in public blockchain technology as it is accessible to everyone. [68]
It has processing speed and scalability issues. [69]
Data can be lost when a cloud server transfers health data to the blockchain; the third
party may cause security issues when they need data.

[70]

Lightweight authentication
scheme

Data is saved in plaintext form in memory. [71]

Home Patient Monitoring
IoT systems (HPMIoT)

Data security and privacy; integration of various devices and protocols; data overload and
accuracy.

[72]

Handling large amounts of data at the time of updating to advanced technologies. [64]
Wireless body area networks are experienced in active and passive attacks. [65]

Wearable sensors can be easily carried at any time and location due to their size and
wireless connection. However, it allows one to connect remotely with an unknown
contact, which can lead to security flaws.

[66]

Data sharing does not meet advanced technology scalabilities. [14]
When a wearable or implant sensor is remotely connected to various machines, malicious
attacks can happen with unwanted connections.

[67]

Medical Health (mHealth) Wherever healthcare is used, central-based systems face cyber-attack challenges. [73]
Attribute-based encryption
(ABE)

Weak encryption and decryption methods are the biggest concerns in managing sensitive
information.

[13]

Big Data Due to centralisation, data can be copied and stored without time and space constraints,
and with weak encryption methods.

[74]

Cloud computing with IoT The data and information that unauthorised individuals might abuse negatively impact the
entire healthcare system.

[75]

Internet of Nano Things
technology

Internet of Nano Things technology experiences intentional and unintentional attacks. [76]

Wireless Technology If electronic health data is not used appropriately, it can suffer severe consequences
regarding privacy and security. Mobile ad hoc network systems still have security issues.
Fake authentication messages on network infrastructure can cause DOS or DDOs attacks.

[77]

eHealth Minimum access control measures have explicitly been severe, like system timeouts, data
access control, and many others.

[78]

Healthcare Technology  Healthcare technology becomes a victim of malicious attacks due to the lack of
effective performance of the innovative healthcare system.

 An attacker may destroy the IoT infrastructure by performing a skillful attack on AI
models.

[79]

Security problems are faced because of unauthorised activities with patients' electronic
records and a lack of system security.

[80]

Lack of cost-effective and smart healthcare sensors with the unstandardised IoT system
architecture.

[81]

One of the significant healthcare issues that is emphasised is that patients’ confidentiality
in data management is quite sensitive and directly impacts patients' security and health.

[82]

The COVID-19 pandemic is associated with challenges, such as data regarding privacy
and mental health issues.

[83]

Data reconstruction errors, perturbation, and many more hinder patient information
securities.

[84]

Reconfigurable Intelligent
Surface (RIS)

 RIS can produce potential security threats in IoT.
 After implementing certain tests, it is proved that RIS signals are worse than earlier in

IoT network.

[85]

Table 4 presents mostly papers on the Internet of Things (IoT) and the Internet of Medical Things (IoMT).
Regarding sensors, critical issues are often due to wireless communication protocols and infrastructure. Table 4
summarises the key challenges that researchers have identified, such as cyber-attacks [31], protocol
vulnerability [72], and premature deployment of technologies such as blockchains [70]. Research between 2017
and 2022 in IoT and IoMT has widely recognised issues regarding data and user privacy and security. On the
other hand, few papers reviewed privacy and security issues in Wireless Body Network Technology (WBAN).
A few papers also analysed the healthcare sectors to determine how patients share their data with healthcare
professionals and how it faces security vulnerabilities. The following Figure 2 points out the main concern areas
that create privacy and security issues of WWSN devices in healthcare. It includes vulnerabilities in methods or
technology, network infrastructure, unawareness, data handling and wireless sharing.
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Figure 2. Privacy and security issues areas of concern

3.1 Underlying Technology-Related Concerns
Firstly, IoT is vulnerable to cyber and malware assaults due to sensors and device flaws [31]. It has specific

common network security issues [48]. IoT is widely accepted in healthcare, which assists multiple wireless
technologies to connect remotely. However, these wireless connections create privacy and security problems.

The results in Table 4 illustrate that various reasons are considered, including the probable causes of
malicious attacks in IoT. The main issues are due to the unawareness of using and handling WWSN
technologies, weak policies, rules and regulations of sharing health data and vulnerabilities in network
infrastructure, to highlight a few.

3.1.1. Handling Large Amounts of Data

Due to insufficient computing capacity and memory space in IoT, handling massive amounts of data can
put the data in danger [35,36]. According to [54], due to vulnerabilities in the user interface, network services,
sensors, and cloud server, data breaches happen, which causes the leaking of confidential information, and
which is a threat during data exchange [52]. Additionally, IoMT faces security challenges due to handling large
amounts of data, weak policies, procedures and authentications [35,38]. Lack of understanding and unawareness
of using IoMT technologies create a severe concern [40].

Furthermore, IoT medical devices are becoming more common, but this can be a problem for users because
it is a new and complicated technology which they cannot understand how to use [10]. According to certain
studies, IoT vulnerabilities can occur in the user interface, network services, sensors, and cloud services, and
unauthorised individuals can gain illegal access to them [51]. Additionally, data exchange in IoT is feasible
when internal and external devices are connected via the internet, but software and hardware vulnerabilities
might result in harmful attacks during interaction [54].
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3.1.2. Vulnerabilities in WWSN Technologies

On the other hand, blockchain technology is the latest technology that brings smart contracts and
procedures to the market and provides solutions to various security concerns. However, it has been discovered
that if public blockchain technology is used, privacy and security concerns may arise because anyone can access
it [68]. When data management is not regulated, tracking and managing it can lead to breaches. Moreover,
blockchain technology has some challenges, such as processing speed and scalability, when compared to
traditional database systems [86] where users may have concerns about security when managing distributed
ledger systems and data synchronisation technologies [34].

Apart from that, security concerns in fog computing include authentic protocol implementation, privacy
and security load balancing, and the implementation of various hardware and communication methods [61].
Because wireless communication technology has fewer resources to enable robust encryption, it can potentially
cause data leakage [87]. Elliptic curve cryptography has previously been discovered. According to it, some
security weaknesses can be noticed in the existing ECC, including DDoS assaults, a key compromise issue, a
stolen verifier attack, a lack of remote forwarding, a lack of control over security keys, and a lack of time
synchronisation.

A lightweight authentication scheme was also introduced to enable data transmission from wearable
devices to healthcare servers. This research has discovered security issues, such as stolen wearable device
attacks, in which attackers can use the stolen device's memory and user impersonation attacks. The rationale for
the preceding attacks is that data is stored in RAM in an unencrypted form, which makes it easily readable and
hackable by attackers [71].

3.1.3. Authentication Challenges

As the number of medical IoT devices grows, there is a massive lack of new ideas in less secure
environments which run them [10]. Patients, healthcare providers, and others working on it do not know about
the security policies, standards, governance, and different rules and regulations of new technologies [10].
Sharing a device with family and friends and not using a password, encryption, or a secure cloud for most daily
activities can lead to security breaches that users do not know about [73].

Privacy and security come under concern when there is time to adopt ePHR with advanced technology
because users are not entirely sure how to use the system [3]. In the light of wireless communication
technologies, users have little confidence in FL [88]. Concerns about data security arise when people are
unaware of how to properly manage sensitive data when it is shared via wireless communication [3]. Moreover,
the inability to identify user identification numbers of harms healthcare consumers because it contains personal
information associated with their names [3]. Security and privacy vulnerabilities are the primary concerns in
context-awareness systems as all personal information is transferred to third parties, which may result in the data
being leaked to an unauthorised individual [89].

3.2 Shared Environments and Connectivity Challenges
As a result of the lack of adequate connectivity, health data is still shared in hospitals in paper format; data

is not available on time and is left open to the public [10]. Social networking services, which may be used by
many people [43], are being used to share data inappropriately. Present-day healthcare does not meet or cannot
scale up to the demands of advanced technology, and as a result, it lacks a structured data transmission system
that is secure, dependable, and consistent [14]. Regarding data-sharing policies, different policies are in effect in
healthcare [43]. When consumers are not aware of how to manage sensitive data when it is shared over wireless
communication, this is a grave security problem that needs to be addressed [3].

3.2.1. Vulnerabilities in Wireless Technology

The primary risk with wireless technology is that data is transmitted across the air, with a high probability
of sensitive material being copied by unauthorised individuals. Low-power wireless technology can also be a
source of privacy and security concerns [90]. Anyone can use wireless communication technology, and intruders
can launch attacks on network infrastructure such as DDOS and authentication attacks [91]. Also, remote access
raises security risks for sensitive information in healthcare, including illegal entry, credential misuse, data loss,
and record manipulation [8]. A WWSN device synchronises with mobile applications to transfer data to a third
party, which may cause data hacking [92]. If Telecare Medical System's confidential data is exchanged via the
internet, there is a chance of an attack by external systems [2]. When wearable sensors or implant sensors are
remotely connected to various machines, then malicious attacks can happen with unwanted connections [67].
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Furthermore, malicious assaults can seize control of the communication system during data transfer, and
there is a considerable possibility of changing, deleting, and adding information and inaccurate health data
records via public communication channels. As a result, the WWSN device is susceptible to the following
attacks: denial of service, replay attacks, a man-in-the-middle attacks, offline password guessing attacks, smart-
card-loss attacks, personal attacks, user anonymity attacks, and authentication attacks [47].

3.2.2. Weak Authentication Systems in Wireless Technology

Wireless communication over the public internet creates serious security concerns. When doctors handle
extensive data from multiple patients, information addressing their privacy [93] can be leaked. The encryption
scheme is unreliable for internet data transmission to third parties [19]. Internet data transmission is a big
security challenge [94]. While using a wearable sensor device, one can find context privacy when the device
shares data that the user does not want to be shared, and bystander privacy when some wearable devices capture
the data and information from their surroundings. It is said that when a wearable sensor or an implanted sensor
is remotely connected to several machines, malicious assaults can occur as a result of the undesired connections
made by the sensors [55]. Transferring data from sensors to the cloud via IoT can raise security concerns [53].

Code injection attacks are possible on the Internet of Things due to cloud vulnerabilities [52] when end-
users share and access data. When data is transferred from sensors to healthcare servers via hybrid cloud
systems, including public or private cloud systems, security concerns for users and physicians can arise [69].
Data breaches are highly dangerous because data is transmitted over public cloud servers [11]. Furthermore,
when cloud servers send health data to the blockchain, data can be lost. Although the cloud server stores data
using robust encryption methods and different cryptography systems, a third party may introduce a security risk
during transmission [70]. Cloud-based data is vulnerable to various threats, including malicious attacks, data
manipulation, and privacy and security breaches. Attackers may utilise patient data [95].

3.3 Operating System Challenges in Healthcare
As the number of devices is increasing in medical IoT, the domain still lacks innovation and has a less

secure environment for safe execution [10]. CPS has security concerns; its primary challenge is its relation to
advanced technologies. It causes many malicious attacks. New technology and innovation need new policies
before implementation; otherwise, they can cause physical security attacks in healthcare [96].

3.3.1. Centre-Based Health System Concerns

Natural outbreak threats or attacks and biological attacks can happen in health data because these attacks
are extremely hard to be analysed and detected simultaneously when they occur [12]. Healthcare service
providers lack interoperability [97]. Insecure and weak authentication may cause security attacks, such as data
injection on health data [98]. The former health system is a center-based system with security vulnerabilities
where attackers can easily control wearable sensor devices and delete, change, or add data [73].

Due to centralisation, privacy and security concerns about health data remain. In contrast, previous
mHealth systems were center based with security vulnerabilities, allowing attackers to easily take control of
wearable sensor devices and remove, edit, or add data [74]. If electronic health data is not used effectively, it
can have significant privacy and security implications [77]. Additionally, data ownership is a substantial issue
because users are unaware of how to use or share data, and data transmission, such as when users send data via
email, can generate privacy concerns [99].

3.3.2. Weak Policy and Regulation in Healthcare

Regarding data ownership, there are no standards or protocols in place; for example, there are no rules or
regulations governing who has responsibility for the information [44]. While any systems or technologies are
being deployed, data can be compromised. For example, radiofrequency collects data that cannot be captured
optically by a regular camera; partially processed data requires extra technology, which can also be a source of
security issues [100]. So, malicious attacks on data integrity are also common [87].

Moreover, some wearable sensors store data in a local storage, which does not employ encryption or data
protection measures, and this can result in data loss in certain circumstances [92]. Data from various sensors,
such as smart devices, smart watches and wearable sensor devices, can be complicated to handle, analyse,
process and store [97].
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3.3.3. Cloud Server Security Risks

In a cryptography system, if the key is revealed, it is impossible to keep the data safe [101]. When a cloud
server transfers health data to the blockchain, data can be lost. Although a cloud server has stored data using
robust encryption methods and different cryptography systems, third-party interference may cause security
issues during the transmission [70]. As a result, there are some possible attacks when users want to obtain raw
biological data from sensors as there is an opportunity for unauthorised people to interfere [102]. If the
authentication is not accessed correctly, data encryption and decryption techniques will be delayed, and there is
a strong chance of DOS attacks [103]. Cloud-based data faces many challenges, such as malicious attacks,
manipulation of sensitive data and privacy and security breaches, and intruders may use patients' data [95].

The database is not fully secured because it has its limitations. Research confirms that digital signatures,
used to exchange information, can have vulnerability-causing forgery attacks [17]. Storing data in the public
cloud increases security and privacy concerns. If there is a single failure, a third party needs to handle or solve
such issues, which can lead to the leakage of health data [104].

If personal health records (PHR) are stored in the cloud as plain text, they are vulnerable to malicious
attacks. Attribute-based encryption (ABE) method is used for fine-grained access control and search encryption
key for encrypted data, but it has a security loophole that shows that data is not safe with these methods [13].
Handling enormous amounts of data may put the data at risk [35]. Providers have less confidence in storing
health data appropriately from threats [43].

3.4 Vulnerabilities in Network Technologies
A mobile ad hoc network system still has security issues. Fake authentication messages on network

infrastructure can cause DDoS attacks [77]. WAN gateway includes wireless routers, access points and wireless
connection, allowing to connect with other networks with data traffic issues, which can cause security breaches
in data transmission handling [105].

3.4.1. Challenges in Handling Large Network Infrastructures

Previous WBAN architecture dealt with large amounts of data, but this can create complexity and cause
security and privacy challenges for users; updating or implementing new technologies can also cause data
confidentiality and integrity issues [64].

Wireless communication methods and large-scale network use are the most significant security
vulnerabilities [9]. A security concern relates to Wireless sensor network, Machine to Machine communication
and cyber-physical system in IoT [50]. An insecure wireless connection can cause brute-force attacks [92]. Data
can be exchanged in WBAN because it lacks restrictions and has a mobility feature, as we can carry it
anywhere/anytime. All these reasons can make it easy for intruders to attack data [66].

3.4.2 Malicious Attacks

WBAN is also not secure when fighting against malicious attacks such as DOS, man-in-the-middle, and
impersonation attacks. So, authentication and confidentiality are crucial in WBAN [62]. Lack of resources and
consumption can cause malicious attacks in WBAN [19]. WBAN, as a wearable device, collects remote data
and transfers it to caregivers and, with fewer authentication systems found, this leads to security and privacy
attacks. The existing scheme is not working against threats as security keys can be found from transmitted
parameters and senders' public keys [63].

Therefore, wireless sharing across a public channel generates malicious assaults, authentication attacks, and
other attacks based on the activities of individual users [6]. In addition, it was discovered that unchangeable
passwords, insecure web applications, and network services contribute to healthcare security breaches.
Limitations in computing speed, memory space, and comprehension of input and output functions have posed
security threats to the IoT [38].

Overall, the results illustrate that privacy and security challenges are mainly discussed in IoT and IoMT
areas. The significant reasons for this are unawareness of using the technologies and methods, handling large
amounts of data, limitations in wireless connections and weak policies, standards and authentications. Moreover,
the healthcare network structure cannot ignore the security attacks by unauthorised people who use fake source
IDs.
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3.5 Impacts on Users and Systems

3.5.1 Health Data Stealing or Monitored Information Leakage

This paper states that human data has been changed due to data stealing from the server by unauthorized
people. From various sources, it has been established that over 500 data records have been stolen, and the
average amount of stolen data increases weekly to a new record. Data privacy maintenance can be a security
concern within the Healthcare society. Moreover, it is defined that data maltreatment can lead to due to lack of
efficiency in healthcare organizations, and it can create massive losses for healthcare in terms of finances as
well as Service Delivery [106]. It can be stated that data and privacy challenges are primary when information
about patients' leaks is monitored. Hence, these problems exist with RFID technologies [100]. Operations from a
central security point of view can be regarded as one of the most essential notions within the business. Creating
efficient control solutions is vital for increasing the potential for blockchains and decentralising the different
technologies. It can be stated that the decentralization of data is an important case to prevent health data misuse.

3.5.2 Control of Security Keys and Time Synchronization Issues

The critical control methods tend to encapsulate the different facts, not the absolute control lost due to
unauthorized users keeping track of the company keys. It allows the information to be used by authorised people
only and processed as a tethered or locked key cabinet. A signed key control agreement can be regarded as one
of the preventive measures for controlling security keys. However, secure synchronisation and data sharing
cannot be possible without cryptographic seniors. Scrambling and unscrambling of data can be regarded as
highly necessary for maintaining control over their keys. Potential security keys and shuffling of the remaining
part can be considered as one of the primary attributes and can create extra security protection, reducing time
synchronisation issues [11].

3.5.3 Secret Forwarding

It can be stated that the provision of perfect secure forwarding can be regarded as highly important because
it can alter the encryption system and ensure that a minimal amount of sensitive data is breached, even if a key
is hacked. Perfect forward secrecy stops man-in-the-middle attacks and multiple attempts to back up and decode
sessions during the secret sending process.

It can be stated that the secret key can be regarded as an essential aspect that can determine the monitoring
systems. The generated secret key forwarding has been used to follow the encryption formula. When subtracted
from the decryption value, it can help create the security that has always been necessary within the healthcare
system [95].

3.5.4 Misuse of Patients’ Data and Personal Information

It has been observed that attackers use patients’ data and personal information to create phishing or
impersonation threats to the ones from whom data has been collected. It can be stated that the information
collection without consent can lead to other data misuse. Unlike an ethical breach, it can be noted that in the
case of no one hacks the data, but the attaches occur due to company's partners or to policies regarding data
sharing. There have been several intrusions that need to be reduced on a manual basis, and a high degree of
similarity cannot be detected. The misuse detection model can act as a verification model which verifies any
anomaly that can be detected. Also, the classification of several intrusions can be regarded as one of the most
viable processes, and it is based on the intrusion signature. It can reduce the rate of false negatives. False
detection of different anomalies can also be highly significant [8].

3.5.5 Privacy Reveal and False Information Transmission

It can be stated that ensuring patients' privacy is one of the clinical necessities for healthcare professionals.
Also, patients always are entitled to the right to maintain privacy, and a notice of privacy is a necessity and has
been acknowledged by HIPAA [107]. It can be stated that privacy can be revealed by external attacks if any
phishing or data breaches using Trojans or other viruses occur, or if the sharing policies of healthcare practices
can be disclosed.

As big data and other various technologies store patients’ information on medical health and medical
activities, this can be regarded as one of the most significant factors and generate different financial information.
Also, the 5V features in big data can contribute to maintaining privacy in data security within healthcare [74].
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3.5.6 Resource-Efficient Authenticated Data Sharing Mechanism for Smart Wearable Systems

This paper has found that Blockchain technology is widely recommended for use in healthcare to protect
healthcare data. Due to smart contracts, blockchain provides safe and secure data sharing in healthcare [108].
The study also advises the use of cyber-physical systems in blockchain technology, but they are not used in real
scenarios. Moreover, blockchain technology is very expensive and time-consuming to protect health data during
implementation in IoT. The paper shows concerns if blockchain needs its smart contract changed, which may
cause vulnerabilities [109]. IoT devices cannot handle privacy and security challenges due to a lack of in-built
security features [110]. A recent study has explored the fact that public blockchain technology cannot handle
data efficiently in healthcare as anyone can access it [111]. Apart from that, healthcare data used for training and
testing face security concerns in healthcare [112].

3.5.7 Resource-Efficient Authentication Scheme for Telecare Medical Information System

The current study has concluded that 6G is a wireless communication network which provides secure, fast
and energy-saving connections [113]. Researchers have proposed a solution with the combination of Federal
learning with cloud computing and fog computing named FedSDM [114]. It plays a crucial role in enhancing
security among healthcare providers in IoT, but future research is needed on energy, resources, and outcomes
for its use in the healthcare sector.

3.5.8 The Use of Formal Verification and Validation Techniques in IoT

The findings indicates that formal verification and validation techniques can improve the services of IoT in
handling health data. However, it is a big challenge for researchers to provide strong formal verification and
validation systems because IoT has a very complex framework which includes different types of communication
channels to connect different points. A recent study explores how a formal verification and validation system is
implemented in IoT. Firstly, it ensures that the appropriate protocols should be used in IoT. Secondly, it is
necessary to ensure verification of the security properties which enhance the secure connection among users
while sharing data in IoT. Moreover, it is important to propose strong protocols to address the falsified identity
which can be found during verification techniques. Lastly, certain tests on the protocols are implemented to
enhance the test.

4. Discussions
This section provides an overall summary of the privacy and security results. It describes significant

findings and many concerns that need future reviews. This paper is focused on finding security vulnerabilities in
health data that are shared in an online mode with healthcare professionals. Health data faces several security
and privacy challenges, which can lead to numerous life-threatening concerns. The following paragraphs
highlight the main areas that need future attention to provide safe health-sharing environments for WWSN users.

This paper has found that the methods and technologies used in healthcare to handle WWSN devices' data
are facing security issues. This paper targets the health sector to analyse the answer to the first research question.
According to Figure 3, from what has been examined in the systematic review methodology, this study can
conclude that some methods and technologies are unsafe for sharing or managing health data remotely. The data
can face malicious attacks for several reasons, as discussed in Sections 3.4 and 3.5. The technologies that can be
affected include IoT or IoMT, blockchain, fog computing, cloud computing, lightweight systems, WBAN,
eHealth, and the like.

Secondly, previous studies have shown that healthcare faces privacy and security issues in WWSN devices,
and they target IoT or IoMT because they are widely adopted in healthcare sectors. Figure 3 depicts the privacy
and security concerns raised by WWSN technologies used in wearable sensor network devices to share data
from users or patients to healthcare experts remotely.

Moreover, Table 4 shows that this research explored IoT for the period from 2017 to 2022. Although most
papers target another sector, IoT has been widely analysed. In addition, blockchain technology regarding
privacy and security challenges in healthcare for handling WWSN devices was first examined in 2021. It is
predicted that future studies will widely cover blockchain technology as many papers recommend it as a
solution. For example, Table 4 indicates that blockchain also has some security vulnerabilities as it faces cyber-
attacks challenges in adopting public chains that anyone can access.

Moreover, blockchain technology is not mature enough to handle health data in the healthcare sector.
Public blockchain cannot solve the issues if users can use public connections or channels to share sensitive data
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with health professionals or third parties. It also cannot be secure when a cloud server transmits the data with a
blockchain.

Figure 3.Major findings (IoT)

The above findings include privacy and security vulnerabilities and the solutions offered in previous
studies, as well as risks to the healthcare sector, and vulnerabilities in communication technologies that are used
in sharing health data. This study is focused on finding security vulnerabilities in health data that is shared in an
online mode with healthcare professionals. Health data faces several security and privacy challenges, which can
lead to numerous life-threatening concerns.

Table 5 compares security challenges and offered solutions, clarifying the unresolved and resolved areas. It
also shows what sorts of solutions are advised by the researchers. However, a lack of secure execution,
unawareness of using the services, social or public sites, weak policies, and third-party sharing are not covered
in terms of privacy and security issues.

Table 5. Comparison of past offered solutions with present security issues.

Reason for security concern Status Solutions
Yes No

Vulnerable medical device √ Recommendations
Lack of secure execution √
Lack of awareness of security √
Insecure encryption and decryption √  Cryptography system

 Integrated Circuit Metric Algorithm
 Zig Bee technology
 Efficient Lightweight Trust Assessment Scheme

Weak authentication systems √  Lightweight Security Biometric technique
 Telecare Medical Information System (TMIS)
 Lightweight autonomous authenticated & key agreement scheme

Social network sites are used to share data
inappropriately, which can make it accessible
to many users.

√

Lack of standards, regulations or policy, and
legal issues

√

Providers have less confidence in storing
health data appropriately and protecting it
from threats.

√  Blockchain
 Recommendation - Symmetric Key protocol

A security concern comes when sensitive data
is shared with a third party.

√

Lack of use of patients' unique identification √
Updating or implementing new technologies √
Privacy and security concerns due to
centralised technology in healthcare

√ Blockchain

Mobile ad hoc network issue √
Data sharing with the third party √ Context Awareness Scheme
Data sharing via Wireless communication √  Interoperability as a property (IAAP) method

 WBAN technology & Zig Bee technology
 Combination of Blockchain, Bluetooth, Machine Learning
 Bluetooth communication & Public Key Infrastructure
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Wireless Network technology or services √ MESH network & Blockchain
Handling large numbers of data √ Security keys
User has no ownership of their data. √
Software or hardware vulnerabilities √
Time latency √ Combination of IoT and 6G
Insecure channels on the Internet √
Data integrity √
Cloud server (public) √  Edge Computing & Fog Computing

 Lightweight signature scheme with blockchain
 Elliptical Curve Cryptography (IECC
 Recommendation - scramble and descramble data
 Recommendation - Hidden policy of Attribute-based encryption

Lack of resources √
Weak protocols √
Third-party interference √
Security attacks √  Combination of AI and machine learning

 Combination of Transfer learning model and Blockchain
 Mobile Edge Computing & Blockchain
 Biometric authentication scheme algorithm

Handling a large number of devices in IoT √ A combination of satellites and unmanned aerial vehicles can communicate
with multiple IoT-connected devices where rate-splitting considerable access
assists in managing connection.

When advanced technologies are implemented in healthcare, they do not meet the scalability requirements
due to the lack of resources, which also does not advise robust solutions. As IoT can connect several devices
each year, and the number of interconnected devices is growing. These interconnected devices collect, analyse,
store and exchange health data with healthcare providers using wireless network connection channels, either
public or private. Previous studies have proposed ideas to cover the gap in handling many IoT-connected
devices. One of the studies finds that satellites and unmanned aerial vehicles (UAV) are used together in IoT to
manage many growing IoT devices [115]. On the other hand, satellites and UAVs send information to the cloud,
but the cloud is a central administrator to collect and process information together. Moreover, the study does not
state if this approach can be implemented in the healthcare sector and if it is safe to manage large amounts of
data securely. Therefore, this brings privacy and security challenges in healthcare as unauthorised access
exposes the WWSN devices to risks, such as malicious attacks on healthcare.

Table 6 provides further detailed information, including the unsolved areas, the domains with security
issues, and the details of why they are not resolved yet. It shows that all unresolved areas belong to the IoT
domain, as discussed in Section 3.

Table 6. Unresolved areas in healthcare.

Research gap Domain Comments
Handling
enormous
amounts of data

IoT, Fog
Computing,
WBAN, MEC

Previous studies provide solutions to handle data safely. However, they do not explain how to
conduct extensive data in remote sharing [35,58,60,64,88].

Using social
sites

IoT Solutions are about securing data transmission with third parties, but there are no solutions for
protecting a social site while sharing data [43].

Using public
channels

IoT,
Blockchain,
HWSN
Public cloud

Previous studies do not provide a solution for public channels. Using a private blockchain instead of
a public one is advised, as public one creates issues when moving data from the cloud to the
blockchain. In public clouds, elliptic curve coding is recommended for protecting health data.
However, this still needs future review in the case of handling complex data [47,68,69,93].

Unawareness of
handling data

HEIR, IoT Lack of knowledge about how to use technologies creates security issues, but no solutions are
offered to make users aware of these vulnerabilities [10,38,40].

Integration of
various devices

IoT, HPMIoT There are serious concerns as the number of connected devices for sharing and collecting data is
increasing in healthcare sectors, and privacy and security issues are rising simultaneously. These are
challenging areas for users, and there are no definite solutions so far [46,72].

Overloaded data HPMIoT Blockchain and edge computing are offered as solutions for data handling, sharing and storing.
These methods do not discuss protecting overloaded data from security vulnerabilities [72].

Secure sharing
on the network

IoT Combining satellites and cell towers improves efficient and secure transmission on wireless
networks. However, the study implements the proposed solution on computer simulation models,
but it still needs to be tested in real environments for accurate results [116]. Moreover, another
proposed solution tries to enhance secure transmission by adding more multi-antenna-based
stations, but this solution cannot be implemented in healthcare until it is tested in a real environment
[117].
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Although some other concerning areas cannot be ignored when protecting health data from attackers,
introducing a new or advanced technology poses a security threat, according to this study. This occurs because
new methods, technologies, or policies need updating before deployment, which does not reduce the security
risks [96,100]. However, this research has found no previously discussed solutions for addressing these
limitations. In addition, a few studies have expressed concerns over the lack of policies and standards governing
the remote sharing of health data with third parties. However, we have been unable to locate any proposed
solutions to strengthen the rules and regulations that govern safe and secure remote sharing in healthcare
[4,43,44,46,62].

Moreover, the health sector manages a substantial amount of data compared to other firms. However,
privacy and security concerns can arise when enormous amounts of data are incorrectly handled due to limited
resources and energy [14,35]. Data sharing with a second and third party and storage on a cloud server and a
healthcare server demonstrate that users no longer own their data [70,92,118].

This paper also covers various privacy and security risks in healthcare when malicious or cyber-attacks
occur. These attacks are performed by intruders who target health data to misuse it, which can lead to severe
consequences for users and healthcare professionals. A recent study shows that an intruder targets healthcare
areas for cyber or malware attacks on healthcare, and this has been increasing over five previous years.
Moreover, it also states that the healthcare sector is less sophisticated to face and prevent these attacks [119].

Furthermore, as mentioned in the results, IoT is widely adopted in healthcare as it connects many wireless
connection devices. Therefore, IoT needs to handle a large amount of shared data, and it meets security risks
when it cannot address security and privacy vulnerability issues in IoT. Figure 4 depicts the key findings,
including that IoT faces the most malicious attacks since weak authentication systems, encryption and
decryption methods, and insecure wireless connections cause such attacks. Moreover, it addresses the causes of
vulnerabilities in a wireless connection, such as hijacking a trusted person’s system to enter the whole network
and creating a traffic jam in the network infrastructure to interrupt the network nodes and communication.

Figure 4. Key findings in security attacks

Moreover, this paper also reveals that, according to previous studies, man-in-the-middle attacks, DOS, and
active and passive attacks happen in IoT, in addition to security risks, attackers first try to steal the secret key
and then use personal information to start communication with other nodes. This research finds that attackers
target trusted parties (wearable sensor users and healthcare professionals) who communicate.

These risks seriously impact network infrastructure, communication technology, and medical devices. The
primary key area shows that network infrastructure risks are the most concerning because they lead from one
organisation to another. These systems are interconnected internally; attackers can find a way to enter another
using security keys, stolen personal information, and the like if they target one network.

Overall, this research has found that unresolved security areas in WWSNs include third-party sharing,
weak policies, handling extensive data, the increasing use of interconnected wireless devices, and a lack of
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understanding in managing health data with WWSN in IoT, fog computing, cloud computing, and WBAN
technologies. While blockchain technology is promising, it still needs to evolve its capacity to be more useful in
the healthcare sector regarding third-party sharing and warding off cyber-attacks. Additionally, wireless
connectivity solutions must be more vital to provide end-to-end security due to limited resources as malicious
attacks are increasing in the healthcare sector, which must be addressed.

The following Table 7 compares previous surveys and systematic review to analyse the gaps in the area
that need attentions.

Table 7. Comparison of previous survey and systematic review

Systematic
Review

Focus Security issues discussed

[41] The concerned paper delivers a critical analysis of the IoMT
in the era of the Covid-19 phenomenon.

Insufficient security knowledge among medical consumers

[84] The concerned paper focuses on the importance of privacy
and trust in the context of providing patients’ health data and
its protection with the implementation of proper legislation.

Errors in data reconstruction, perturbation, and many more
that hinder the security of patients’ information

[120] The paper has focus on understanding telemedicine
technology in healthcare.

The latest wearable technology allows users to access the
data anywhere and anytime, which creates security
vulnerabilities challenges.

[121] The paper focuses on examining physical activities and
monitoring the data in healthcare.

Not mentioned

[48] The paper discusses the security issues in different
architecture layers in IoT.

Security issues in IoT domain that still need to be analysed
carefully

[99] The authors review Blockchain technology for healthcare
services because it is found to be safe and secure technology
to keep data free from security attacks.

Examples of attacks:
WannaCry attack in May 2017 which was a worldwide
attack on health data;
One more attack on Electronic Health Record in Los
Angeles.
Moreover, data ownership is a big issue because users are
not aware of how to use or share their data.
Data sending via email as a cause of privacy concerns.
Secondary healthcare is not able to maintain de-facto
standard.

[60] Fog computing applications and challenges in healthcare are
discussed.

Insecure channel on the Internet
Large data volume
Time latency to provide response

[122] Comprehensive review of smart home devices to provide
safety, secure and reliable data transmission systems, and
robots added to the existing technology to aid in physical
activities.

Eavesdropping attacks can cause data leakage.

[61] The motive of this paper is to conduct systematic review on
Fog computing including application, challenges, architecture
and quality of services.

Fog computing contains some security issues:
Authentication protocol
Privacy and security load balancing and offloading chores
Implementing various hardware and communication
technologies.

Survey
[58] This paper depicts various current security issues with their

counter mission in the healthcare system.
Data integrity has been considered the most significant
challenge as data and information can be misused by
attackers.
Utilization of IoT and communication-relied protocols
including HTTP, MQTT, and many others is prone to
security threats.

[37] This paper shows that blockchain has the potential to mitigate
privacy and security concerns of fog computing by evaluating
the issues, as well as challenges from the viewpoint of FC and
IoMT.

Capacity and scalability issues faced by IoMT.
IoMT system might affect the lives of a patient by causing
privacy concerns about their personal information.

[78] The concerned paper discusses the importance of eHealth in
the reduction of the negative impact of the pandemic on the
healthcare system.

Minimum access control measures that have been
specifically severe, like system time outs, data access
control, and many others
Insufficient audit managing system

[32] The paper highlights the significance of the Internet of
Medical Things, as well as of digital healthcare systems,
which help individuals in acquiring quality healthcare

Lack of could security to safeguard health-related data and
information
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services at their individual homes.
[49] The concerned paper analyses the present advances in the use

of IoMT with IoT healthcare systems.
The attacker has the capability to capture the traffic and
transfer it to its destinations by acting as a source.

[79] This paper demonstrates various smart healthcare
technologies, like wearable devices, body area networks, and
digital healthcare, along with their privacy components, as
well as solutions for the smart medical system.

Lack of effective performance of the smart healthcare
system.
An attacker may destruct the IoT infrastructure by
performing a skillful attack on AI models.

[81] This paper demonstrates a precise analysis of the significance
of smart sensors, AI, IoT, and Blockchain in HMS to acquire
a better understanding of the healthcare system.

Lack of cost-effective and smart healthcare sensors with
the unstandardized IoT system architecture

[39] This paper highlights the importance of artificial intelligence
in the current advances in IoMT.

Lack of transparency and authentication
Data privacy breaches

[123] This article discusses various aspects of IoT in healthcare,
such as security systems, electronic health and mobile health,
system architecture, cloud computing, fog computing,
communication technologies, and others.

Not mentioned

[46] The objective of this paper is to review Blockchain
technology in IoT for privacy preservation of health data.

As IoT devices are interconnected, this can cause security
threats such as: Denial of Service attack, fabrication of
identity, physical attacks, and so on. Communication
technology can also cause attacks.
Lack of standards in security

[34] This paper finds new security challenges in IoT which may be
helpful for researchers, manufacturers, individuals and
organizations.

(There are other security issues as well, but this paper
discusses only security issues in healthcare.)
Distributed denial service attack during COVID 19 and
Mirai botnet attack in healthcare
Security issues in blockchain standard such as managing
distributed ledger systems and data synchronization
systems

[50] This paper encourages researchers to find out about
blockchain technology for IoT, Fog computing, and Cloud
computing because it is adopted by all sectors to save their
data.

Security concerns are related to Wireless sensor network,
Machine to Machine communication and cyber physical
system in IoT.

[38] The paper reviews IoT applications, technologies, protocols
and security systems in healthcare.

IOT security challenges:
Restriction on computational speedMemory space
limitation
Lack of understanding of input and output functions.

In the recommendations for wireless sharing, IoT requires end-to-end wireless connections, methods and
techniques to maintain and stabilise the wireless connectivity and handle health data. Resources to operate these
technologies on different platforms are also required. Robust authentication systems to access the WWSN
devices and an encryption and decryption system are needed to share the health data from users to healthcare
providers and vice versa. This research also recommends that healthcare workers need wearable sensor users'
disclaimers before sharing data with a third person. It must be done in two ways to allow the users to understand
the pros and cons of third-party sharing: face-to-face communication and a signature on the form because older
people may not be aware of receiving the document or cannot read it. So, face-to-face communication or verbal
communication makes understanding easier. Both parties should agree before proceeding; this policy can be
saved both parties after this agreement. Regarding limitations, this research needs detailed information about
how blockchain technology works in healthcare.

5. Conclusions
This paper examined wireless connection technology wearable sensor network devices to find security

vulnerabilities in remote sharing in healthcare. Based on the systematic review methodology, this research has
critically analysed previous research on wearable sensor devices in different areas. It has identified that IoT is
widely used in healthcare but presents numerous privacy and security challenges, as well as other options, as
discussed in the results.

The key findings of this paper are as below:
Unresolved security areas in WWSNs include third-party sharing, weak policies, handling extensive data,

the increasing use of interconnected wireless devices, and a lack of understanding in managing health data with
WWSN in IoT, fog computing, cloud computing, and WBAN technologies. While blockchain technology is
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promising, it still needs to evolve its capacity to be more useful in the healthcare sector regarding third-party
sharing and warding off cyber-attacks. Additionally, wireless connectivity solutions must be more vital to
provide end-to-end security due to the limited resources as malicious attacks are increasing in the healthcare
sector, which must be addressed.

These findings benefit healthcare professionals and WWSN users by understanding the risks of using the
wearable sensor device while managing health data by:
 Identifying the privacy and security challenges involved in WWSNs;
 Examining unresolved areas of security challenges in IoT, which need constant review;
 Considering blockchain technology in healthcare and concluding that it needs to be more mature to address

security challenges;
 Examining the privacy and security challenges in wireless connection due to the limited resources used for

remote sharing;
 Identifying the growing malicious attacks in healthcare every year as intruders mainly target health data;

Future reviews will focus on unresolved areas to provide solutions and recommend reviewing weak areas
to propose better solutions.
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