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Abstract:Many key applications in Cyber-Physical Systems require the transmission of speech, audio, or video.
These scenarios involve the use of traditional Real-Time Communication (RTC) protocols and technologies,
which cannot always be used in the context of core networks. This is particularly critical in the context of Event-
Driven Architectures (EDAs), where RTC protocols require the use of complex topologies that rely on costly
infrastructure. One way to avoid this is by encapsulating all media traffic in EDA protocols. However, this
approach does not come without challenges. Specifically, the nature of the transport protocols causes the media
to be heavily affected by application layer impairments that render their usage highly impractical. To prevent
this from happening, this paper introduces a unified scheme that supports the efficient encapsulation of media
traffic in EDA scenarios. This is accomplished through a mechanism that relies on a Machine Learning (ML)
model that is exercised in an experimental framework.
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1. Introduction
Cyber-Physical Systems incorporate three main components: (1) a physical side with devices like sensors

and actuators, (2) a cyber side with applications and (3) a communication mechanism that connects both. The
applications convert the sensor readouts into knowledge that triggers actuation back on the devices. The
communication mechanism is typically carried out by means of Internet of Things (IoT) protocols [1].

Figure 1 illustrates a topology that embodies the configuration discussed in this paper. Specifically, it
comprises a device (or multiple devices) that generates media readouts, which are transmitted to the network
border where a gateway relays them to the application server on the core network. The access network, where
the device resides, employs an IEEE 802.15.4-based protocol stack, while the core network, where the
application resides, utilizes an IEEE 802.11-based protocol stack. Both protocol stacks leverage IP networking.

Access network communication relies on application-layer protocols such as the Constrained Application
Proto-col (CoAP), which supports Representational State Transfer (REST) architectures. In contrast, core
network communication utilizes Event Driver Architecture (EDA) mechanisms, such as the Message Queue
Telemetry Transport (MQTT) protocol [2]. CoAP is well-suited for access networks due to its minimal latency.
However, since it is transported over the User Datagram Protocol (UDP), it is unable to traverse firewalls.
Firewalls, which are present in the network core, are compatible with Transport Control Protocol (TCP)-based
application-layer technologies like MQTT.

In the aforementioned topology, a broker is positioned between the edge device and the application server.
This broker relays packets in both directions between the devices. A major challenge in this scenario arises from
the fact that the TCP protocol responds with retransmissions to network packet loss. This results in excessive
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application level latency, which impacts performance and Quality of Service (QoS). This paper attempts to
address the research gap associated with improving the performance of TCP based protocols in the context of
media transmission in Cyber-Physical systems.

Figure 1. Cyber-Physical System Topology

This paper proposes a mechanism that utilizes a regression Artificial Neural Network (ANN) to estimate
the number of MQTT sessions and the transmitted traffic pattern that minimize the measured application-layer
latency on the receiver, considering the media frame size and the sampling rate of the coder-decoder (codec)
under consideration. The following list formalizes the contributions of this paper:
 It introduces an ANN-based algorithm that optimizes the transmission of media over EDA topologies in

Cyber-Physical systems. The algorithm is used to determine the TCP connection multiplexing patterns used
by the MQTT EDA protocol.

 It integrates several audio and speech codecs in the context of transmission over IoT protocols.
 It introduces a novel experimental framework that can be used to train and test the ANN.
 It combines multiple different application layer technologies over a unique TCP transport layer.

The remainder of the paper is organized as follows: A detailed discussion of the related work is presented
in Section 2. The dynamic EDA session selection algorithm is described in Section 3. Section 4 provides a
description of the evaluation framework as well as comparative results. Conclusions and future work are
introduced in Section 5.

2. Related Work
This paper presents a novel mechanism that effectively reduces end-to-end latency in IoT EDA

architectures. The primary focus is on optimizing system parameters for IoT session layer protocols, particularly
MQTT, using ML techniques. In the context of EDA, a significant portion of research has centered on the
transmission of non-real-time sensor data, specifically for applications and use cases that rely on such scenarios.
For instance, in [3], the authors introduce an indoor localization system that utilizes MQTT over IEEE 802.15.4.
Similarly, in [4,5], a traffic light control solution based on MQTT is presented. An air monitoring station
incorporating an MQTT stack is proposed in [6]. Furthermore, in [7], MQTT and IPv6 are combined to facilitate
home automation scenarios.

IPv6 adaptation to support media transmission and other more general traffic within the IoT domain has
been an active area of research. This involves various physical layer technologies, including IEEE 802.15.4 [8–
10], NB-IoT [11], BLE [12, 13], and generic ultrasound [14]. In the context of media over MQTT, the authors in
[15] analyze the impact of impairments and throughput on audio transmission. Similarly, in [16], the
performance of MQTT is compared against other session layer protocols. Additionally, in [17], the authors
propose a mechanism that propagates speech using MQTT in an end-to-end solution that integrates embedded
devices with cloud-based natural language processing capabilities. In [18], the authors introduce a mechanism
that relies on an ANN to qualify metrics relying on several IoT topologies including MQTT based ones. The use
of ANNs in the context of MQTT is introduced in [19] for the purpose of intrusion detection. In [20], the
authors introduce a mechanism to cluster multiple MQTT brokers into a secure broker service. MQTT in the
context of media applications is presented in [21] where multiple sessions are used to improve the overall QoS.
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Many papers explore the use of AI techniques to support Cyber-Physical Systems and IoT technologies.
Specifically, in [22], the authors present an IoT-based food supply chain system for smart cities that improves
food quality, routing, and contamination tracing, outperforming existing methods. In [23], a novel IoT and deep
learning-based system for remote health monitoring in smart cities achieves high accuracy (97.6%) and provides
immediate intervention for critical patients, surpassing traditional methods. Research that proposes a new highly
secure public key encryption system for Industrial IoT, utilizing advanced concepts to protect data privacy and
resist quantum attacks, with faster decryption compared to existing solutions is presented in [24]. A hybrid deep
learning anomaly detection system for complex Cyber-Physical Systems that combines Convolutional Neural
Networks, Kalman Filters, and a Gaussian-Mixture Model to accurately identify suspicious behavior while
preserving data privacy is introduced in [25]. In [26], the authors propose novel IoT-based healthcare system
with dual-level scheduling

that surpasses existing methods by efficiently utilizing fog and cloud resources and incorporating social
media/drug data for optimal task execution. A novel AI-powered intrusion detection system for wireless
networks in smart homes and the Internet of Things that outperforms traditional methods by combining
reinforcement learning and deep learning, achieving higher accuracy in identifying and classifying cyberattacks
is presented in [27]. In [28], the authors introduce data prediction in Wireless Body Area Networks that reduces
data transmission by sending anticipated sensor values instead of actual ones, requiring accurate prediction
models for efficient energy saving. Finally, a three-stage ML-powered intrusion detection system for ubiquitous
networks that leverages edge/fog computing for real-time threat identification, analysis, and model self-
improvement for efficient and resource-optimized security is presented in [29].

Table 1 summarizes the content of the references above, including this paper, and describes their features
in respect to media, AI, MQTT, and efficient transmission of traffic.

Table 1. Related Work Comparison

reference MQTT audio video AI Efficient transmission
[3] x
[4,5] x
[6] x
[7] x
[8–10] x
[11] x
[12,13] x
[15] x x
[16] x x
[17] x x x
[18] x x x
[19] x
[20] x
[21] x x x
[22] x
[23] x
[24] x
[25] x
[26] x
[27] x
[28] x
[29] x
this work x x x x x

3. Theoretical Background
This section introduces the theoretical background and models that lead to the development of an algorithm

that efficiently minimizes the latency measured at the application layer.

3.1 The Topology
As indicated in Figure 1, the network core follows an EDA architecture. In this context, the focus of this

paper is in the communication between the edge device and the application.
Figure 2 depicts the core topology of a scenario where the edge device relays IoT messages containing

sensor readouts and audio frames to an application. Sensor readouts are transmitted using the MQTT protocol,
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while audio frames necessitate both the Session Initiation Protocol (SIP) and the Real-Time Transport Protocol
(RTP) to facilitate session signaling and media transmission, respectively [30,31].

Figure 2. Topology: Sensor Readouts and Audio

Figure 3 illustrates the protocol stacks associated with the transmission of sensor readouts and audio frames.
MQTT utilizes TCP transport, whereas both SIP and RTP employ UDP transport. As mentioned in Section 1,
MQTT is an EDA protocol that necessitates the presence of a broker. SIP and RTP are REST protocols that are
susceptible to Network Address Translation (NAT) complications. Consequently, SIP and RTP are employed in
conjunction with media relay servers, namely Traversal Using Relays around NAT (TURN) and Session
Traversal Utilities for NAT (STUN), to alleviate these issues. In all instances, both IoT messaging and
signaling/media experience additional latency due to multihop transmissions. Furthermore, due to the utilization
of two distinct transport layer protocols (UDP and TCP), the communication paths diverge, potentially affecting
the synchronization between readouts and audio.

Figure 3. Protocol Stacks: Sensor Readouts and Audio

3.2 The Proposed Topology
To prevent the synchronization problems caused by the two transmission paths, this paper introduces a

scheme that encapsulates signaling and media over MQTT along with sensor readouts.
Figure 4 shows the proposed topology. Audio is first signaled by means of SIP and then packetized as

media frames over RTP. Both SIP and RTP traffic are sent over the MQTT broker from the network edge to the
application. In this scenario, audio follows the same path the sensor readouts and synchronization issues are
minimized.

Figure 4. Proposed Topology: Sensor Readouts and Audio

Figure 5 shows the protocol stacks that support the trans-mission of both sensor readouts and audio. A
common MQTT session layer enables the encapsulation of SIP and RTP traffic over TCP connections. To
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prevent the negative effect of TCP in lossy environments, a multi-connection MQTT scheme and algorithm is
introduced in the following Section.

Figure 5. Proposed Protocol Stacks: Sensor Readouts and Audio

3.3 The Proposed Topology
The most critical issue with media transmission over MQTT is the excessive latency introduced by TCP

retransmissions, even for minimal network packet loss. This stems from Head-of-Line (HOL) blocking issues
inherent in TCP transport. By leveraging multiple dynamically maintained TCP connections (rather than a single
connection), a behavior akin to UDP transport can be achieved.

Consider the example on Figure 6, two connections are used to transmit five messages from the edge to the
broker. Messages 1, 3 and 5 go over one connection while Messages 2 and 4 go over the other. Because HOL
blocking prevents the transmissions of subsequent messages when a message is blocked, by reducing the
number of messages to be transmitted over each connection, the likelihood of blockage is proportionally
reduced. In other words, if for any connection the probability of blockage is given by max (1, M × pM) where M
is the number of messages per connection and pM is the probability of blockage per message, then by reducing
M, the blockage probability is also reduced. In the Figure, message 4 in the second connection, is lost and
retransmitted. This causes a slight latency that affects the timing between message 4 and messages 3 and 5 but
that it doesn’t the timing of message 5. In Figure 6, it can be seen that message 5 is not delayed.

Figure 6.Multi-Connection Approach

Compare Figure 6 to Figure 7. In the latter, because of the inter-relationship between messages 4 and 5, the
HOL blockage of message 4 affects the timing of message 5 that is delayed.
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Figure 7. Single-Connection Approach

Figure 8 shows the block diagram with the all the components involved in the proposed mechanism. The
mechanism dynamically adjusts two system parameters based on three features that include sensed network
layer impairments (i.e., packet latency). This list summarizes these two system parameters:
1) Number of underlying TCP connections (n) that carry the MQTT session: This prevents the HOL issues

associated with TCP retransmissions. The number of connections, however, must be kept small enough to
minimize resource consumption.

2) Number of underlying TCP connection combinations (k) that specify the combination of connections that
are used for the transmission of each media frame from sender to receiver: To prevent HOL issues, frames
must be forwarded over different combination of connections following a pattern that is known to both
receiver and sender.

Figure 8. Proposed Mechanism

The multiplexing mechanism, that is depicted in Figure 9, relies on selecting k out of n connections to
establish an MQTT session between the device and the broker. The algorithm for multiplexing is the following:
 Set a counter c = 0
 For each packet to be transmitted from the panel to the broker:

a. Make k copies (i) of the packet where 0 ≤ i < n
b. Send i packet over the (c mod k) + 2 × i connection
c. Increment c as c = c + 1
d. Repeat step for each packet to be sent

https://orcid.org/0000-0001-8389-270X


Computer Networks and Communications 18 | Rolando Herrero

Figure 9.Multiplexing Mechanisms

The initial values of n and k are set to one by default. For the block diagram in Figure 8, the mechanism
performs the following steps:

1) A media frame is generated by the sender (in direction to the broker).
2) If available at the sender, based on input features, the number of connections is adjusted to n.
3) If available at the sender, based on input features, the number of connection combinations is adjusted to

k. This number is used to determine the combination pattern that specifies the connections that are used
for the transmission of the media frame. Other combinations may be possible to reduce the overall
system latency.

4) The frame is multiplexed by generating multiple copies that follow the pattern.
5) The copies are de-multiplexed to obtain the copy that arrives the fastest. This copy becomes the

received frame.
6) The latency of the received frame is used to update the estimated latency using a moving average.
7) Repeat step 1 if another frame is to be transmitted.
As indicated in Section 1, and shown in Figure 8, three input features are taking into account:

 Latency measured in milliseconds at that the receiver.
 Frame size measured in milliseconds.
 Sampling rate associated with the codec under consideration measured in kilo-samples per second (kSPS).

The structure of the ANN is depicted in Figure 10. It comprises a single hidden layer and a 2-node output
layer. The samples associated with all three features are fed into the hidden layer. The rectified linear unit
(ReLU) function serves as the activation function in the hidden layer. To ensure that the output falls within the
range [1, L], where L is a system parameter that specifies the maximum number of supported MQTT sessions, it
is rounded up and normalized. It is crucial to note that the ANN topology employed in this research work
represents a compromise between capabilities and computational resources.

Figure 10. Regression ANN

The ANN is trained with a database that is generated from the system under test shown in Figure 11. The
edge, broker and application implement the mechanism in Figure 8. For training, impairments in the form of
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network layer packet loss probability (p) and network packet loss burstiness (α) in accordance with the Gilbert-
Elliot channel model [32] as well as codecs configured with different sampling rates and frame sizes and
different values of n and k ≤ n/2 are used to estimate values of average system latency. Specifically, for each
scenario and for N devices streaming audio for 60 seconds, the average RTP latency is obtained. If the latency is
below 70 milliseconds, then an entry in added to the training database. This threshold guarantees that decisions
in Cyber-Physical System applications fit the requirements of most real time applications. Each entry maps the
set of input features (frame size, sampling rate and latency measured for n = 1 and k = 1) with the optimal values
of n and k.

Figure 11. System under Test

Table 2 lists all the parameters that are used to generate the training database. Fs represents the sampling
rates associated with the following codecs: ITU-T G.711 µ-Law (8000 KSPS) [33], AMR-NB (8000 KSPS) [34],
AMR-WB (16000 KSPS) [35], EVS (32000 KSPS and 48000 KSPS) [36] and s indicates the frame size in
milliseconds. These parameters lead to 121968 test cases that are emulated at compressed time using Netualizer.
Netualizer is a Protocol Stack Virtualization (PSV) framework that supports the creation of networking
scenarios by enabling the emulation of a myriad of IoT protocol stacks [37]. For N = 12, the generated database
has around 25912 entries.

Table 2. Training Database Generation Parameters

parameter values
Fs (KSPS) 8000, 16000, 32000, 48000
s (ms) 10, 20, 30
p 0.01–0.12, 0.15, 0.20
α 0.01–0.05, 0.07, 0.10, 0.15, 0.25, 0.5, 0.8
n 1–12
k 1–6

The rationale behind this approach stems from the progressively increasing computational capabilities of
smart devices, which render ANNs a pragmatic solution for a vast array of applications. Note that this algorithm
has some limitations, specifically, the following is a list of these restrictions:
 The scheme fails to consider the challenges posed by a media fragmentation.
 The current optimization doesn’t prioritize minimizing power consumption.
 Video traffic might not perform as well as other media types since video wasn’t included in the ANN

training data.

4. Evaluation Framework
Once the training database is set generated, the ANN in Figure 10 can be trained by means of Tensorflow.

For an accuracy close to 99% in six iterations, the model relies on a 65-node hidden layer that leads to 326
coefficients. This is computationally simple enough that can be run in any low end constrained device. Once the
model is defined, it can be tested by relying on the same topology shown in Figure 11.

Figures 12 and 13 show the connection count (n) and the connection selection count (k) as a function of the
latency in milliseconds for respective frame sizes of 20 and 30 milliseconds and sampling rates of 8000 and
16000.
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Figure 12. Connection Count vs Connection Selection Count (s = 20, Fs = 8000)

Figure 13. Connection Count vs Connection Selection Count (s = 30, Fs = 16000)

For a subset of the codecs and different network packet loss probability as well as burstiness, the latency of
the system is recorded and compared against that of the traditional single-session scenario. For ITU-T G.711 µ-
Law generated audio, Figures 14 and 15 show the application layer latencies for the legacy single connection
and the proposed multi-connection mechanisms for low (α = 0.1) and high (α = 0.4) packet loss burstiness. The
average latency reduction between the legacy and proposed mechanisms for the low and high packet loss
burstiness are respectively 51.06 and 73.49 milliseconds.

Figure 14. Latency vs Network Loss Probability (α = 0.1)
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Figure 15. Latency vs Network Loss Probability (α = 0.4)

In all cases, it can be seen that the proposed mechanism tends to minimize the overall latency even for high
values of packet loss probability (p). Table 3 shows the actual latency reduction for low and high packet loss
burstiness for other codecs.

Table 3. Latency Reduction

codec reduction (α = 0.1) reduction (α = 0.4)
ITU-T G.711 51.06 73.49
AMR-NB 65.92 85.29
AMR-WB 71.25 86.73
EVS (32000) 76.12 93.33
EVS (48000) 81.09 98.86

5. Conclusions and Future Work
In this paper, we present a novel algorithm that effectively lowers the end-to-end latency in an EDA

scenario where devices and applications interact by means of a broker. This mechanism solves the problem of
excessive latency caused by HOL blocking due to TCP retransmissions. The algorithm dynamically allocates
MQTT sessions and multiplexes messages to ensure their delivery with minimal latency. Compared to legacy
message transmission, the proposed mechanism consistently reduces overall end-to-end latency. This reduction
ranges from 60% to 80%, depending on the codec and network packet loss probability and burstiness.

Other open research paths include enhancements to improve the algorithm’s performance. Specifically, the
algorithm can be further refined by considering additional relevant input features, such as Mean Opinion Scores
(MOS), packetization schemes, and physical layer characteristics like coverage, power, and modulation schemes.
Additionally, the mechanism can be extended to accommodate other media types, such as video. Other open
research paths include the fine tuning of the algorithm to optimize power consumption by reducing the
complexity of the ANN.
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