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Abstract: The integration of Quality of Experience Management (QoEM) into mobile networks has significantly
transformed the telecommunications industry by aligning service delivery more closely with user expectations.
This paradigm shift is particularly crucial as user perception of service quality (i.e., perceived QoE) has become
a key differentiator in competitive telecom markets, directly impacting overall user satisfaction and retention. This
paper presents a comprehensive review of current QOEM techniques, with a particular emphasis on Machine
Learning (ML) approaches for predicting user experience and ensuring high-quality service delivery. Additionally,
the integration of Software-Defined Networking (SDN) and Network Functions Virtualization (NFV) is
highlighted as a key trend in the development of user centric management systems, enabling dynamic network
adjustments based on real-time QoE feedback. However, despite these advancements, the transition from
traditional Quality of Service (QoS) metrics to QoE-aware frameworks presents significant challenges. These
include the complexity of balancing resource allocation across diverse services to maintain optimal user
experiences, as well as technical constraints in real-time QoE monitoring. Furthermore, as demand for high-
definition streaming and low-latency applications continues to grow, advanced traffic management solutions are
becoming increasingly essential. This review also explores emerging trends in Value-Added Service(s) (VAS),
particularly within the context of 5G and 6G networks. We conclude this paper by indicating that the effective
advancement of QoEM in mobile networks requires interdisciplinary collaboration between academia and
industry. Key areas of focus include network architecture, user behaviour analytics, and content delivery
mechanisms. A multidisciplinary approach is essential for addressing the complexities of existing Q0EM models
and ensuring superior user experiences in next-generation networks.
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1. Introduction

The continuous advancement in mobile network technologies is enabling a plethora of new multimedia
streaming services [1]. To remain competitive in the race for user acquisition and retention, telecom operators are
going beyond simply providing services to individual subscribers. As the mobile service market becomes
increasingly sophisticated and competitive, telecom providers must prioritize customer-oriented services and
performance indicators. To be competitive in the 5G era and beyond, operators must examine user experiences
through metrics such as Quality of Experience (QoE). The telecom industry is rapidly evolving with a proliferation
of Value-Added Services (VAS), and effective Quality of Experience Management (QoEM) is vital for delivering
high-quality VAS. The significance of QoEM cannot be overstated as users demand more immersive and
interactive applications, such as augmented reality (AR), virtual reality (VR), cloud gaming, and telemedicine.
These services require both a solid network performance and a deep understanding of perceived QoE, a subjective
evaluation together with other traditional Quality of Service (QoS) metrics that influence user satisfaction [2] [3].

QoE refers to the overall satisfaction users derive from a service, combining both technical performance
metrics and personal perceptions [4] [5]. Since QoE is multidimensional, it requires advanced management
techniques that can adapt to the dynamic conditions of mobile networks. Recent advancements in Machine
Learning (ML) and Artificial Intelligence (AI) have brought about the development of more sophisticated QoEM
strategies that utilize real-time data analytics to enhance user experiences [6]. Additionally, the imminence of 5G
and future 6G technologies is set to transform QoEM by offering ultra-low latency and extensive connectivity,
thus ushering in a new wave of applications that will require exceptional levels of service quality [7].

Despite these technological advancements, significant challenges remain in the field of QoEM. Issues such
as scalability in high-density environments, real-time adaptation to changing user behaviours, and the
complexities of guaranteeing security and data privacy in personalized QoE solutions continue to pose hurdles for
effective implementation [8] [9]. More so, the interplay between QoE and QoS metrics requires further exploration
to ensure that technical performance aligns with user satisfaction, exposing the need for a more integrated
approach to QoEM [10] [11].

Therefore, this review aims to provide a comprehensive overview of existing QoEM techniques, their
limitations, and emerging solutions tailored for the next generation of VAS. By synthesizing insights from
emerging technologies, network engineering, ML, user behaviour analytics, this review addresses both current
challenges and future opportunities, illuminating the path forward in QoEM. The interdisciplinary nature of this
work stresses on the importance of collaboration between academia and industry to develop holistic QoE solutions
that enhance user satisfaction and drive the evolution of mobile networks in this increasingly digital world [12]
[13].

1.1 Contextualizing QoE in Mobile Networks

Advancements in telecom network technologies and services present significant challenges for network
operators and service providers. Key challenges include the increasing diversity and complexity of infrastructures,
devices, services, and technologies, increasing user mobility, new quality-performance demands from mobile
multimedia applications, and the need to ensure complete service connectivity and availability [14]. Due to their
limited scalability and flexibility, traditional network management systems struggle to deal with these issues. The
demands and evolving structure of communication networks, combined with substantial capacity growth, led to
the birth of new paradigms such as 5G and the evolution of mobile broadband.

5G marks the transition to a fully developed SDN and NFV ecosystem. Alongside this shift towards
virtualization and softwarization, these technologies simplify network infrastructures by separating the control
plane from the data plane and facilitate multi-tenancy. These changes are envisaged to bring several advantages
to network vendors and Service Providers (SPs); of services like Cloud Gaming, Voice over Internet
Protocol(VoIP), Development and Operations (DevOps), by drastically reducing network deployment and
management costs, enhancing QoE, and driving the realization of new high-value services and applications such
as IoT [1].

5G supports an abundance of new applications and services, including Ultra-High-Definition (UHD) and 3D
video streaming, wearable devices, connected vehicles, the Tactile Internet, and the Industrial Internet. These
applications are dynamic and flexible, with adaptability to changing QoE requirements and necessitating
adjustments to network configurations. [15]. The wide range of potential 5G use cases foresees the existence of
many customized services on the same physical infrastructure. There is a consensus within the research
community on the huge potential that autonomic and cognitive systems can have in emerging 5G multi-Radio
Access Technology (multi-RAT) networks. These networks include 5G-NR (New Radio) to provide high-speed
and low-latency, 4G Long Term Evolution for coverage fallback, Wi-Fi 6/7 used for high-density indoor Internet
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of Things (IoT), Non-Terrestrial Networks (NTNs), for example, Starlink to serve remote/global coverage [16]
[17].

Cognitive systems aim to bring intelligence to networks by allowing networks to detect the presence of a
variety of conditions and adapt to them. Autonomic systems on the other hand, are even more ambitious and aim
at making networks self-organizing and self-repairing entities. The explicit goal of autonomic networks is to create
systems that manage themselves by supporting functions like self-configuration, self-optimization, self-healing,
and self-protection, all with minimal external intervention even in the presence of adversarial conditions.

Despite the tremendous progress made in the last few years, there are still several critical issues and
challenges that must be addressed to deploy effective and flexible autonomic 5G networks. These challenges have
made QoEM a critical aspect of modern mobile networks, particularly as the demand for more sophisticated VAS
like AR, VR, IoT applications, cloud gaming, and video streaming continues to rise. These services require both
a substantial bandwidth and also impose stringent demands on latency and reliability to ensure a satisfactory user
experience. For instance, AR and VR applications necessitate real-time responsiveness and high-quality visuals,
which are heavily influenced by the underlying network performance [18] [19]. Similarly, cloud gaming services
need consistently low latency to provide an immersive gaming experience while video streaming services, in order
to maintain quality, must adapt to varying network conditions [20].

So, mastering the interplay between QoE, network performance, and user satisfaction is pivotal to mobile
networks. QoE presents the inherently subjective view of reflecting the user’s perception of service quality. This
perception can be influenced by various factors, including network performance metrics (e.g., latency, jitter,
packet loss) and individual user expectations [21] [22]. Hence, for QoEM to be effective, it must consider both
technical performance and user-centric metrics to ensure that users feel satisfied with the services they receive.

1.2 Purpose of the Review

The rapid advances in wireless networks and mobile devices have brought forth a broad assortment of
pervasive applications and services deployed to bring a multitude of comforts to users. Albeit with varied stringent
concerns towards the QoE of these services. QoE is a multifaceted, user-centric, and transcendent measure that is
applied to characterize the performance of mobile services from the user acceptance viewpoint. It is founded on a
convoluted interplay of multiple entities, including network, system, application, service, and user. Therefore, an
understanding of this interplay, the QoEM trajectory in mobile networks, the investigative attempts, the
methodologies, the current obstacles being faced, and the lucrative endeavours in QoEM is conventionally needed.

The objective of this review is to provide a comprehensive overview of the existing Q0EM techniques, their
setbacks, and the emerging solutions tailored for the next generation of VAS. By synthesizing current research
and practices, this review aims to highlight the critical aspects of Q0EM in mobile networks, especially given the
evolving context of user demands and technological advancements.

The review begins by illustrating the theoretical background and purpose, followed by an in-depth analysis
of the manifold aspects of QoEM. After a large body of provision on operative QoEM and applicable
methodologies in mobile networks, conclusions are drawn, and many pertinent research prospects are presented.

1.3 Contributions of this Paper

Although a significant amount of effort has been spent over the years on QoS management, there is still little
focus on QoE in the existing literature. The intense competition of services in this context of dynamic mobility
will push users to subscribe to overlay networks. The IP-based nature of emerging networks grabs the mobility
feature of these new users, and mobile operators have an interest in offering desirable services in terms of QoE
since they are the core competence edge in the new generation of networks. However, providing good QoE in
mobile environments remains an open issue. One of the first major reasons is to find and formalize the principal
technologies needed to achieve the QoE of a service and what their inter-relationships are [15]. Another issue is
to put in place a future-proofing platform, capable of monitoring the QoE of services in an interface
network/internetwork; the outputs from such monitoring solutions could be very profitable for operators to
propose future services with assured QoE agreement. Also, it is hard to provide desirable QoE when a service is
delivered over an overlay architecture, because a portion of the network providers do not control the end-to-end
transmission, leading to bandwidth restrictions and intensive competition for the delivery of the service.

To contribute to the exploration of QoEM in mobile networks, this review provides the following
contributions:

= Presents the limitations of current QOEM techniques for VAS. This is to understand the challenges faced
by existing QOEM systems in order to identify areas that require improvement and innovation.
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= Elaborates on the impact of emerging technologies (e.g., Al, edge computing, 6G) in optimising Q0EM.
In a bid to investigate the potential of new technologies towards enhancing QoEM, to provide insights into future
directions for research and development.

= Identification of user-centric models needed for personalized QoE. To develop models that account for
individual user preferences and behaviours, creating tailored QoE experiences that meet the diverse needs of users.

This review presents a novel contribution by advocating for an interdisciplinary approach to QoEM that
combines insights from network engineering, ML, user behaviour analytics, and emerging technologies. By
integrating these diverse fields, the review aims to propose innovative solutions for enhancing QoEM in mobile
networks, such as leveraging ML algorithms to provide predictive insights into user behaviour, which can be used
to optimize dynamic resource allocation [23] [24]. In addition, incorporating User Behaviour Analytics (UBA)
can help tailor services to individual preferences, thereby enhancing overall user satisfaction [5].

1.4. Organization of the Paper

The rest of the paper is structured as follows: Section 2 highlights the methodology used for this review.
Section 3 presents the theoretical background and conceptualization of QoEM This is followed by a discussion of
the user-centric factors influencing QoE in Section 4. Section 5 discusses the evolution of mobile networks and
their impact on QoE. Section 6 highlights the techniques employed for QOEM in mobile networks using some
practical case studies. Section 7 discusses the limitations in Q0EM, paving the way for the discussions of emerging
trends and future directions in Q0EM in Section 8. The paper ends with a synthesis of key findings, highlighting
novel insights and a call to action in Q0EM in Section 9.

2. Review Methodology

This section presents the research methodology; as shown in Figure 1 below, employed to investigate the
research questions and scope of this review. It presents a description of the research design, data collection,
sampling, data analysis procedures, and the total number of papers used at the different stages to achieve the
study’s objectives. This methodology, inspired by the approaches used in [25] [2] [19] [26], is structured to ensure
that the research process is objective, reliable, and valid, offering a clear roadmap for addressing the research
questions. By aligning the chosen approach with the nature of the research problem and the scope of the study,
this section ensures that the findings contribute meaningfully to the field of Q0EM in telecom networks in relation
to VAS. The chosen methods are justified on the basis of their suitability for addressing the research objectives,
guaranteeing a robust and credible study.
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Figure 1: Research methodology

Keywords such as Quality of Experience, QoE, Mobile Networks evolution, User Satisfaction and VAS were
used in isolation to perform preliminary searches. After obtaining a set of documents, we adjusted our search
format by using different AND /or OR combinations of a string of those keywords for more comprehensive results.
A tunnelling approach was used to expand our search by sourcing from the reference list of the top 10 search
results or articles whose titles largely matched our theme for further reading. A total of 642 open-access articles
written in English with at least one citation were obtained.

Further analysis was done on the titles, abstracts, keywords, introductions, and conclusions of those articles
for coherence with our research questions. After this, a thorough reading of the articles of interest was done.
Studies published within the last 10 years were prioritized before expanding our search to outside of this 10-year
window. Studies whose main theme did not explicitly align with our research purpose were discarded, and a total
of 172 studies were used to constitute our work. As described above, Figure 2 below visualizes the frequency
distribution of the studies used per year of the 172 papers used to constitute our work.
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Figure 2: Studies frequency by year of publication
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All comparative analyses, including tables and visual summaries presented in subsequent sections of this
paper, are based on the authors’ original synthesis of the reviewed literature unless otherwise stated.

3. Theoretical Background and QoE Conceptualization

The research on QoE in mobile networks has garnered great interest and evolved significantly over the years,
reflecting the growing need to understand user satisfaction beyond traditional QoS metrics. The initial framework
laid down by Allayiotis [27] introduced the MWQoE model. This model integrated various QoS predictors, such
as latency, with non-intrusive data collected from mobile devices, user context, and web metrics. This marked a
pivotal shift by demonstrating that a more comprehensive feature selection algorithm could yield more accurate
predictions of user-reported QoE for mobile web services. However, it also revealed that many existing studies
were limited by their network-centric focus, neglecting user context and subjective experience.

Finley et al [28] furthered this discourse by analysing the disparity between perceived and delivered QoS in
mobile Internet communications. Their findings revealed a complex, non-linear relationship between network
performance and user satisfaction, emphasizing that a user’s acceptance of services hinges on the balance between
perceived and delivered QoS. This insight underscored the necessity for operators to understand user perceptions
to enhance service acceptance.

Building on these foundations, Alreshoodi and Woods [29], by surveying the correlation models between
QoS and QoE for multimedia services, articulated the challenge of predicting QoE from objective QoS metrics.
Noting that while many existing models offer partial solutions, a holistic approach to understanding user
experience remains vital. This perspective was echoed in the work of Ickin et al [30], who argued that effective
QoEM for mobile applications demands an integrated approach that extends beyond traditional QoS frameworks.
This underscored the need to consider not only network performance but also application design, device
capabilities, and user context to meet the diverse expectations of mobile users.

Mitra et al. [31] added a coat to this discussion by emphasizing the importance of user perceptions in QoE.
They illuminated the multifaceted nature of QoE, which encompasses human-computer interaction, cognitive
science, and economics. Their review reinforced the idea that QoE cannot be solely defined by technical metrics,
as they shone light on the need for a more nuanced understanding of how context impacts user experience.

Al-Shehri et al. [32] to further contextualize this evolution, addressed the transition from a QoS-centric to a
QoE-oriented evaluation in the era of 5G networks. They posited that as networks evolve, so too must the metrics
used to assess quality, as they advocate for a dual focus on both QoS and QoE to enhance user satisfaction.

Li et al. [33] added a critical layer towards practical applications by proposing a crowdsensing-based
analytical framework to understand user perceptions of Over-The-Top (OTT) web browsing. Their approach
highlighted the limitations of traditional network evaluation methods, advocating for a more user-centric
perspective in QoE assessment. This shift was crucial in driving improvements in service perception and network
optimization.

Bouragqia et al. [1] contributed to this dialogue by assessing the challenges of measuring QoE in streaming
services. They posited that traditional QoS metrics often fail to capture the nuances of user experience, which
necessitated a re-evaluation of how QoE is defined and measured across different service types.

The tutorial and survey by Barakabitze et al. [15] further emphasized the importance of advanced network
management paradigms, such as SDN and NFV, in ensuring QoE in future networks, underscoring the necessity
for automated systems that can adapt to user requirements, thereby enhancing overall service delivery.

Finally, the comprehensive review carried out by Panahi et al. [34] not only focused on QoS metrics and user
satisfaction models but also critically examines existing customer experience management frameworks. Thereby,
encapsulating the ongoing research efforts aimed at refining methods for measuring and managing QoE in mobile
networks, by illuminating the role of real-time data and automation in enhancing user experiences. This synthesis
of existing literature presents a clear trajectory towards a more integrated and user-centric approach in
understanding and managing QoE in mobile networks.

Users of the mobile network often have some expectations about the services provided to them by various
solutions. Other factors aside, such as the user’s cognitive and behavioural state, the cost of a service and the
quality of the network services contribute to the determination of the QoE the user will have by using a particular
network service. If users do not get their desired QoE from the network service they are using, they may decide
to switch to another provider or may even stop using that service or application altogether. Thus, the measurement
and prediction of QoE can avail users and let them enjoy personalized VAS from the various service providers.
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3.1 Defining QoE and QoS in the Context of Mobile Networks

QoE and QoS are two important concepts in mobile networks, each serving distinct yet interrelated roles in
the assessment of user satisfaction and service quality. QoS is basically a technical measure that quantifies the
performance of a network in terms of metrics such as bandwidth, latency, packet loss, and jitter. It is objective in
nature and can be measured using various tools and methodologies [35] [36] [37].

In contrast, QoE is a subjective measure that reflects an end user’s overall acceptability of a service. It
encompasses not only the technical performance of a service, but also the user’s expectations, context, and
personal experiences, making it inherently subjective [38] [39].

The distinction between QoE and QoS is vital because QoS can be optimized without necessarily improving
QoE. For instance, a network may exhibit high QoS metrics, such as low latency and high throughput, and still,
users may report low satisfaction due to factors like poor customer service or unmet expectations [28]. This
highlights the criticality of understanding user perceptions and the contextual factors that influence their
experiences, which are the crux of QoE [40] [41]. Figure 3 below depicts a QoE framework that illustrates the
different factors to be considered in the evaluation of QoE.

Core network

QoS

backbone

{

l
/ Access network

QoS access

Expectation Ease of use

Quality of
State  Perception ; Quality of design (interfaces) Experience

Experience Service price. security. reliability

Service usability. level of entertainment
Extemal factors (environment), social context

Psychophysical measures, user character and age group

Figure 3: QoE framework [42]

So, in order to model the relationship between QoE, network metrics, and user satisfaction, a conceptual
framework can be employed. This framework posits that QoE is influenced by both QoS metrics and user-specific
factors, such as expectations and previous experiences. For example, a study carried out by Sackl et al [38]
emphasizes that user expectations significantly shape their subjective quality perception. This indicated that QoE
is not solely determined by technical performance but also by how well the service meets user expectations.
Furthermore, the framework can incorporate various dimensions of service quality, such as reliability,
responsiveness, and tangibles, which have been shown to affect customer satisfaction in mobile networks [43]
[44].

In this conceptual framework, QoS metrics will serve as the foundational layer, providing the technical
parameters necessary for service delivery. These metrics should be monitored and optimized by network operators
to ensure a baseline level of service quality. Above this layer, user expectations and contextual factors interact
with the QoS metrics to shape the QoE. This interaction can be modelled using ML and statistical techniques to
predict user satisfaction based on both QoS data and user feedback [45]. Ultimately, this framework will
underscore the necessity for mobile network providers to not only focus on technical improvements but also to
understand and manage user perceptions to enhance overall QoE [36] [46].
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3.2 QoE and User-Centric Models

User-centric QoE models are emerging as essential frameworks in understanding how users perceive and
interact with digital services, especially in the sphere of streaming, gaming, and other multimedia applications. It
is evident that traditional metrics such as bandwidth and latency, while important, do not fully encapsulate the
user experience. User-centric models use perceived QoE as input to predict and optimize overall user satisfaction
through intelligent design. These QoE models encompass a wider range of factors, including user behaviour,
expectations, and contextual elements that tremendously influence how users evaluate their experiences. To
address this range of factors, operators need to adopt the idea of a QoE-focused, user-centric network paradigm,
in which both infrastructure and service are designed to meet the user's QoE demands, as demonstrated in Figure
4.

Operator B

&

Operator B

Figure 4: User-centric QoE-focused network paradigm [47]

We see that the comprehensive taxonomy of QoE factors can be categorized into two primary domains:
network-related factors and user-related factors. On one hand, network-related factors include metrics such as
latencys, jitter, and throughput, which traditionally are critical in determining the technical performance of a service.
For example, latency impacts the responsiveness of applications, while jitter impacts the consistency of data
packet delivery. If not managed effectively, both can degrade the user’s experience [1] [48]. However, these
metrics alone do not provide a complete picture of user satisfaction.

On the other hand, user-related factors embody aspects like perception, expectations, and emotional
responses [49]. These factors are vital since they reflect the subjective experience of the user. For instance, a
user’s emotional state can greatly influence their perception of service quality. Research has indicated that users
with higher emotional reactivity tend to focus more on negative experiences, which adversely affect their overall
satisfaction with a service [50] [51]. Furthermore, user expectations play a pivotal role because if a service fails
to meet the anticipated quality, it can lead to user dissatisfaction, regardless of the actual technical performance
[52].

Recent studies have highlighted the integration of emotional intelligence and user engagement as a vital
component of QoE [53] [54] [55]. It has been shown that emotional intelligence allows users to navigate their
experiences more effectively, influencing their satisfaction levels and their overall quality perception thereof [56].
In addition, the context in which a service is used; for example, the user’s environment, the time of day, and
concurrent activities, can also shape their QoE [57]. For instance, the same user watching a video in two different
settings, say, a noisy environment and a quiet place, may report two different experiences, even if the technical
quality of the stream doesn’t change.

Therefore, user-centric QoE models present a shift from traditional metrics to a more holistic understanding
of user experiences. By grouping QoE factors into network-related and user-related domains, researchers and
practitioners can better face the complexities of user satisfaction in digital services. This approach both enhances
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the design and delivery of services and fosters a deeper understanding of the interplay that exists between
technology and human emotion.

3.3 VAS and QoE

A VAS refers to a supplementary service that enhances a user’s experience and provides additional value to
the user beyond the basic telecom services. In mobile networks, VAS for example Mobile Payments, Over-The-
Top (OTT) services, video calling/conferencing have become increasingly significant as they cater to the evolving
needs of users who demand more interactive, immersive, and personalized experiences. With the coming of 5G
and 6G, the role of VAS has substantially grown in shaping QoE, as these services require advanced network
capabilities to deliver the desired high-quality performance. VAS such as AR, VR, cloud gaming, and
telemedicine, exemplify the increasing demand for enhanced QoE. These applications not only rely on high
bandwidth and low latency for service delivery but also require robust QOEM strategies to ensure user satisfaction.
For instance, cloud gaming requires consistent performance to prevent latency and maintain user engagement,
while XR applications necessitate real-time data processing and minimal latency to create immersive user
experiences [58] [59].

3.4 Emerging VAS and their Unique QoEM Approaches

In this era of ever-changing and fast-growing mobile networks, VAS has gained a spark of interest increasing
the imposition to adopt and use them. On the basis of this interest, VAS plays an important role in enhancing
service providers’ revenue and users’ QoE in mobile networks.

Due to the ongoing metamorphosis induced by 5G technologies, multimedia streaming services have become
the primary, if not, the exclusive traffic model of future networks. Ushering in an era that will see streaming
content cover a large streaming rate and a high number of users with different streaming qualities will use different
applications.

A. Cloud Gaming: These services allow users to play video games streamed from remote servers,
eliminating the need for high-end hardware. Cloud gaming relies on stable network performance since minor
fluctuations in latency or bandwidth can impact the gaming experience. To address this, adaptive bitrate streaming
and lag compensation techniques have been proposed for QQEM[60] [59]. Predictive algorithms that adjust video
quality based on real-time network conditions can enhance user satisfaction by minimizing interruptions. Building
on the foundations of the underlying principle of user experience optimisation, by adapting to available resources
and conditions, like a network’s capabilities to improve QoS and QoE. To this effect, Yang et al [61] employed
computation offloading strategies such as OPPOrtunistic Computation Offloading (OPPOCO) and ad-hoc cloudlet
assistance to enhance mobile users’ QoS and QoE.

B. AR/VR: AR/VR applications require ultra-low latency and high bandwidth. QoEM for these services
must ensure stable frame rates and minimal motion-to-photon latency to prevent user discomfort. Techniques like
edge computing can be employed to process data closer to the user, reducing latency and thereby improving
overall QoE [62] [63]. Additionally, a deeper understanding of user behaviour and preferences can lead to
personalized experiences that enhance engagement and satisfaction [64].

C. Telemedicine: These services have gained prominence, especially as an aftermath of the COVID-19
pandemic. These services demand reliable video and audio quality to facilitate remote consultations and effective
communication, factors with a direct influence on user experience. To ensure effective communication between
healthcare providers and patients, Q0EM in telemedicine must address factors such as video resolution, audio
clarity, and latency. The implementation of QoE assessment frameworks that monitor user feedback and network
performance can help to optimize service delivery in real-time [65]. Moreover, guaranteeing data privacy and
security is paramount in telemedicine. This necessitates robust QOEM strategies that comply with regulatory
standards [66].

Hence, the growing role of VAS in mobile networks illuminates the need for effective QoEM strategies
tailored to the unique requirements of each service. As mobile networks keep evolving, particularly with 5G
rollout and beyond, integrating advanced technologies such as Al, edge computing, and ML will be essential for
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QoE optimisation and the enhancement of user satisfaction across various VAS. Table 1 below provides a
structured summary of the primary QoEM approaches discussed in section 3, highlighting the associated authors,
adopted metrics, key focus areas, validation methods, strengths, limitations, and typical application domains

Table 1: Comparative analysis of QOEM approaches. (Arranged from most recent year downwards)

Reference | Year Approach Focus Area Key Metrics Used Strengths Limitations
[34] 2024 Comparative analysis of QoE measurement MOS, stalling events, Comprehensive overview of Lack of standard
existing literature, frameworks and ML- | throughput, handover | frameworks and tools; includes benchmarking datasets;
frameworks, tools, and ML | based QoE prediction success, user device both open- and closed-source; black-box nature of ML
approaches and network parameters | highlights integration of ML for models; challenges in
QoE prediction interpretability and
generalizability
[55] 2024 | Comparative experiments on | Emotion recognition AUC, F1 score Superior feature extraction and Relies on MELD dataset
MELD dataset with five DL in intelligent user multimodal fusion; dynamic limits; potential
models (Transformer, CNN- interfaces User Interface adaptation; tested | performance under unseen
LSTM, BERT-LSTM, MM- on public MELD dataset with real-world conditions not
Transformer, proposed robust generalization evaluated; details on
weighted Transformer) computational cost missing
[62] 2024 | Simulation of Adaptive traffic Service-oriented Packet loss, delay, Integrates networking and Complexity in setting
engineering and QoS/QoE SDN QoS/QoE jitter, bandwidth, QoE computing resource weighting coefficients;
support for SOSDN in provisioning across scores, multi-criteria management; adaptive multi- scalability and real-world
Containernet (Mininet networking and QoS integral metrics criteria routing; considers deployment challenges not
extension); comparison with | computing domains individual user QoE; simulation- deeply covered
OSPF and PQ methods. based validation
[43] 2023 | Pearson correlation and linear Service quality Tangibles, Assurance, Uses both correlation and Data collected only in
regression analysis impact on customer Reliability, regression analysis; covers Kathmandu Valley; limited
satisfaction in Responsiveness, multiple service quality factors; | to Nepal Telecom and Ncell
Nepalese cellular Empathy, Convenience, | relevant sample size (400 users) users; primary data
mobile industry Complaint Handling, limitations
Network Quality
[45] 2023 | GBDT-based ML Model with User satisfaction Accuracy, Recall, F1- High generalization ability Relies on data from one
SMOTE and Factor Analysis | prediction in mobile Score, AUC (~0.99) (GBDT F1 >90%), robust provider (China Mobile
using Confusion matrix, social networks performance with parameter Beijing), potential
robustness test, comparative optimization, and addresses overfitting risk without
model evaluation (Decision unbalanced data broader validation
Tree, GBDT, XGBoost,
CatBoost)
[57] 2023 | Systematic Literature Review | Improving QoE in Latency, packet loss, Comprehensive SLR No original experimental
with critical analysis of recent fog computing throughput, and user highlighting open challenges data, mostly secondary
studies satisfaction and future research gaps analysis
[42] 2022 | Experimental analysis with Cellular networks Key Performance Real-time computation, No external datasets
statistical comparison of QoE/QoS monitoring | Indicators (KPI), Key improved accuracy with used/generated; lacks
spline approximation versus and enhancement Quality Indicators confidence intervals, simple broader experimental
noisy signals (KQI), Mean Opinion calculations with CHS splines validation beyond
Score (MOS), Root- simulations
mean-square error
[50] 2022 Paired t-tests, Pearson Effect of emotional Emotion Reactivity Large sample size of 550 Focus limited to emotional
correlations, AMOS reactivity on marital | Scale (ERS), Perceived | couples from diverse regions in reactivity, perceived
structural equation modelling | quality and mediating | Partner Responsiveness | China; use of validated scales; | responsiveness, and marital
using APIM, bootstrap role of perceived Scale (PPRS), Quality consideration of partner and quality, without personality,
mediation analysis partner of Marriage Index actor effects socioeconomic, or
responsiveness in (QMI) attachment style
Chinese middle-aged considerations
couples
[51] 2022 Multilevel modelling of Sleep quality and Self-reported sleep Naturalistic moment-to-moment | Self-report sleep measures
Ecological Momentary emotion regulation in | quality and duration; data collection; focus on both without actigraphy;
Assessment (EMA) data over | young adults (1824 | positive and negative | positive and negative emotions; relatively small sample
7 days years) emotion intensity and multi-level modelling (N=101); limited range of
duration; positive and sleep duration; no
negative emotion contextual data on
regulation strategies emotional episodes
assessed multiple times
daily
[59] 2022 | Systematic literature review Networking issues Latency, Bandwidth, | Comprehensive summary of key Limited literature scope,

of 33 recent (<5 years)
scholarly articles from
multiple databases

and solutions related
to cloud gaming

Delay, Packet Loss,
QoE, Graphics Quality,
Cost, Complexity

network challenges and various
solutions including edge
computing and ML

possible exclusion of newer
sources; needs extension
with more databases and
tools
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[63] 2022 Simulation-based QoS/QoE SNR, PSNR, SSIM, Dynamic haptic codec selection | Uses TCP protocol which
experiments with haptic provisioning for HSSIM, MSE, MOS reducing congestion, balancing could add extra overhead;
datasets and congestion delay-sensitive tactile stability and transparency, real- | currently mostly simulation-

models, metrics evaluation internet and time network congestion based, future plans for real
via QoS and QoE teleoperation estimation using ECN and device integration
measurements applications LSTM

[65] 2022 | Comprehensive survey and QoE-driven IoT QoE Cause Factors: Provides holistic and extensive No original experimental

review architecture, user, application, classification of QoE factors, evaluation; relies on
including system service, network, detailed mapping of metrics and | comprehensive literature
design, resource physical/system metrics | ML approaches in IoT; discusses | analysis without proposing
management, ML- | (e.g., transmission rate, | resource management solutions new models
based prediction delay, jitter, energy
consumption)
[49] 2021 Subjective testing with QoE modelling under | QoE, QoS parameters Addresses the impact of area Limited to datasets from
dataset collection from users different operating (device, radio, data density and user groups on QoE; two areas and two user
in different areas and groups; situations: area parameters), Cohen’s uses IRR to verify dataset groups; subjective testing in
statistical analysis with diversity and user Kappa for Inter-Rater reliability; applicable to LTE real environments lacks full
Pearson correlation, Cohen’s | diversity in cellular Reliability, Mean and 5G technologies; links QoS | control of network factors;
Kappa, MAPE; ANN training networks Absolute Percentage to business Rol only four multimedia
and validation Error (MAPE) applications were tested
[15] 2020 Tutorial and Survey QoEM of multimedia QoE metrics Comprehensive overview of Limited experimental
streaming in future (subjective/objective), QoEM integrating SDN/NFV, validation, mainly survey-
softwarized networks | QoS, QoBiz, network | emerging architectures, and new based; practical
and user parameters application domains (AR/VR, implementations sparsely
gaming) covered
[1] 2020 Synthesizes prior studies, QoE measurement, QoE influencing Comprehensive overview of Mainly a survey, does not
standards, ITU modelling, control, factors, subjective QoE measurement techniques propose new models; ML
recommendations, and challenges in MOS, objective QoS and challenges; covers and ethical challenges only
databases streaming parameters, hybrid subjective, objective, hybrid briefly discussed
metrics approaches
[64] 2019 | Qualitative synthesis of past | Review of QoE in | QoE (MOS), delay, | Comprehensive literature survey | Lacks new experimental
research with some | cloud gaming models, | jitter, packet loss, frame | covering both | data; depends on existing
quantitative summarization of | frameworks and QoS | rate, bitrate subjective/objective QoE; | studies;  some  models
QoS/QoE metrics impact on gaming identifies key QoS parameters, | reviewed lack integrated
experience highlights gaps and open issues | QoE reporting
[56] 2018 | Quantitative study examining | Impact of | Abandonment Schema | Controlled for socioeconomic | Cross-sectional data limits
mediation effects using survey | abandonment schema | Scale, Trait Emotional | variables; used validated scales | causal inference; data only
data on marital quality via | Intelligence (trait EI) | (ENRICH); first study linking | from  Iranian  married
trait emotional | measure, Marital | abandonment schema and trait EI | women; did not control for
intelligence Quality scales (conflict other psychological
resolution, mediators (e.g., attachment
communication, marital styles)
satisfaction =~ ENRICH
subscales)
[31] 2018 | Survey and  comparative | Comprehensive Multiple QoE and QoS | Thorough  compilation and | Does not provide new
analysis of state-of-the-art | review parameters, context | critique of current approaches; | experimental or empirical
QoE modelling, measurement parameters, user ratings | highlights importance of multi- | evaluation; does not address
and prediction methods (MOS etc.) parameter and time-based QOE |regulatory and  ethical
modelling; identifies challenges | concerns regarding user data
related to context and unified
single-scale QoE measurement
[33] 2018 | Analytical framework using | OTT web browsing | Key Quality Indicators | Uses real user data from | No cooperation with
mobile crowdsensing with | service  perception | (KQIs): first packet | smartphones; comprehensive | network operators for real-
ML potential on an LTE | degradation analysis | delay, page delay, | factor analysis; proposes a | time verification; predictive
network service intensity, KPI | framework and algorithms model integration is future
correlations work
[46] 2018 | Literature review, case studies | QQEM  for  future | Perceived Web  site | Comprehensive Limited concrete
on mobile Web browsing | networks focusing on | loading time, aesthetics, | multidimensional QoE analysis | implementation details,
QoE, conceptual models and | multimedia and web | usability, quality of | integrating multiple influence | mostly  conceptual and
summary of prior work services information, number of | factors (IFs) and features, | survey nature; lack of a
taps, network QoS | consideration of mobile vs |unified framework fully
parameters desktop contexts, holistic | addressing all influencing
overview of QoEM challenges | factors simultaneously
and frameworks
[60] 2018 | Network  emulation  and | Lag compensation for | Network latency, QoE | Real-time lag equalization, open- | Limited scale, early-stage
preliminary subjective tests of | FPS cloud gaming scores source platform use VM deployment
Real-time lag compensation in
cloud gaming.
[61] 2018 | Opportunistic ~ Computation | Mobile edge | Number of serviced | Novel OCS mode balancing | Simulation limitations:
Offloading (OPPOCO) | computing, nodes, computation | remote cloud and ad-hoc cloudlet | absence of AP positions,

simulation using OPNET
based on real mobility data
from Haggle Project

opportunistic
offloading via ad-hoc
cloudlet-assisted
modes

capacity, QoS, QoE

offloading; energy-efficient and
practical

inability to simulate certain
offloading modes
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[66]

2018

Simulation-based
performance analysis
comparing QoE, profits, and
fairness

Collaboration
between OTT
providers and ISPs for
joint  QoEM in
multimedia services

QOoE delivered, provider
profit, QoE fairness
index, customer churn

Proposes a general reference
architecture for collaboration;
integrates economic and
technical ~ views;  compares
approaches with simulations

Practical  obstacles  like
network  neutrality and
privacy concerns,

dependence on user consent
for data sharing, lack of real-
world deployment

[32] 2017 | Systematic literature review, | Comprehensive QoS  metrics  (e.g., | Thorough overview of major | No novel metric proposals;
classification ~of metrics, | taxonomy and | delay, throughput, | metric  categories; highlights | limited experimental
comparison of subjective and | analysis of telecom | packet losses), QOE | complexity in metric bundling | validation; complexity of
objective QoE metrics, | metrics; evolution | subjective MOS, | and stakeholder views; | integrating multi-
discussion of future directions | from QoS to QoE; | DSCQS), QoE | emphasizes dual  QoS-QoE | stakeholder views remains

metric use in | objective, UX metrics, | evaluation paradigm, especially | an open challenge
emerging systems | ARPU, customer churn |in 5G; discusses challenges in
(5G) real-time and subjective metric

use

[27] 2017 | Lab experiments with MOS | Mobile Web QoS, context metrics, | Non-intrusive,  context-aware, | Limited real-world scale,
comparison of the User- Bayesian MWQoE | validated with user feedback needs more data
centered MWQoE model metric, MOS

[28] 2017 | Field study combining user | Mobile user | TCP download | Large real-world dataset, | Basic model fits, some
surveys and device-based | satisfaction related to | throughput (min, | integration of subjective and | predictors  like  upload
network measurements network speed and | median, last), upload | objective data, considers | throughput not significant,

availability throughput, latency | temporal and spatial factors no direct signal strength
(RTT), measurement metric
burstiness, number of
measured locations,
device type, Likert-
scale user satisfaction
scores
[38] 2017 | Empirical user studies and | User expectations in | Subjective quality | Integrates expectations explicitly | Lab-based  studies  with
modelling QoE for networked | ratings (MOS), | into QoE models; proposes direct | limited real-world validity;
multimedia services | expectation assessment of  expectations; | some influence of test
questionnaires, quality | controlled experimental setups | paradigms on expectations
prediction error | for  triggering  expectations; | ("Schrodinger’s cat
reduction improves prediction accuracy problem"); complexity of
questionnaires

[58] 2017 | Experimental controlled | Mapping network | Packet loss, jitter, delay, | Comprehensive analysis using | Focus on RTP  video
indoor network setup with | QoS touser-perceived | throughput, QoE | multiple video sets, including 2D | streaming; may not
network emulator; subjective | QoE in 2D and 3D | (MOS), VQM, SSIM, | and stereoscopic 3D, controlled | generalize to all streaming
testing (MOS) with 40 | video streaming under | psychometric functions | network emulator setup, | protocols like HTTP/TCP;
subjects;  objective  video | network impairments psychometric curve modelling limited to video content
quality assessment; types tested
psychometric curve fitting

[39] 2016 | Experimental usability testing | QOEM evaluation for | Presence, Involvement, | Developed a scale for QoE based | Small sample size (30
of 30 subjects with four | multimodal virtual | Attention, Reliability, | on unique variables per variant; | subjects),  diversity  in
variants of virtual personal | personal  assistants | Dependency, Easiness, | demonstrated highest QoE with | subject background; limited
assistants  (audio-only  to | with varying levels of | Satisfaction, immersive 3D system; used | range of assistant tasks;
immersive 3D) immersion Expectations (8 | Exploratory Factor Analysis to | subjective perceptions

dependent variables) focus on significant variables influenced by novelty of
virtual assistant variants;
need for more
comprehensive task testing

[40] 2016 | End-user perspective survey | QoS of  mobile | Call quality, network | Large sample size (1,515 users), | Focused primarily on end-

networks in | coverage, user | detailed statistical analysis, and | user perception, limited
Afghanistan satisfaction proposed practical technical | network-side measurement
solutions

[41] 2016 | Layered QoEM framework QoE evaluation and | Mean Opinion Score | Comprehensive layered | Limited user population (24

management in | (MOS), 95% | approach considering multiple | subjects), limited to specific
Multimedia IoT | Confidence  Interval, | influence factors across IoT |test conditions (vehicular
applications Video bitrate, Data | architecture layers; Practical | MIoT); Evaluation focused
accuracy, Network | validation with vehicular MIoT | on subjective testing without
delay, Data presentation | application; Generalizable | extensive real-world
type framework with a second smart | deployment
surveillance use case
[36] 2015 | Conceptual Framework and | End-to-end QoEM in | QoE level (e.g. MOS), | Proposes a detailed QOEM | Simulation-based  results;
Simulation-based Study mobile cellular | VoIP  flows,  QoE | framework with three building | complexity of real-time QoE
networks (LTE case | reporting period, | blocks (QoE-controller, QoE- | acquisition and integration;
study) resource allocation | monitor, QoE-manager); | potential privacy issues with
metrics addresses signalling overhead | some QoE models; focus on
and accuracy; incorporates load | VoIP flows mainly
balancing between macro and
small cells

[48] 2015 | Analysis and integration of | QEM in  HTTP | Stalling, initial delay, | Thorough review of subjective | Mostly relies on
numerous subjective studies, | Adaptive Streaming | adaptation  amplitude | and objective HAS QoE studies; | synthesizing prior work;
technical evaluations, and | (HAS) and frequency, | multidimensional adaptation | lacks novel empirical data;
existing literature bandwidth utilization, | analysis; stakeholder | some conflicting results in

referenced studies
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image quality, frame | perspective; identification of
rate, resolution open issues and future challenges
[37] 2014 | Surveys and analysis of | Evolution of video | MOS, DMOS, QoS | Comprehensive overview | No new experimental data,
existing literature; large-scale | quality — assessment | parameters, Quality | covering subjective, objective, | mostly review; some
subjective  tests, objective | from QoS to QoE Metrics, User | and data-driven methods, methods limited by lab
evaluation, data  mining behaviours environment  applicability
techniques and cost,
[29] 2013 | Survey on QoS/QoE Models | Multimedia Services | Delay, Throughput, | Broad taxonomy of QoS-QoE | No experimental
Packet Loss relations. verification.
[44] 2013 | Empirical study with | Mobile service | Availability, perceived | Developed a scale specifically | Focused only on mobile
structural equation modelling | quality and its impact | risk, ease of use, | including mobile device | phones as devices; sample
(SEM) on customer | compatibility of | compatibility, analysed | details not fully described;
satisfaction devices, and | relationships between | may not generalize to all
entertainment services), | dimensions and  satisfaction; | mobile services or
Customer satisfaction, | used validated measurement | geographic regions
Perceived risk model.
[30] 2012 | 4-week user study with | Mobile application | User-perceived ~ QoE | Combined unobtrusive automatic | Limited capture of extreme
Experience Sampling Method | users in natural daily | (MOS), QoS metrics | sensing with real-time user | network conditions;
(ESM), Day Reconstruction | environments (SRT, RTT, | feedback; included both | challenges in capturing the
Method (DRM), Android throughput),  context | contextual and network factors; | full variety of QoS metrics
sensor logs data (network, device, | multi-faceted QoE analysis due to device and privacy
usage) constraints; relatively short
study duration
[35] 2011 | SLA-based bandwidth | Ensuring QoS for | IPTV user satisfaction | Increases IPTV user satisfaction | Limited  to  simulation
reservation  scheme  with | mobile IPTV over | level, bandwidth | without significantly reducing | results, real-world
Bandwidth Broker. | mobile WIiMAX | utilization total bandwidth utilization; | deployment  issues  not
Simulation over 20 mobile | networks by dynamic Dynamic and scalable bandwidth | addressed
WiMAX  networks  with | bandwidth allocation
varying IPTV/non-IPTV | reservation through
traffic loads SLA negotiation
[47] 2011 | Conceptual framework and | User-centric mobile | MOS, cost, security, | Clear presentation of the user- | Limited implementation
experimental approach for | internet network | energy saving driven  decentralized  QoE | details of the distributed
user-centric QoE-based | selection, QoE concept and integration with | knowledge base; lack of
network selection modelling, middleware; thorough | large-scale real-world test
middleware  design, explanation of testing | results in  the paper;
decentralized  QoE methodology  (Agile, TDD, | conceptual focus
knowledge base Living Labs)
[52] 2011 | Inter-disciplinary user-centric | Multimedia VolIP | User perception, | Combines laboratory speech | Limited to VolP speech
QoE evaluation service quality from | conjoint analysis | quality tests with user behaviour | services;  results  from
the user perspective utilities, UTAUT factor, | and intention models; holistic | controlled  user  clinic,
speech codec quality | analysis of acceptance and usage | limited long-term adoption
levels intention context

Note: All comparisons and categorizations reflect the authors’ synthesis of referenced literature and do not represent results of new experiments unless indicated

The comparative analysis of QOEM approaches presented in Table 1 highlights the diversity of existing
approaches for QOEM for VAS services, each presenting specific advantages and inherent challenges. Thus,
emphasizing the necessity for hybrid or adaptive strategies that combine the strengths of multiple paradigms to
address the complex and dynamic requirements of next-generation mobile services. In the subsequent sections,
we explore the factors influencing QoE before looking at the technical methods employed for QoEM and evolving
trends that aim to bridge these gaps.

4. Factors Influencing User Satisfaction and QoE

To efficiently design and improve products and services in contemporary digital landscapes, it is essential to
understand how QoE impacts user satisfaction. Research posits that numerous factors contribute to users’
perceptions and overall satisfaction, including product quality, usability, customer support, pricing, and
personalization. In this chapter, we present a synthesis of these factors.

4.1 User-Specific Factors

Product Quality: Product quality is a fundamental determinant of user satisfaction. Research has shown that
a superior product quality positively correlates with higher satisfaction levels among users. Especially when users
have considerable product experience.
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Borsci et al. [67] confirm that users with more experience report greater satisfaction. This suggested that
high-quality products are more likely to foster positive user experiences. Quality incorporates various dimensions,
including performance, reliability, and durability, which as a collective whole influence a user’s willingness to
recommend a product and return for future purchases.

Usability and User Experience: Significantly affects a user’s perceived QoE and overall satisfaction. Ke and
Su in [68] emphasize that usability dimensions closely align with user experience and mediate the relationship
between a system’s success factors and its net benefits.

To achieve increased satisfaction, effective usability necessitates that users can perform tasks without
unnecessary difficulties. [69] [70] further assessed usability in specific contexts, reinforcing that positive usability
experiences, especially in technology use among older adults, directly influence users’ attitudes toward
technology. More so, the Usability Metric for User Experience (UMUX) framework detailed by Kamil [71]
stressed that evaluating usability via properly selected metrics can yield insights about user satisfaction, making
it an important consideration for product design.

Customer Support: Another critical aspect influencing user satisfaction is customer support. Promptness and
effectiveness in delivering customer support can alleviate user frustrations and foster trust. [72] highlights that
supportive and effective assistance contributes to a user’s perceived value and experience when engaging with a
product or service. High-quality support that addresses user concerns can mitigate negative experiences, thereby
significantly enhancing overall satisfaction.

Price and Value: The study carried out by [73] postulates that e-commerce platforms that effectively utilize
personalized marketing approaches; to enhance user experiences and optimize customer interactions, improve
perceptions of value. Also, price sensitivity varies among users, making perceived value a significant influencer
of satisfaction. Therefore, users are more likely to feel satisfied when the perceived benefits of a product outweigh
its cost, indicating that optimal pricing strategies are essential for maintaining user satisfaction.

Personalization and Customization: Is seen as a vital factor in enhancing user satisfaction, tailoring
experiences to individual preferences can significantly boost engagement. In [74] the authors describe how web
personalization; delivering relevant content to users based on their preferences and behaviours, augments user
interaction and satisfaction. Similarly, Zheng et al [75] highlighted that user experience in mass customization
hinges on the personalization capabilities that cater to user needs. Providing social and emotional interactions
designed to enhance satisfaction. In addition, incorporating personal values into service design, as discussed in
[76], can lead to more meaningful and satisfying user experiences, particularly in the gaming industry where co-
creative experiences are pivotal.

Contextual Factors: These factors, while important, are highly variable across user populations and scenarios.
They include Device Capabilities (Screen size, processing power, and battery life impact the ability to render
high-quality multimedia content), User Expectations and Context (that vary by user demographics, context of use,
for example, commuting vs. home use, and prior experience with similar services) and Content Type and
Sensitivity (Different services, for example, video streaming, gaming, video conferencing, having varying QoE
sensitivities based on their interactivity, latency tolerance, and resolution demands) [1] [31].

Table 2 consolidates the user-specific factors discussed thus far that influence user satisfaction in mobile
network services, highlighting their impacts, affected service categories, and supporting references.

Table 2: Summary of user-specific factors influencing QoE in mobile networks

User-Specific Factor Impact on QoE Services Highly Criticality Level | Reference
Impacted

Product Quality Overall service stability, functionality | Streaming services, Online | High [67]1[77]
richness, and absence of bugs. Gaming [271[78]

Usability and User Intuitive navigation, ease of service use, | All Services Medium - High [68] [69]
and low cognitive load. [70][71]

Customer Support Responsiveness and effectiveness of | Telco Services, Cloud Medium - High [72]1[13]
customer care teams impact satisfaction. | Services [36][40]

Price and Value User satisfaction is influenced by the | Subscription-based Medium -High [31][64]
perceived cost-benefit ratio of the service. | Services, VoIP [17[72]

Personalization and Tailored recommendations and adaptive | Wearable devices, Medium - High [74][15]

Customization content improve perceived relevance and | Streaming Services [75]1[76]
enjoyment.

User Expectations Quality degradation perception based on | All Multimedia Services | High [34] [6]
context, Tolerance for delays, [9][11]
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Environmental Context Movement (commuting), surroundings | VoIP, Video streaming Medium - High [17[19]
influence signal quality and perception. [401[79]
Device Capability Limits rendering quality, affects battery | Mobile Streaming, Video | Medium -High [15][7]
consumption, and responsiveness. Conferencing [31][9]
Content Type and Higher demands for bandwidth and |4K Streaming, Cloud Medium - High [2][22]
Sensitivity resolution for sensitive content types. Gaming, AR/VR [79] [58]

Note: All comparisons and categorizations reflect the authors’ synthesis of referenced literature and do not represent results of new experiments unless indicated

4.2 Network Factors

Research has already established the relationship between network QoS parameters and QoE outcomes [1]
[15] [31] [34] . Thus, in this subsection, we proceed directly to a focused analysis of the most critical technical
factors. The aim is to synthesize and highlight the specific technical metrics that exert the greatest global influence
on user-perceived satisfaction in mobile environments. Table 3 presents the key technical parameters affecting
user-perceived QoE, derived from the selected studies, and their typical impacts on mobile network services.

Table 3: Summary of network factors impacting QoE in mobile networks

Technical Metric QoE Impact Services Highly Criticality Level Reference(s)
Impacted
Latency Reduces responsiveness, critical for real- | Online Gaming, Video | High [59]1[71[11]
time applications. Conferencing, AR/VR [19]
Services
Packet Loss Causes media freezes, distortions, and loss | Video Streaming, VolP, | High [71[11]]13]
of voice quality. Live Broadcasting [19]
Jitter Introduces instability in packet delivery, | VoIP, Online Gaming, | Medium - High [13][15][20]
degrades live communications. Remote Control Apps [57]
Throughput/Band | Affects media quality, buffering, and | Streaming Services, Cloud | High [59] 9] [38]
width download/upload speeds. Gaming, IoT Apps [57]
Bitrate Adaptation | Perceived as quality degradation when Adaptive Streaming | Medium [15][20][38]
Events frequent or abrupt. (DASH, HLS), Cloud
Gaming
Note: All comparisons and categorizations reflect the authors’ synthesis of referenced literature and do not represent results of new experiments unless indicated

4.3 Factors Criticality and Service Sensitivity Analysis

After identifying both the user-specific and technical factors influencing QoE, this subsection presents a
factor criticality and service sensitivity analysis. First, a combined criticality heatmap highlights the overall
importance of each factor based on its potential impact on user satisfaction across mobile services. Secondly, a
service sensitivity network diagram depicts the relationships between individual QoE factors and the specific
service categories they most affect, providing insights into service-specific vulnerabilities. Together, these
analyses offer a comprehensive understanding of both the global significance and the targeted influence of QoE
determinants in mobile network environments.

Figure 5 presents the combined criticality heatmap of the key factors influencing QoE in mobile networks,
incorporating both network and non-network factors. Each factor is mapped based on its criticality level (Medium,
Medium-High, or High) derived from literature and analysis, with these levels represented by green, orange and
red colours respectively on the plot. This visualization aims to provide a rapid identification of the most critical
factors, such as latency, packet loss, and user expectations, which demand prioritized attention for QoE
optimization efforts across diverse mobile services.
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Figure 5: Key factors Influencing QoE and their Criticality Levels

Figure 6 illustrates the service sensitivity network derived from Tables 2 and 3, mapping the relationship
between key QoE factors (both network and non-network) and the mobile services they most critically impact.
The diagram provides a visual overview of how specific factors (in blue) such as latency, price, usability, or packet
loss influence various service categories (in green). This supports a clearer understanding of service-specific
vulnerabilities and QoE optimization priorities.

Figure 6: Network Diagram mapping QoE Factors to the most impacted Services

Hence, from the above factors, user satisfaction and QoE can be seen as multifaceted constructs influenced
by various factors, such as product quality, usability, customer support, price, and personalization. Understanding
these factors from a well-rounded academic perspective allows product developers and service providers to make
informed decisions aimed at enhancing user experiences and satisfaction levels. Continuous research in these
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areas is essential to further refine approaches for optimizing user satisfaction and subsequently driving product
success.

5. Mobile Network Evolution and its Impact on QoE

The evolution of mobile networks has tremendously transformed the way we communicate with one another,
access information, and experience digital services. Each generation of mobile networks has brought about
advancements in speed, latency, capacity, and reliability. These advancements directly impact the QoE for users,
especially in how they interact with mobile devices and digital services. This section presents an overview of the
evolution of mobile networks and its impact on QoE.

5.14G and QoEM

The advent of 4G LTE (Long Term Evolution) technology has significantly transformed the mobile
communications ecosystem, setting a strong foundation for high-bandwidth and low-latency services. This
transformation directly influenced user expectations across various applications, particularly in video streaming,
social media, and mobile gaming. 4G LTE made it possible for users to experience substantial improvements in
data rates, enabling seamless streaming of high-definition content and real-time interactions on social media
platforms.

The technology’s capability to support data rates of up to 300 Mbps and 75 Mbps for downloads and uploads,
respectively, has fundamentally altered user expectations, as consumers now anticipate instant access to content
without buffering or delays [80].

Furthermore, the low latency characteristic of 4G LTE, often around 30-50 milliseconds, enhanced the user
experience in multimedia streaming and interactive applications [81]. This reduced latency necessitates real-time
feedback and interactions, which are critical for maintaining user engagement in a fast-paced gaming environment.
This has resulted in users not only expecting high-quality content but also responsiveness and reliability in their
mobile applications. Also, LTE by integrating advanced technologies such as Multiple Input Multiple Output
(MIMO) and carrier aggregation further optimized network performance, adhering to the growing demands for
bandwidth-intensive applications [80] [15].

Despite these, the management of QoE in 4G LTE is fraught with challenges. One of the primary issues is
network congestion, which occurs when the volume of data traffic exceeds the network’s capacity. This
congestion may and can lead to service interruptions, increased latency, and a decline in overall user satisfaction
[82] [6]. So, as mobile operators strive to accommodate the exponential growth in user traffic, they also face the
dual challenge of optimizing infrastructure utilization at the same time, ensuring a satisfactory QoE for end-users
[83].

Also, Djuikom et al [84] emphasized that service disruptions can occur during handover, especially when
users move between different base stations (BSs). This can interrupt ongoing sessions and degrade the QoE. The
complexities in managing QoE is further compounded by the need to strike a balance between subjective user
perceptions and objective network performance metrics, requiring a comprehensive understanding of the factors
that affect QoE, including device capabilities, network conditions, and user expectations [6] [15].

5.2 5G and QoEM for VAS

The introduction of 5G technologies revolutionized the management of QoE for various mission-critical
applications, including autonomous vehicles, remote surgery, and immersive AR and VR services. Key features
of 5G; network slicing, edge computing, and massive MIMO (Multiple Input Multiple Output), play pivotal roles
in advancing QoEM by providing tailored resources and low-latency connections essential for these applications.

5.2.1 Impact of 5G Technologies on QoEM

A. Network Slicing: Being one of the most significant advancements in 5G, allows the physical network to
be divided into multiple virtual networks; each optimized for specific applications or services, minimizing
interference and maximizing performance [85]. This capability is crucial for mission-critical applications with
diverse and stringent requirements. For example, to ensure timely data exchange for safe navigation, autonomous
vehicles require ultra-reliable low-latency communication (URLLC). While remote surgery demands high
bandwidth and low latency for real-time video feeds and control signals [86] [87].

Computer Networks and Communications 37 | Kinge Mbeke Theophane Osee, et al.



B. Edge Computing: The integration of edge computing with 5G networks advances QoE by reducing
latency and improving data processing speeds. In a bid to minimize the time it takes for data to be transmitted to
and from centralized cloud servers, edge computing processes data closer to the end user. This is advantageous,
particularly for applications like immersive AR/VR, where even slight delays can significantly degrade the user
experience [88] [89]. For example, it is critical in VR applications, to maintain a latency below 20 ms for a
seamless experience. Edge computing facilitates this by handling data processing at the network’s edge, as
Alencar et al [90] demonstrated using Fog computing.

C. Massive MIMO: This technology enhances the capacity and efficiency of wireless communication by
employing a large number of antennas at the base station. This allows for simultaneous transmission to multiple
users, improving overall network throughput and reducing latency. In high-density user scenarios such as public
events or urban areas, Massive MIMO ensures users experience consistent, high-quality services, essential for
applications such as mobile gaming and live streaming. [91] [92].

5.2.2  Benefits of Network Slicing for VAS

The benefits of network slicing for VAS include the following:

A. Dedicated Resources: The allocation of dedicated resources to specific slices, allows operators to ensure
that mission-critical applications receive the bandwidth and latency guarantees they require. This is important for
applications that do not tolerate delays or interruptions, such as remote surgery, where a momentary lapse in
connectivity could have direct consequences [87] [93].

B. Personalized QoE: Network slicing allows for the customization of service parameters based on user
needs and application requirements. For example, a network slice dedicated to AR applications can be configured
to prioritize low latency and high bandwidth. While another slice dedicated for IoT devices may focus on energy
efficiency and reliability. This level of customization improves the user experience by ensuring that each
application performs optimally under varying conditions [86] [94].

C. Scalability and Flexibility: Due to its dynamic nature, network slicing allows operators to scale resources
up or down based on real-time demand. This flexibility is crucial in managing fluctuating loads, especially during
peak usage times or in emergency conditions where additional resources may be instantly required [86] [94].

In summation, the highlighted 5G technologies, significantly enhance QoEM for mission-critical applications.
The provision of dedicated resources and performance optimisation based on specific application requirements,
ensure that users experience the high-quality service as expected in today’s digital landscape.

5.3 6G and Future QoEM

6G (sixth-generation) networks are poised to fundamentally transform different aspects of connectivity and
user interaction. 6G networks are envisaged to support emerging technologies like the tactile internet, holographic
communication, and multi-modal extended reality (XR) experiences. These technologies will require ultra-low
latency, high reliability, and extremely high data throughput [95] [96] [97].

A. Tactile internet: Characterized by its ability to facilitate real-time remote interactions emulating physical
touch or presence, is one of the most anticipated 6G applications. By leveraging advanced communication
technologies, 6G will enable a seamless integration of digital and physical environments, creating new
opportunities for applications in areas like telemedicine, remote surgeries, and immersive gaming experiences
with real-time responsiveness demands [95] [96].

As noted in current literature, the aim of 6G extends beyond simply enhancing performance metrics; it has
the ambition to offer "everyone-centric customized" services that adapt to the dynamic needs of individual users
[98] [99] [100]. So, to address the challenging requirements of 6G applications, it is crucial to emphasize on user-
centric designs.

B. AI and intelligent automation: Such customization will be vital for optimizing QoE, ensuring that the
user experiences provided are both high in quality and also tailored to varying contexts and requirements. This
will necessitate revolutionary End-to-End (E2E) system formulations and adaptive service provisioning
algorithms, capable of operating across diverse scenarios and network conditions [98] [99] [100].

C. Adaptive QoEM: Integral to achieving an adaptive QoE framework in 6G networks, is the integration of
Al and intelligent automation processes. These systems will facilitate self-optimizing QoEM leveraging ML
algorithms for real-time data analysis and decision-making. 6G networks can dynamically adjust resources to
meet user expectations and service demands efficiently through continuous monitoring of user-specific QoE
indicators which encompass aspects like latency, bandwidth utilization, and content delivery metrics [6].

D. QoE-aware dynamic resource management: Applying Al-driven optimization techniques will enable
cross-layer management of network resources, allowing for quicker response times in adjusting to changes in
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network load or user behaviour. Ultimately enhancing user satisfaction with multimedia streaming and other
services [6] [101]

Also, developing QoE-aware dynamic resource management approaches will be pivotal. As these methods
will draw on multi-source data gathered from sources like client devices, network states, and application
performances in creating comprehensive QoE models [99] [100] [15].

Furthermore, optimizing traffic management based on real-time QoE assessments will ensure efficient
resource allocation and fair service delivery across different applications in 6G networks, contributing to the
overall network efficiency and improved user experiences [99] [15].

E. Digital twins: This concept is emerging as a sophisticated tool in simulating and optimizing urban
environments and service delivery at scale, facilitating responsive network operations in smart city infrastructures
and beyond [102] [97].

To summarize, the evolution of mobile networks, especially from 5G and beyond, signals a transformative
shift towards a highly interactive digital experience for users. This evolution in technology seeks to seamlessly
integrate advanced communication technologies into everyday life through innovative solutions like AR, VR,
Telemedicine, Tactile internet, and enhanced holographic communications. These solutions themselves have the
potential to cause disastrous impact on users, even with the slightest deviations in service delivery, making QoEM
a critical factor. Technologies such as network slicing introduced by 5G and 6G technologies like intelligent
automation, adaptive QoEM, and user-centric design principles are all promising efforts to enhance QoEM
systems.

6. Techniques for Q0EM in Mobile Networks

As networks evolve, user expectations grow [103] [104]. As of February 2025, the number of internet users
worldwide stands at 5.56 billion, which is 67.9% of the global population, and with 63.9% of the world’s
population using social media [105]. Thus, efficient Q0EM in mobile networks is now more critical in ensuring
that users receive satisfactory service performance. Effective Q0EM encompasses monitoring, analysing, and
optimizing network performance to respond to user demands. In this section, we present key techniques geared
toward QoEM in mobile networks.

6.1 Real-Time QoE Measurement and Prediction

Real-time QoE prediction techniques are increasingly crucial in mobile networks, particularly as user
demands and network conditions fluctuate. This has seen ML (ML), deep learning (DL), and reinforcement
learning (RL) models emerge as effective tools for dynamic adaptation to these changes.

A. ML and Deep Learning Models: ML algorithms can analyse historical data, such as performance metrics
like latency, jitter, and bandwidth, to predict user satisfaction based on identified patterns. For example, deep
learning models can process large datasets from multiple different sources, including user interactions and
network performance metrics, to accurately provide QoE predictions in real-time [6]. These models adapt to
changing conditions, making proactive adjustments to service delivery possible.

B. Reinforcement Learning: RL techniques are more suited for environments where decisions are to be
made sequentially over time. In QOEM context, RL can optimize resource allocation by learning from feedback
loops on the basis of user satisfaction and network performance. For example, immersive VR video streaming
can employ a deep reinforcement learning approach to manage resource allocation to dynamically adjust
parameters in order to maintain high QoE even in fluctuating network conditions [89].

Despite these merits, challenges still exist in real-time data collection and feedback loops. Collecting accurate
and timely data from diverse sources can be complex, especially in mobile environments where user behaviour
varies highly. In addition, establishing effective feedback loops to quickly translate user experiences into
actionable insights for network adjustments remains a significant hurdle [106].

6.2 Al and ML for QoE Optimization

Al and ML algorithms play a crucial role in personalizing QoE as they leverage user data to predict
satisfaction levels and optimize service delivery. To tailor experiences that enhance user satisfaction, these
algorithms can analyse user preferences, historical interactions, and real-time network conditions.

Personalization of QoE: By exploiting user data, Al-driven systems can design personalized service profiles
that adapt to individual preferences and behaviours. For example, adjusting graphics settings based on a user’s
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device capabilities and network conditions in a Cloud gaming service, to ensure an optimal gaming experience

[81][6].

6.2.1 Case Studies

A. Cloud Gaming: For a cloud gaming framework as depicted in Figure 7, Al-driven QoE prediction models
can dynamically optimize video quality based on real-time network and user data, to reduce latency and buffering,
enhancing user satisfaction [107].

Cloud Gaming Platform
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Figure 7: Cloud gaming framework[64]

B. Video Streaming: Studies on video streaming services demonstrated the effectiveness of ML techniques
in predicting QoE, based on various information extracted from network monitoring data. Research highlights
that using ML for QoE estimation could lead to improved resource allocation and user experience [106] [107].
Thereby, minimising the possibility of unhappy livestream consumers. In Figure 8 below, [106] presents a
simplified block diagram of how a predictive monitoring tool can be deployed in the video streaming set-up. The
video streaming server and the client are connected for real-time assessment by the network and a feedback loop.
The ML Video Monitoring tool classifies the incoming information based on system history, the video content
types available, and the output is used to improve the prediction model in the client and control the management
loop.
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Figure 8: ML application for QoEM in video streaming[106]
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6.3 Edge Computing and Caching for Low Latency

Edge computing, as illustrated in Figure 9 below, is pivotal in delivering low-latency, high-quality services
by processing data at the network’s edge closer to the user. This architecture reduces the distance data must travel,
thus minimizing latency and enhancing the overall user experience.

Deploying computing resources at the edge of the network allows service providers to ensure that data
processing occurs near the user. A setup that allows for faster response times and improved service reliability.
This is critical for applications requiring real-time feedback, such as gaming and AR [108].

Intelligent Caching Techniques can significantly reduce data fetch times for popular VAS like Video-On-
Demand (VOD) and live streaming. Networks can decrease latency and improve QoE for users by caching
frequently accessed content at the edge. For example, when popular video content is cached closer to users the
load times become faster and buffering is reduced, enhancing the viewing experience [81] [15].
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Figure 9: Application of Edge Computing[109]

6.4 Cross-Layer Optimization and Network Management

Cross-layer optimization is critical for improving QoE by coordinating different network layers (application,
transport, and network layers) to deliver a seamless user experience.

A. Improving QoE through Cross-Layer Optimization: By integrating information across layers, network
operators can make more informed decisions that enhance QoE. For instance, [15] [86] showed that adjusting
application-layer parameters based on transport-layer performance can lead to better resource utilization and
improved service delivery.

B. Intelligent Network Management: The concept involves dynamic resource allocation based on real-time
QoE feedback. [81] [108] [15] demonstrated that by continuously monitoring user experiences and network
conditions, operators can adjust resources proactively to maintain optimal service levels. An approach that not
only improves user satisfaction but also enhances overall network efficiency.

6.5 ANN-Based QoE Synthesis and Observer Bias Correction

Synthesizing QoE from QoS measurements using Artificial Neural Networks (ANNS) is a technique that
bridges the gap between objective network performance metrics and subjective user experiences. The concept
involves training ANNs on large-scale QoS measurement datasets to predict user-perceived QoE [110] [111].
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While Observer Bias correction from subjective testing is a ZREC (Z-Score Robust Estimation of Confidence)
method that corrects biases and inconsistencies in subjective QoE evaluations. Enhancing the reliability of Mean
Opinion Score (MOS) datasets and improving the accuracy of supervised learning models trained on subjective
data [112].

6.6 Summary of QoE Techniques

In order for us to consolidate the diverse techniques discussed above, we present in this subsection a
structured overview in the form of a taxonomy diagram and a summary table. These elements aim to provide a
clear and concise visual synthesis of the main QoEM strategies discussed, highlighting their technical descriptions,
strengths, representative case studies, and supporting literature. In Figure 10 below, we present a hierarchical
taxonomy of the Q0EM techniques synthesized from existing literature, visualizing their categorization.
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Figure 10: Taxonomy of QoEM techniques
In Table 4 below, we present a comparative summary of the key QoEM techniques, including their technical
descriptions, strengths, challenges, their application domains, the maturity of these techniques, case studies and
supporting references.
Table 4: Summary of QoEM Techniques
Technique Technical Strengths Challenges Application Maturity Case Reference
Description Domain Level(Technolog | Study s
y Readiness
Level)
ML for QoE|ML models like | Predictive, Requires large, | Video High (Deployed) | Streaming | [6] [1] [4]
Prediction Random Forest, | adaptive, high-quality Streaming, QoE [10]
Support Vector | proactive  QoE | labelled datasets; | social media, prediction
Machine, XGBoost, | control. susceptible to | Mobile
and DL predict user model drift. Applications
satisfaction based
on QoS data.
Reinforcemen | RL dynamically | Real-time self- | Long training | Cloud Gaming, | Medium LTE RL|[3]]6]
t Learning | adjusts adaptation in | times, unstable | AR/VR (Research- resource
(RL) for | bandwidth/resource | mobile under highly | Streaming Prototype) schedulin
Dynamic s to maximize user | networks. dynamic g
Allocation QokE. conditions.
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Edge Computation is | Supports ultra- | Requires AR/VR Medium-High Fog [15][14]
Computing offloaded to the | low latency apps | significant Applications, (Emerging computin | [90]
for Latency |network edge to |like AR/VR and | infrastructure Smart Deployments) g-
Reduction minimize latency. | healthcare. investment; limited | Healthcare, IoT enhanced
scalability. Networks VR
services
Cross-Layer | Simultaneous Holistic and | Complex to | Mobile Medium Cross- [31][34]
Design  for | adjustment across | adaptive implement and | Broadband (Research- layer QoE
Integrated network layers to | performance maintain  across | Networks, Industry) optimizati
Optimization | optimize QoE. tuning. heterogeneous Adaptive Video on for
networks. Streaming mobile
networks
Intelligent Dynamic resource | Real-time and | Evaluation Multimedia Medium Softwariz | [81] [108]
Network allocation based on | dynamic primarily in | streaming (Research) ed and|[15]
Management | real-time QoE | adaptation  of | simulation/testbed | services Virtualize
feedback. network environment, d
resources to | lacking real-world Networks
improve  user | large-scale
experience deployment
ANN-Based | Predicts QoE from | Bridges the gap | High Crowdsourced | Medium Broadban |[110]
QoE QoS data using | between computational Broadband (Research) d [111]
Synthesis Artificial ~ Neural | technical complexity, Networks, Smart crowdsou
Networks (ANNs). | metrics and user | overfitting risks. Home Services rced QoE
perception. modelling
Observer Bias | ZREC method | More accurate | Requires extensive | QoE Medium Robust [112]
Correction in | recovers true MOS | supervised subjective test | Benchmarking | (Research- MOS
Testing scores by correcting | learning and | data; complex | Studies, Video | Validation) recovery
observer bias. benchmarking. | statistical Streaming using
modelling. Quality ZREC
Assessment

Note: All comparisons and categorizations reflect the authors’ synthesis of referenced literature and do not represent results of new experiments unless indicated

In conclusion, integrating real-time QoE measurement, Al-driven optimization, edge computing, and cross-
layer management techniques promises a comprehensive strategy for enhancing user experiences in mobile
networks. As these technologies evolve, these techniques will play a crucial role in meeting the increasing
demands for high-quality, low-latency services.

7. Limitations and Challenges in QoEM

QoEM in telecom networks and identify possibilities for encouraging new investigations on QoEM.

QoE is a significant topic in contemporary telecom networks that aims to evaluate human experience and
satisfaction when services are delivered to users over telecom networks [1]. Video streaming is one of,, if not, the
most popular services that end-users in telecom networks access. In recent years, QOEM has received considerable
interest from traditional and emerging networks to further ensure a high level of human experience when they use
and promote advancements in future networks. Despite the extensive studies on Q0EM in the literature, there still
exist several difficulties and challenges that need to be addressed and have a strong demand for future work.

As depicted in Figure 11 below, a typical modern-day network consists of a vast array of service applications
delivering a plethora of services through a variety of network domains and infrastructures to end users. These end
users, by nature, are mobile and have varying preferences despite being situated in diverse environments

In this section, we illuminate the fundamental difficulties and obstacles in emerging and future targets of
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Figure 11: Complex nature of modern networks[15]

7.1 Scalability and Real-Time Adaptation

In large-scale networks that accommodate high-density users and diverse VAS, advancements in QoEM
systems face significant challenges.

A. Scalability Challenges: Mobile networks have become the primary platform for most Internet-based
services, and the demand for high-quality content continues to increase. The increased demand for video-based
services presents a new opportunity for operators to provide VAS and make high revenues. This evolution also
brings many challenges for telecom operators in terms of managing the increasing user density and ensuring a
seamless user experience. With the development of advanced mobile network technologies, data traffic continues
to grow rapidly. Therefore, manually troubleshooting QoE issues in mobile networks is unsustainable.

Although the traditional methods of evaluating users’ experience through monitoring infrastructure (see
Table 5 below) are not practical for large network operators, the system should not delay awareness of an incident
regarding maintenance events. Moreover, VAS performance is affected by different factors, such as packet loss
caused by radio channel quality issues, and is no longer easy to tell whether it is the VAS itself that is faulty.

As the number of connected devices and users continues to increase, QOEM becomes increasingly complex.
High-density environments, such as urban areas or significant events, can cause network congestion, resulting in
degraded service quality [113]. The main challenge lies in the efficient allocation of resources to meet the varying
demands of different services while ensuring that all users receive an acceptable level of QoE [114] [15]. Also,
traditional QOEM systems may struggle to scale effectively, since they often rely on centralized architectures that

can become bottlenecks under heavy load [15].
Table 5: Traditional QoE Assessment Methods and Their Limitations

Techniques Description Limitations References
Deep Packet Analyses packet headers/payloads using techniques like | Privacy/encryption barriers, high
Inspection (DPI) Matching Algorithm, Cuckoo Filter, ML, and Deep | computational cost, and high CPU/memory | [115] [116]
Learning to infer application performance. overhead for large traffic volumes. [117]
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Network
Tomography

Indirectly estimates network conditions through
statistical inference, like Passive Measurements,
Clustering Methods, and Correlation Analysis.

Complex modelling lacks real-time
accuracy, computationally expensive for
large-scale networks.

[118][110]

Mean Opinion

Subjective user ratings (on a 1-5 scale) collected mostly

Lab-only, small samples, prone to bias,

Score (MOS) in controlled lab environments, for example, BT500, | impossible to deploy for millions of real- | [112][119]
Surveys P913-12.4, P913-12.6, MLE (Maximum Likelihood | world users.
Estimation), Z-Scores Normalization,
QoS-t0-QoE Uses mathematical models or ML, for example, IQX | Over-simplified, ignores device/context
Mapping Models | Hypothesis, Non-Linear Equations, Video Quality | variability, static parameters
Metrics (VQM), statistical Analysis of QoE, and [111][37]
Artificial Neural Networks, to predict QoE from QoS
metrics.
Active Probing Applies Ping to check reachability and latency, and | Limited insight into application
(Ping/Traceroute) | Traceroute to map packet paths and identify bottlenecks | performance, susceptible to ICMP blocking
for diagnosing connectivity issues and filtering, challenges with asymmetric | [120] [121]
routing and load balancing, and not scalable
for proactive User Experience monitoring.
SNMP-Based Employs techniques like Poll-based Data Collection, | Polling overhead impacts network device
Monitoring Net-SNMP, SNMP GET Requests, Management | performance, limited data granularity and
Information Base (MIB) to collect device-level metrics | real-time visibility, security vulnerabilities, | [122] [123]
such as availability, CPU/memory, interface stats via | and lacks an end-to-end user perspective. [124]
SNMP protocols, to infer network health and potential
user experience issues
NetFlow/IPFIX Tools like nfcapd, ulogd2, and nfpcapd are used to | Limited visibility into application behaviour
Analysis collect flow records from network traffic, capturing | and user experience; high volume data |[125][126]

details such as source/destination addresses, ports, and

makes real-time analysis difficult.

[127]

packet counts.Analyzes flow-level statistics from
routers to monitor traffic patterns and service usage
using techniques like Superflows and Filtering
Mechanism.

Note: All comparisons and categorizations reflect the authors” synthesis of referenced literature and do not represent results of new experiments unless indicated

B. Real-Time Adaptation: As we have presented earlier, QoE depends on user expectations, context, and
device quality. We have also witnessed the development of a plethora of services and devices since the advent of
mobile telephony, pushing telecom operators to invest in increasing the overall QoE for these services. Value-
added applications such as multimedia streaming have caused an increased per-user bandwidth demand in telecom
networks. These services permit the consumption of a range of content over wireless connections using modern,
user-friendly services.

Although in the context of video streaming a service flow is considered the unidirectional flow of service
packets (from server to client) with specific transport-layer characteristics, for example, bandwidth and latency,
crucial in understanding the performance of these applications like YouTube; the overall demand on mobile
networks consists both incoming requests (from user devices to servers) and outgoing data (from servers to
devices), reflecting the bidirectional nature of modern Internet traffic. Also, user demography is defined as the
percentage of active streams at a given time and location. Therefore, as reflected in [128] [15] popular content
and user diversity constantly change. Hence, there is a requirement for efficient management of these service
flows with an individually defined packet forwarding treatment. This undertaking needs to be done co-operatively
between RAN and CN entities in mobile networks [1].

A significant challenge lies in the real-time adaptation of the mobile network to many service-flows with the
varying per-user bandwidth requirement imposed by dynamic user behaviour. Especially within the constraints of
user plane delays and the impossibility of future information. Also, predictive network QoEM solutions for
changes in mobility are limited. On the other hand, the ability to quickly adjust to changes in user behaviour,
such as a sudden increase in demand or a shift in user location, is critical for maintaining QoE [129] . Therefore,
achieving this level of responsiveness requires sophisticated monitoring and control mechanisms that can process
data in real-time. This in itself can be technically challenging and resource-intensive [130].

Barakabitze et al [15], propose several methods for the network QoEM of streaming services, whose QoE is
dependent on the delivered bandwidth. QEM methods were compared, and it was shown that when these methods
were implemented with a realistic performance-detrimental policy for capacity re-negotiation, they could not cope
with many dynamic service flows. Furthermore, using statistical models, it was shown how the demography of

Computer Networks and Communications 45 | Kinge Mbeke Theophane Osee, et al.




the service flows and the network conditions could restrict the performance of admissible methods. Thus, an upper
limit on the network QoEM accuracy was proposed and the challenges for the implementation of network QoEM
in future 5G and mobile networks were elucidated.

7.2 Data Privacy and Security

As current network traffic becomes diversified and highly dynamic, monitoring end-user QoE is mandatory
so as to prioritize the investments necessary to satisfy end-user expectations and focus on emerging services.
Seeing that users are usually willing to pay for better QoE, understanding that it is connected to the cost of
providing such services, Telecom operators attempt to gain a competitive advantage over other providers by
supplying better QoE to users. Privacy concerns may arise if operators use personalized QoE models to
dynamically factor in each user’s state in making resource decisions and improve the service experience. Another
concern is the security implications of these personalized QoE models as well as the storage of sensitive service
data by operators.

Privacy Concerns: Personalized QoE models often require the collection of sensitive user data, including
location, usage patterns, and personal preferences. This data can be vulnerable to breaches, leading to unauthorized
access and misuse. [131] presents that users may be reluctant to share their data if they perceive a risk to their
privacy, which can hinder the effectiveness of QoEM systems. To address these concerns, privacy-preserving
techniques such as federated learning and encrypted data analysis are gaining traction. Federated learning is a
technique that allows models to be trained on decentralized data without transferring sensitive information to a
central server, thereby enhancing user privacy. While encrypted data analysis techniques enable the processing of
data while maintaining its confidentiality, ensuring effective QoEM without compromising user security [132]
[133]. Other mechanisms to mitigate user privacy concerns include explicitly obtaining user consent, user data
anonymization, and secure edge-level processing, incorporated into QoE monitoring systems. These safeguards
help ensure compliance with data protection regulations and maintain user trust, especially when dealing with
sensitive behavioural and contextual information [36].

7.3 User Behaviour and Perception of QoE

Behavioural factors and user expectations greatly influence perceived QoE. This highlights the limitations
of relying solely on objective QoS metrics.

Jie et al [134] articulated that the QoE for multimedia services involved a multi-dimensional analysis where
user behaviour patterns and specific context of use could significantly modify perceived service quality. However,
this specific reference could not be verified in the current context. This perspective aligned with findings in [135],
which underscored that high QoS does not guarantee satisfactory QoE, highlighting the multifactorial nature of
user experience in mobile services. Therefore, networks must consider both technical capabilities and also
psychological factors that vary across individual users and their interaction with services.

Influence of User Expectations: Understanding user behaviour and expectations is crucial for accurately
assessing QoE since user satisfaction is often shaped by expectations that may not align with objective QoS
metrics. For instance, Roshan et al [136] reported that a user may perceive a service as unsatisfactory even if the
underlying QoS metrics (e.g., bandwidth, latency) are within acceptable ranges. This discrepancy can arise from
contextual factors, individual preferences, and prior experiences.

7.4 Aligning QoS Metrics with User Experience

Considering the plethora of QoS management techniques in existence and the inherent objective nature of
QoS. Operators relying on existing mechanisms designed on the basis of objective metrics will constantly fall
short of accurately managing user satisfaction, since it is subjective in nature. Therefore, it is paramount to create
a more accurate assessment of QoE that aligns network QoS metrics with subjective user experiences. This can
be done through methods like incorporating user feedback into QoE models, utilizing ML techniques to predict
user satisfaction based on QoS parameters, and developing hybrid models that combine both objective and
subjective measures [137] [138] [139]. Integrating user perceptions into QoE assessments allows service providers
to better understand and meet user expectations, ultimately enhancing overall satisfaction.

7.5 Device Limitations

The varying characteristics of mobile devices, for example, computing power and storage capacity,
significantly influence QoE for mobile device users, presenting challenges in effectively managing QoE.

Device Heterogeneity: The diversity in mobile devices, each with varying battery capacities, screen
resolutions, and hardware performance, tends to complicate QoEM. This heterogeneity results in inconsistencies

in user experiences across different devices [140] [141].
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Resource Constraints: Mobile devices usually have limited computing resources, storage capacity, and
battery life, which can hinder the performance of computation-intensive tasks like Face recognition and VR. This
limitation necessitates offloading tasks to edge servers or the cloud to maintain satisfactory QoE [142] [143].

Energy Consumption: Task offloading from mobile devices to reduce latency and improve QoE can lead to
increased energy consumption, which is a critical concern given the limited battery life of mobile devices.
Strategies need to be developed to balance energy consumption with QoE, for example, formulating the
computation offloading problem as a mixed-integer non-linear programming (MINLP) problem.[144] [145].

7.6 Regulatory and Ethical Challenges

The increasing over reliability of ML-based QoE models on user-centric data necessitates significant
regulatory and ethical concerns in dealing with user data. Compliance with frameworks such as the General Data
Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA) is essential to ensure lawful
data collection, user consent, transparency, and data minimization [146].

Beyond regulatory compliance, ethical challenges arise from risks such as bias amplification, opaque
algorithmic decision-making, and unintended profiling. Maintaining transparency, fairness, and accountability in
QoE modelling is crucial for sustaining user trust. Existing literature focuses largely on the technical aspects of
QoEM and little on compliance and ethical considerations. Future approaches must therefore integrate privacy-
preserving techniques such as federated learning, differential privacy, and explainable Al in order to align
technological innovation with ethical standards [146].

To conclude, while Q0EM systems are essential for delivering high-quality services in mobile networks, they
still face significant challenges related to scalability, real-time adaptation, data privacy, and user behaviour.
Addressing these challenges requires innovative approaches and technologies that prioritize user experience while
also ensuring security and efficiency.

8. Emerging Trends and Future Research Directions

As 6G technologies emerge, they will redefine QoEM for next-gen immersive services like AR, driven by
ultra-low latency and unparalleled reliability.

In conjunction with advancements in handsets and next-generation network architectures, mobile streaming
services are anticipated to be more critical in the upcoming years. The delight of the immense user prospect could
push Mobile Network Operators (MNOs) to invest in enlarged density and design of QoE-focused network
infrastructure.

8.1 Autonomous QoEM Systems

The significant potential for autonomous, Al-driven QoE systems is emphasized, as these systems can
continuously optimize QoE based on real-time feedback, user behaviour, and network conditions. Possible areas
of interest are:

A. AI-Driven Optimization: Autonomous QoEM systems by leveraging on ML algorithms, analyse vast
amounts of data from user interactions and network performance metrics. [15] presents that by continuously
learning from this data, these systems can make real-time adjustments to service delivery, ensuring that user
experiences remain optimal even as conditions change. For example, Al can adjust video streaming quality
dynamically based on current network conditions and user preferences, minimizing buffering and enhancing
satisfaction.

B. Self-Organizing Networks (SON): The role of self-organizing networks in achieving network
optimization without human intervention cannot be over-emphasized. SON solutions make it possible to automate
network management tasks like configuration, optimization, and healing, allowing for more efficient resource
allocation and improved QoE [147] [148]. By implementing SON technologies, operators without the need for
manual adjustments can respond to network changes in real-time, ensuring that users receive the best possible
service.

8.2 Blockchain for QoE Transparency and Trust

Blockchain is a technology that offers a promising avenue for enhancing QoEM by fostering transparency
and trust. Interesting research avenues include:

A. Immutable Feedback Records: Using blockchain, service providers can create immutable records of
user feedback and QoE assessments. This transparency will promote trust among users since they can verify that
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their evaluations are securely stored and not tampered with [6]. Such a system can also enable more accurate QoE
assessments by ensuring that all feedback is accounted for and allowing for detailed analysis over time.

B. Trustworthy Data in User Evaluations: By providing a secured decentralized method for collecting and
storing user feedback, blockchain can enhance the credibility of QoE evaluations and support more effective
management strategies [ 149][150]. Thus, guaranteeing that the data used for QoE assessments is trustworthy. This
is essential for developing reliable QoE models.

8.3 Hyper-Personalization and User-Centric QoE Models

The creation of hyper-personalized QoE models is an emerging trend that focuses on leveraging historical
user data to create unique experiences tailored to the user’s individual preferences. Key research directions are:

A. Hyper-Personalization: Using advanced analytics and ML networks can analyse user behaviour and
preferences, allowing for hyper-personalized QoE experiences. This approach will enable service providers to
adapt content delivery and service parameters to align with the specific needs of each user, thereby enhancing the
user’s overall satisfaction [3] [6]. For example, by exploiting a user’s viewing history and preferences, a video
streaming service could adjust its recommendations and streaming quality.

B. Integration of Behavioural Science: Integrating behavioural science with telecoms research can further
advance personalized QoE systems [151]. In understanding the psychological factors that influence user
satisfaction, researchers will develop models that better predict user responses to different service conditions and
contexts, leading to more effective QoEM strategies [151] [152]. This interdisciplinary approach will help create
systems that not only respond to technical metrics but also meet user expectations and emotional responses.

8.4 6G and the Future of QoE for VAS

The coming of 6G technology is set to redefine QOEM for VAS, especially in the context of multi-modal,
immersive, and interactive services.

A. Redefining VAS QoEM: 6G networks are going to support advanced applications like holographic
communication and the tactile internet, which require ultra-low latency and high reliability. This shift will warrant
new QoEM strategies that can accommodate the unique demands of these services, to ensure that user experiences
are seamless and immersive [153] [10].

B. Role of Network Intelligence and AR: By enabling real-time monitoring and adaptive resource
allocation based on user behaviour and network conditions, Network Intelligence is going to play a critical role in
shaping future QoE strategies. Additionally, integrating ARinto VAS will require QoEM systems to account for
the complex interactions between the digital and physical environments. Thus, ensuring that users receive coherent
and engaging experiences [154] [155].

To summarize, the future of QOEM is geared for significant advancements through the capabilities of 6G
networks, autonomous systems, blockchain technology, and hyper-personalization. These emerging trends will
both enhance user experiences and provide new opportunities for research and innovation in telecoms.

9. Conclusion And Future Directions

9.1 Discussion of Key Findings

This comprehensive review has highlighted significant advancements in QoEM and techniques within mobile
networks, particularly given the increasingly demanding VAS like cloud gaming, AR, VR, and telemedicine. Key
findings include the following:

A. Advancements in QoEM: There have been notable advancements in the domain of integrating ML and
Al into QoEM systems. These technologies facilitate real-time data analytics and predictive modelling. Allowing
for dynamic adjustments to service delivery based on user feedback and network conditions [156] [157].
Additionally, the use of edge computing has been recognized as a critical factor in enhancing QoE through the
lens of reducing latency and improving resource allocation [15].

B. User-Centric Models: The emphasis on user-centric models has become increasingly important. These
models prioritize individual user experiences and preferences, shifting from traditional QoS metrics to a more
holistic understanding of user satisfaction [158] [159].

C. Emerging Technologies: The anticipated rollout of 6G technologies presents exciting opportunities for
redefining QoEM strategies. With features like ultra-low latency and massive connectivity, 6G promises to
support more immersive and interactive applications. This will necessitate innovative approaches to QoE
assessment and optimization [160] [161].
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Despite these advancements, critical gaps still exist in current QOEM systems. Challenges related to the
complexities of ensuring data privacy and security in personalized QoE solutions, scalability in high-density user
environments, and the need for standardized metrics that can effectively quantify QoE across diverse applications
continue to impede the effectiveness of existing frameworks [162] [163].

9.2 Contributions and Novel Insights

The contributions of this review are multifaceted and provide novel insights into the field of QoEM. They
include the following:

A. Interdisciplinary Approach: This review emphasizes the importance of an interdisciplinary approach
combining insights from network engineering, ML, user behaviour analytics, and emerging technologies. By
combining insights from these diverse fields, the review offers a comprehensive understanding of QoEM, essential
for future developments in mobile networks.[6] [15] [164] [165].

B. AI-Driven Optimization: The exploration of Al-driven optimization techniques offers promising
avenues for QoEM enhancement. These techniques enable adaptive resource allocation and real-time
optimisations driven by user feedback, significantly enhancing user satisfaction [166] [157].

C. Future Outlook on 6G Technologies: This review provides a forward-looking perspective on the impacts
of 6G technologies for QOEM, particularly in relation to immersive applications, that demand ultra-low latency
and high reliability. This insight underscores the heightened need for innovative QoE frameworks that will
accommodate the unique demands of emerging VAS [160] [161].

9.3 Call to Action

To effectively address the existing challenges and leverage the opportunities identified in this review,
collaboration between industry and academia is essential. Stakeholders should work together to develop
comprehensive and holistic QoE solutions for Q0EM that encompass emerging VAS, Al-enabled systems, and
autonomous networks. This collaboration should focus on the following:

A. Creating Standardized Frameworks: It is essential to guarantee consistency and reliability in QoEM
through the development of standardized frameworks for QoE assessment that can be applied across diverse
applications and user contexts[167] [168] [169].

B. Fostering Innovation: Encourage innovative techniques in QoEM, particularly through the integration
of Al and ML. This will enhance the ability to adapt to dynamic user needs and network conditions [170] [171].

C. Enhancing User Satisfaction: By prioritizing user satisfaction and leveraging advanced technologies,
the telecoms industry will not only enhance service delivery but also maintain a competitive edge in an
increasingly digital landscape [14] [172].

9.4 Key Takeaways

We distil the core findings of this review into three practical takeaways that highlight how network providers,
service designers, and researchers can leverage QoEM techniques to drive innovation, improve user satisfaction,
and prepare for the challenges of future networks. The key takeaways are:

Integrating QoE into Operational Strategies: Mobile network providers should shift from purely QoS-
based strategies to user-centric Q0EM frameworks that integrate real-time user feedback, contextual data, and ML
predictions for dynamic service adaptation.

Service-Specific QoE Customization: As different VAS (e.g., AR/VR, cloud gaming, telemedicine) exhibit
unique QoE sensitivities, tailored QoE optimization is essential for delivering value and sustaining user
satisfaction. This can be achieved by employing network slicing, edge computing, and predictive ML.

Collaborative and Interdisciplinary Implementation: Effective QoEM requires collaboration between
telecom operators, ML/AI engineers, and experts. This synergy is crucial for developing adaptive, context-aware
systems capable of meeting the evolving demands of 5G and 6G ecosystems.

In conclusion, by addressing the identified gaps and embracing emerging technologies, telecom industry

stakeholders can ensure that user experiences are optimized in the face of rapidly changing technological
landscapes.
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