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Abstract: This research introduces a secure, web-based prescription system designed to monitor antibiotic 

consumption and reduce the misuse of critical antibiotics in clinical environments. The system's user interface 

supports structured documentation and justification of antibiotic use, serving as a clinical surveillance tool that 

promotes responsible prescribing and contributes to the prevention of hospital-acquired infections through 

improved antimicrobial stewardship. To ensure robust data protection, the system was evaluated under simulated 

cyberattacks, including unauthorized access, Denial-of-Service (DoS), Distributed Denial-of-Service (DDoS), and 

SQL injection attacks. In addition to standard security mechanisms such as Transport Layer Security (TLS) and 

Elliptic Curve Cryptography (ECC), the system integrates a machine learning–based module implemented in 

Python to enhance real-time SQL injection detection. The module leverages supervised learning algorithms to 

classify database queries as malicious or safe, enabling proactive defense against threats targeting sensitive 

medical records. By embedding machine learning into a secure clinical workflow, the system supports sustainable 

antibiotic management in hospitals, laying a foundation for scalable, intelligent, and secure e-health infrastructures. 

Keywords: Healthcare Security, Data Protection, Healthcare Cybersecurity, Antibiotic Stewardship, Secure Data 

Management, Simulated Cyber Attacks 

1. Introduction
The healthcare sector is at the forefront of data digitization, with technologies such as electronic health

records, cloud platforms, and e-prescribing being leveraged to store, process, and analyze data [1]. This system 

enhances efficiency and improves healthcare service quality, contributing to a more reliable and effective system 

of care [2]. However, the rise of antimicrobial resistance has emerged as one of the ten most critical global public 

health threats, causing 5 million deaths annually, of which more than half a million occur in Europe and Central 

Asia [3]. Αntimicrobial resistance arises when microorganisms resist the drugs designed to combat them, 

rendering infections increasingly difficult to treat. Misuse and overuse of antibiotics, particularly in cases of 

unnecessary prescriptions or non-prescription usage, exacerbate the spread of these "superbugs". If left unchecked, 

AMR could account for up to 390.000 deaths annually by 2050 [4]. 

Despite advances in healthcare technology, challenges persist in safely integrating health services. Many 

hospitals still lack integrated information systems, resulting in the entire process, from diagnosis to treatment, 
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being recorded on paper rather than digitally [5]. This can be confusing, particularly in vulnerable populations, 

such as elderly people with chronic conditions, for whom safe and effective sharing of medical data during 

treatment remains a major concern [6]. In parallel, the rational use of antibiotics is a pressing issue, with studies 

showing excessive misuse in regions where antibiotics are readily available without prescriptions or where health 

systems lack strict monitoring protocols [7]. Addressing these dual challenges requires a multifaceted approach 

that combines robust system security with education and strategies for safe antibiotic use [8]. 

The proposed simulation-based information technology system offers a unified and secure platform to 

monitor and optimize antibiotic use, meeting these needs, ensuring transparency in antibiotic consumption, 

implementing strict data protection measures, and covering the process from diagnosis to treatment. It can serve 

as a foundation for creating national policies for antibiotics monitoring and infectious disease management 

worldwide, as many hospitals opt for paper recording and traditional storage for safety reasons. 

System security and data integrity have been persistent challenges since 2010 [2]. However, practical 

solutions, particularly in Greek Health Care Institutions, will not be fully implemented until 2024 [5]. Encryption 

techniques once deemed reliable are now increasingly vulnerable to cyber threats, highlighting the urgent need 

for more resilient security frameworks in healthcare [2]. Additionally, proper medication use remains a critical 

concern, especially in systems where health professionals lack access to unified medical records, making 

diagnoses and treatments more complex [6]. 

Antibiotics are essential in treating bacterial infections, as they kill or inhibit their growth. However, 

improper use, such as unnecessary prescriptions or prolonged durations, has led to the alarming rise of antibiotic 

resistance. Implementing a simulation-based application system can support healthcare professionals in 

prescribing antibiotics appropriately, ensuring safer use and reducing resistance [9]. 

Literature has extensively explored machine learning–based SQL injection detection in general-purpose web 

applications. One study compares multiple classification algorithms such as SVM, Decision Tree, and Naive 

Bayes [10], while another employs deep learning models like CNN and MLP, combined with NLP techniques, to 

enhance detection performance [11]. However, these approaches remain limited to generic web platforms and do 

not address domain-specific needs in healthcare. A recent review on cybersecurity in digital health highlights that 

machine learning–based intrusion detection, particularly against SQL injection, remains underexplored in clinical 

systems, especially in modules such as electronic prescriptions [12]. This work addresses that gap through the 

integration of machine learning directly into the prescription workflow, enabling real-time detection of SQL 

injection attempts and enhancing database-layer protection in clinical environments where data integrity and 

patient safety are paramount. This integration represents the core novelty of the system, distinguishing it from 

existing approaches that focus solely on generic web applications. 

This article introduces a secure electronic prescription system designed specifically for clinical environments, 

integrating machine learning to detect SQL injection attempts in real time. The core innovation lies in embedding 

security mechanisms directly within the prescription workflow, thereby enhancing database-level protection in 

contexts where data integrity and patient safety are critical. 

Beyond security, the system also supports clinical goals by tracking antibiotic consumption and promoting 

their rational use. Its design facilitates better diagnosis and patient monitoring while maintaining high standards 

of data protection. By combining advanced cryptographic techniques with intelligent threat detection, the system 

addresses key vulnerabilities in healthcare software and demonstrates the growing importance of cybersecurity in 

Medical Informatics. In Section 2, we present the design and functionality of the proposed system. Section 3 

presents the server infrastructure, the system’s security measures, and the enhancements we implemented to 

improve resilience with novel security features. Section 4 evaluates the system’s resilience against cybersecurity 

threats by testing it under four simulated attack scenarios: unauthorized access attempts, Denial-of-Service (DoS) 

attacks, Distributed Denial-of-Service (DDoS) attacks, and Structured Query Language (SQL) injection attempts. 

These tests assess the system’s ability to withstand real-world security challenges. Section 5 focuses specifically 

on SQL injection attacks, proposing an enhancement through machine learning to improve detection and system 

efficiency. Section 6 concludes with a summary of our findings, and Section 7 outlines potential directions for 

future work. 

 

2. Prescription System Design and Functionality 
Infrastructure encompasses the physical structures, facilities, and organizational systems that form the 

foundation of a nation’s economy, health, and security [13]. In healthcare, the adoption of electronic clinical 

prescription systems has opened opportunities for more effective and timely monitoring of medication 

management, as seen in aged care initiatives. For instance, the National Aged Care Medication Roundtable 

demonstrated how leveraging medication administration datasets can enhance safety and decision-making in real-
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world contexts [14]. Similarly, programs like the Agency for Healthcare Research and Quality (AHRQ) Safety 

Program for Improving Antibiotic Use underscore the value of structured approaches in utilizing clinical data and 

decision-making frameworks to optimize antibiotic stewardship while addressing gaps in implementation across 

diverse healthcare settings [15]. 

Building on these insights, our system tackles key challenges such as inappropriate antibiotic use and the 

absence of real-time monitoring. It shifts the focus from theoretical approaches to practical, actionable solutions 

that enhance prescribing accuracy and patient safety. The system is based on a client-server architecture, where 

infectiologists and physicians (clients) interact with a web-based interface, as a central server handles processing 

and communication with the database. The system integrates modern web technologies, including HyperText 

Markup Language (HTML) and Cascading Style Sheets (CSS) for user interface design and HyperText 

Preprocessor (PHP) for database connectivity, to create a scalable and secure infrastructure. The development 

process was structured into four distinct stages, as detailed below: 

Stage 1: Form Design and Collaboration 

In the initial phase, we focused on designing the fill-in form in collaboration with the surveillance team on 

antibiotics. The form facilitates the systematic registration of patient information, capturing their feedback, 

treatment progress, and responses to prescribed medications. What sets this system apart from a simple data 

collection form is that it includes an additional verification process by the attending physician and approval by a 

virulence specialist at a two-week interval. 

An important feature of the system is the approval workflow for ongoing treatment. Specifically, if the patient 

requires continued therapy, approval must be granted within 14 days [16]. Otherwise, the treatment should be 

discontinued, and the patient's infection progress must be reassessed. Furthermore, the expert physician can 

recommend or restrict specific antibiotics based on clinical data and usage guidelines. Notably, research has 

shown that the duration of antibiotic treatment can be reduced if the patient shows clinical improvement. 

Specifically, community-acquired pneumonia (CAP) can be treated in 3 to 5 days, acute exacerbation of chronic 

obstructive pulmonary disease (AECOPD) in 3 to 6 days, hospital-acquired pneumonia (HAP) in 7 days, and 

streptococcal pharyngotonsillitis in 4 to 5 days. However, these recommendations are still being studied, and 

further investigations are needed to confirm their effectiveness [17]. 

Stage 2: Database Integration 

To illustrate the implemented system logic, an Activity Diagram (Figure 2) is provided, describing the flow 

from user input through PHP processing to database storage. This abstraction reflects the system’s functional 

structure and data handling pipeline. 

Stage 3: Server Setup and Accessibility Expansion 

We built a dedicated server in the third stage to expand system accessibility. This development expanded 

system accessibility while identifying and mitigating potential security risks and threats to the system 

infrastructure. 

Stage 4: Security Mechanism Implementation 

The final and most critical stage involved implementing a specialized security mechanism. This included 

password protection for the surveillance team tasked with ensuring the proper and responsible use of antibiotics. 

This security mechanism safeguards the integrity of the prescription system and restricts access to authorized 

personnel only. 

After completing the design and implementation phases, the information technology system was 

systematically structured into four distinct stages, as illustrated in Figure 1. These stages include the initial design, 

local infrastructure development, the transition to remote hosting for broader accessibility, and the robust security 

system deployment. 

 

Figure 1. A visual representation of the four stages of the IT system design (Design, Local Infrastructure, Server, and Security). 
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The fill-in prescription form design incorporated several mandatory fields to ensure accurate and complete 

data registration. These fields included identifying the hospital, the initial diagnosis date, and, where applicable, 

approval details from an infectiologist, as illustrated in Figure 2.  

Figure 2. Activity Diagram for the Justification and Approval Process of “Protected” Antibiotics 

 
Certain antibiotics incorporated into the prescription workflow—such as Colistin, Meropenem, and 

Ceftazidime–Avibactam (Zavicefta)—are considered last-line agents for treating multidrug-resistant (MDR) 

Gram-negative pathogens, including Klebsiella pneumoniae and Pseudomonas aeruginosa. International health 

authorities widely recognize these pathogens as critical threats in hospital-acquired infections. Due to the limited 

therapeutic alternatives available, these agents are subject to strict surveillance and control. Recent studies have 

highlighted the potential of synergistic combinations involving these drugs to restore efficacy against resistant 

strains [18]. However, such effectiveness is highly dependent on timely and accurate administration. Therefore, 

any compromise in the prescription system, such as unauthorized access or a successful SQL injection, could 

delay treatment or lead to prescription errors, directly affecting patient safety. This further emphasizes the need 

for robust, database-level security in systems handling critical clinical information. 

 

3. Server and Security 
Following the analysis of 32 healthcare safety systems, a critical need emerged to enhance the protection of 

medical data, alongside a noticeable absence of experimental testing to validate the robustness of many existing 

security mechanisms [19]. To address these concerns, we developed and tested a custom system for monitoring 

antibiotic usage, incorporating additional security measures to enhance resilience. This process followed a 

structured methodology, detailed in the subsections below. 
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Initially, the system was tested in a local environment using XAMPP, before being deployed online via 

VistaPanel. The deployment began with an RSA 2048-bit Secure Sockets Layer (SSL) certificate, which was later 

replaced with an Elliptic Curve Cryptography (ECC)-based certificate to improve both security and performance. 

ECC was selected as a more efficient and secure alternative to RSA. Offering equivalent cryptographic 

strength with significantly smaller key sizes, ECC reduces computational overhead and enhances performance 

[20]. It requires only about 10% of the bandwidth and storage space compared to RSA, making it highly suitable 

for resource-constrained applications such as our antibiotic tracking system, which incorporates embedded 

medical images [21]. The compact and robust mathematical properties of elliptic curves make ECC especially 

effective for secure communication in embedded environments. 

To integrate ECC into the system, an ECC private key and Certificate Signing Request (CSR) were generated 

using OpenSSL. The CSR was submitted to a Certificate Authority (CA), and domain ownership was verified 

through a CNAME record. Once issued, the ECC SSL certificate was installed via VistaPanel. This setup utilized 

TLS 1.2, which supports ECC-based encryption and SHA-256 for message integrity and security [22]. The 

successful transition from RSA to ECC was validated using Qualys SSL Labs, which confirmed improved 

encryption speed, lower resource consumption, and overall stronger security. 

In terms of database protection, the system uses secure communication protocols, including TLSv1.2 and 

TLSv1.3, and employs OpenSSL 1.1.1k (FIPS) for encryption. Data is managed through MariaDB 10.6.19 with 

the InnoDB 10.6.19 storage engine, which ensures transactional support and data consistency. 

Beyond transport layer encryption, application-layer security was also implemented through machine 

learning. Specifically, a classification-based SQL injection detection system was integrated to monitor and flag 

potentially malicious queries in real time. This model introduces a proactive layer of defense by recognizing 

suspicious query patterns, complementing the traditional cryptographic measures. Further technical details on the 

machine learning integration are discussed in Section 5. 

Before introducing machine learning, we conducted a series of simulated attacks to evaluate the system’s 

resilience under standard configurations. The results of these penetration tests are presented in the following 

section. 

 

4. Threats and Vulnerabilities: Security Testing through Simulated Attacks 
The prescription system was tested against four types of attacks. We theoretically had access to a hospital's 

closed network in all the attacks. The attacks tested on my system include unauthorized access (Brute Force 

Attack), Denial of Service (DoS) attacks, Distributed Denial of Service (DDoS) attacks, and SQL Injection 

attempts. Below, we will explore each attack in detail, analyzing its methods, potential impact, and the results 

observed during the tests. 

As part of the testing, Docker was used to perform the required tasks within isolated containers, ensuring the 

accuracy and security of the results. Docker is an open-source technology that allows the creation and management 

of isolated, portable environments known as containers. These containers include the software and its 

dependencies, ensuring consistent performance regardless of the underlying system [23]. Through Docker, the 

development of replicable environments is simplified, making it ideal for malware analysis, vulnerability testing, 

and other applications in the cybersecurity field [24]. 

Docker security is based on three main aspects: process isolation, kernel rule enforcement, and network 

security. It uses Linux kernel features such as namespaces and groups for isolation, while mechanisms such as 

SELinux, AppArmor, and Seccomp enhance the protection of the host. In the network domain, security is 

enhanced through TLS for secure image distribution and Docker Content Trust for verifying signed images. 

However, non-secure options, including a registry, can reduce protection [25]. For this reason, we verified that 

TLS is enabled in our project, as mentioned in the text. We ensured that Docker Daemon was not publicly 

accessible and implemented TLS authentication to prevent unauthorized access [26]. Finally, containers are tightly 

integrated into the host operating system, offering higher performance than virtual machines (VMs) and focusing 

on the relationship between the host and the container [25]. 

4.1. Unauthorized Access (Brute force attack) 

A Brute Force Attack involves systematically trying all possible combinations of characters until the correct 

password is found. This attack is perilous when the attacker has additional information or has observed patterns 
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in passwords, such as common passwords or variations of the same password. It exploits weaknesses in easily 

guessable passwords, and defending against it requires mechanisms like multi-factor authentication and stronger 

access restrictions [27]. 

To assess the security of our system, a group of individuals tested an unauthorized access scenario by 

manually attempting to decode the password. These attempts were then replicated via an automated script, as 

shown in Figure 3 in the appendix. The script executed 51 password attempts, including 'password1', '123456', 

'letmein', 'Pas5word1', and 'infe1xt1tiologist5', resulting in failed login attempts. During testing, the system 

responded to repeated failed login attempts by restricting access from the source, demonstrating the presence of 

server-side protection mechanisms such as rate limiting or IP-based blocking. This was implemented through a 

backend script integrated with the login form, which monitors authentication failures and activates protective 

measures once a predefined threshold is exceeded. The attack was executed locally using Docker inside a container 

created specifically for this purpose. 

The attack on our system was unsuccessful, as the system remained fully secure, and no data breach occurred. 

Had the attack been successful, it could have led to unauthorized access, exposure of sensitive data, and disruption 

of normal system operations. This highlights the critical need for implementing robust security mechanisms, 

including multi-factor authentication, strong password policies, and comprehensive access restrictions, to 

safeguard systems against similar threats in the future. 

To explore this attack further and its link to the reckless use of antibiotics, it becomes clear that unauthorized 

access to falsified prescription data presents a significant risk for the health sector [28]. The misuse of antibiotics, 

whether through incorrect dosages or unauthorized distribution channels, accelerates microbial resistance. In 

regions with weak regulatory frameworks, the uncontrolled circulation of antibiotics further exacerbates the 

problem [29]. 

4.2. Denial of Service (DoS) Attacks 

A Denial of Service (DoS) attack aims to exhaust resources such as CPU, memory, and network, causing 

disruptions to applications and system infrastructure, resulting in performance failure or application crashes [30]. 

More in detail, this attack is a common type of network attack, where the attacker floods the system with excessive 

traffic, overwhelming its resources. This results in delays or complete unavailability of the healthcare system, 

preventing legitimate users from accessing critical healthcare information. As part of the Security Attacks in the 

Network Phase, it targets the network infrastructure, impairing communication and access to essential services 

[27]. 

We executed this attack in our system, and as Figure 4 in the appendix shows, there were 62 attempts in the 

first test, 451 in the second, and 155 in the third, all classified as DDoS attacks. It is worth noting that as the 

number of attacks increases, so does the number of users trying to access the system. 

The tests were conducted using the Siege tool, executed within a Docker container to ensure consistent testing 

conditions and isolate the tests from interference with live systems. The Docker environment provided a controlled 

setup, allowing us to simulate concurrent users and analyze the system’s performance under various loads. 

This attack concludes that our system remained operational, as indicated by the "availability," which is 100%. 

The results in Figure 4 in the appendix highlight the following: 

• Response times of 0.15 seconds, 0.14 seconds, and 0.13 seconds; 

• Transaction rates of 14.73, 11.70, and 5.21 transactions per second, respectively; 

• Concurrency levels of 2.15, 1.62, and 0.70 simultaneous connections; 

• Total data transferred: 0.42 MB, 3.13 MB, and 1.26 MB; 

• Throughput values of 0.10 MB/s, 0.08 MB/s, and 0.04 MB/s; 

• All transactions (62, 451, and 155) were successfully executed without failure, confirming the system's 

ability to handle increased requests efficiently. 

These results validate the system's robustness, showcasing its ability to maintain 100% availability and stable 

performance, even during simulated DDoS attack scenarios. 

4.3. Distributed Denial of Service (DDoS) Attacks 

DDoS attacks often originate from networks of computers that have been infected with malicious software 

and are used to attack the target without being immediately detected. The severity of these attacks can be enormous, 

as they are often difficult to trace back to their source and can last for extended periods, disrupting the functionality 

of the network or system [27]. 

The previous section, Denial of Service (DoS) Attacks, provided a comprehensive analysis of the attack, 

including its behavior and impact. The DDoS attack is illustrated in Figure 4 in the appendix, which shows the 

second test, where 451 attempts were recorded. 
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4.4. SQL Injection Attempts 

According to Priya et al. (2017), SQL Injection attacks involve injecting malicious SQL statements into a 

database query to exploit system vulnerabilities. We utilized the SQLMap tool within a Docker container to 

simulate and study such attacks. Running SQLMap in a controlled Docker environment ensured consistent results 

while preventing unintended consequences on other systems. The target web application mimicked common 

database configurations, allowing SQLMap to execute automated tests on various dynamic parameters. These 

tests helped identify potential vulnerabilities under realistic conditions. 

As part of our research, we conducted an SQL Injection testing scenario. As shown in Figure 5 in the 

appendix, SQLMap begins the detection process by analyzing dynamic parameters, such as the User-Agent header. 

Although identified as dynamic, this parameter is ultimately deemed non-exploitable due to possible false 

positives. The tool then detects SAP MaxDB as the probable backend database management system (DBMS) and 

recommends focusing on specific payloads for that platform. 

Further analysis includes specialized SQLMap payload testing targeting SAP MaxDB and evaluating 

additional parameters such as Host. However, none of these are found to be vulnerable. Despite testing multiple 

techniques, including Boolean-based blind, time-based blind, and UNION query injection, no exploitable entry 

points were detected. 

SQLMap concludes with a CRITICAL message, indicating that none of the analyzed parameters are 

vulnerable. This suggests the potential presence of a protection mechanism, such as a Web Application Firewall 

(WAF), to prevent such attacks. To bypass these defenses, SQLMap suggests using the --tamper=space2comment 

or --random-agent options. 

Successful SQL Injection attacks could lead to unauthorized access to sensitive healthcare data, including 

patient records, compromising privacy and data integrity. This underscores the importance of implementing robust 

cybersecurity measures to protect medical databases and ensure the proper use of antibiotics. Attackers exploiting 

such vulnerabilities could alter or delete critical medical data, posing a risk to patient safety and disrupting vital 

healthcare operations. 

Our tests yielded positive results, as we found no exploitable parameters within the target system. The 

backend database, such as SAP MaxDB, offers robust security protection. However, these findings underscore 

the need for ongoing improvements in security measures, as sophisticated attackers may develop increasingly 

sophisticated techniques to circumvent existing defenses. 

 

5. Applying Machine Learning for Securing SQL Injection 
While our tests indicated strong performance, highlighting the robust security protections of the backend 

database, they also underscore the importance of proactive measures. Thus, to enhance our security framework, 

we developed an application that integrates machine learning to determine whether SQL injection attempts are 

safe or malicious. 

We first analyzed the structure of our existing prescription submission form and the underlying SQL tables 

supporting its functionality. Based on this structure, we simulated realistic query inputs that a user might submit, 

both legitimate and malicious. 

This analysis informed the creation of a balanced synthetic dataset of 500 queries, comprising 250 valid SQL 

statements (e.g., SELECT * FROM prescriptions WHERE doctor_id = 5) and 250 malicious injection attempts 

(e.g., SELECT * FROM users WHERE id = 1 OR 1=1; --). 

The malicious examples were not purely idealized; we deliberately included noisy and obfuscated variations 

to reflect the unpredictability and complexity of real-world SQL injection attempts. This approach aimed at 

improving the model's generalization and robustness in practical scenarios. 

Each query was transformed into a feature vector using a CountVectorizer and enhanced with custom features, 

including the number of special characters and the occurrences of SQL keywords. This preprocessing step was 

automated and saved in reusable formats (features.py, vectorizer.pkl) for consistency across all experiments. 

We then performed a comparative evaluation of four machine learning models: Random Forest, Decision 

Tree, Support Vector Machine, and Naive Bayes. Each model was trained and tested on the same dataset and 

evaluated using accuracy, precision, recall, and F1-score. 

As shown in Figure 6 in the appendix, the models exhibited strong performance across all metrics. Among 

them, the SVM and Naive Bayes models achieved an accuracy of 89%, while the Random Forest model 



 

Computer Networks and Communications                                                                                                          66 | Savina Mariettou, et al. 
 

outperformed them with an accuracy of 94.2% and an F1-score of 0.88. This highlights its robustness even with 

a relatively small dataset. The Random Forest model was ultimately selected due to its strong balance between 

precision and recall. 

This model was then retrained on the full dataset and serialized (sql_injection_model.pkl) along with its 

associated vectorizer. We developed a Flask API that loads the model and exposes a /predict endpoint. Incoming 

SQL queries are classified in real time, and a JSON response is returned with the result: "SQL Injection Detected" 

or "Query is Safe". 

As also demonstrated in Figure 6 in the appendix, after running the Flask server (app.py), we submitted a 

known SQL injection attempt (DROP TABLE users; --) via the interface, and the system correctly flagged it as 

"SQL Injection Detected". This confirms that the model functions properly in a live environment. 

To demonstrate its usability, we built a web interface using HTML and JavaScript. The interface allows 

system administrators to input queries manually and receive instant feedback. Additionally, we implemented an 

auto-checking mode, where the system sends queries for analysis at fixed time intervals (currently every 5 

seconds), simulating autonomous scanning of backend query logs. 

Figure 7 in the appendix shows the server-side activity during live testing. It captures successful requests to 

predict, which returned responses, indicating that the system was actively receiving and processing query inputs 

in real time. 

The system supports both manual and automated testing of SQL queries through a unified web interface. The 

system administrator can submit individual queries for real-time analysis or activate the auto-test mode, which 

continuously sends queries for classification every 5 seconds, allowing both modes to operate in parallel without 

conflict. This flexibility enables both interactive experimentation and autonomous background monitoring. 

In conclusion, the integration of machine learning into our SQL injection detection pipeline has proven both 

technically viable and practically effective. By embedding intelligent query analysis directly into the prescription 

system’s backend, we enhance its security posture without compromising usability. The system performs reliably 

under real-time conditions and maintains consistent detection performance across a variety of input types, forming 

a robust core defense within the broader prescription infrastructure. 

6. Results 
Our system provides a safe and effective solution for monitoring antibiotic prescriptions and ensuring their 

proper use in prescribing and administration. It allows physicians to register and track prescriptions in a structured 

and secure manner.  

A summary of the security tests conducted in Section 4 is provided in Table 1 below. This comparative 

overview presents the system’s resilience under simulated cyberattack scenarios, including Brute Force, DoS, 

DDoS, and SQL Injection attempts. The results confirm that the system maintained its integrity and availability 

throughout the evaluation process. Table 1 summarizes the outcomes of the system's resilience under these 

simulated attacks. Each scenario was tested in a controlled Docker environment to ensure consistency and 

isolation. The results validate the platform’s effectiveness in safeguarding sensitive healthcare data against 

prevalent cybersecurity threats.  

 

Table 1: Summary of security testing results and system response under simulated cyberattacks. 

Attack Type Attempts System Response Testing Method Detection Result 

Brute Force 51 password attempts All login attempts failed; 

attack detected and blocked 

Common 

passwords 

Attack blocked 

DoS 62 concurrent requests Average response time: 

~0.15 seconds; system 

remained responsive 

Siege tool Attack withstood 

DDoS 451 concurrent 

requests 

100% uptime maintained; 

minor latency and expected 

throughput drop 

Siege tool Attack withstood 

SQL Injection 0 exploited 

vulnerabilities  

No injection points or 

exploitable parameters 

identified 

SQLMap Attack unsuccessful 

 
These findings highlight the system's potential for deployment in real-world healthcare environments where 

secure data handling is paramount. 
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The form is hosted on a secure HyperText Transfer Protocol Secure (HTTPS) server, utilizing TLS 1.2 and 

1.3 with modern encryption suites to ensure safe data transmission. Following the issuance and integration of the 

certificate, the system employs Elliptic Curve Cryptography (ECC) with a 256-bit key (Sha384withEcdsa), 

offering high security at a lower computational cost than traditional RSA encryption. 

A comprehensive SSL security assessment confirmed adherence to best practices, including support for 

Forward Secrecy, mitigation of known vulnerabilities, and the implementation of strong encryption mechanisms. 

All cryptographic protocols comply with the latest security recommendations, ensuring effective protection 

against emerging threats. The system employs modern cipher suites that combine high-speed processing with 

strong resistance to cryptographic attacks, safeguarding sensitive medical data. Additionally, outdated protocols 

such as SSL 2.0, SSL 3.0, TLS 1.0, and TLS 1.1 are not supported, ensuring full compliance with modern security 

standards. 

Strong encryption policies enhance the system’s resilience and align with industry-leading security 

frameworks. Compliance checks verified that all connections utilize HTTPS, enhancing data integrity. 

Furthermore, penetration testing confirmed the system’s resilience against external threats, with no detected data 

breaches or unauthorized modifications. 

Access is restricted to a single certified physician, as the system is in a trial/research phase. This controlled 

environment allows us to refine security measures and optimize performance before potential expansion. All files 

are securely stored within the hospital’s cloud infrastructure, ensuring accessibility and data protection. By 

facilitating the accurate tracking of antibiotic prescriptions, our system promotes responsible antibiotic use [31], 

helping to combat antimicrobial resistance while establishing a robust cybersecurity framework for medical data 

protection. Rather than simply adopting cutting-edge technologies for their own sake, our approach focuses on 

adapting proven solutions to the real needs and constraints of the healthcare environment, ensuring a high level 

of security without unnecessary complexity or cost. 

To further validate the system’s effectiveness, we compared its SQL injection detection component against 

benchmark results reported in the literature. Prior studies on machine learning-based SQL injection detection in 

generic web environments typically report accuracy ranging from 85% to 92% [10][11]. In contrast, our Random 

Forest model achieved an accuracy of 94.2% and an F1-score of 0.88, demonstrating strong performance even in 

a domain-specific application and under resource constraints typical of clinical systems. Unlike prior works, our 

model is designed for low-resource deployment within clinical prescription platforms, enabling real-time 

protection without disrupting system performance. 

 

7. Conclusion and Future Work 
This paper introduced an enhanced prescription system to monitor antibiotic consumption, ensuring 

transparency, proper data management, and security. The integration of machine learning represents the core 

innovation of this work, enabling proactive detection of SQL injections within a clinical prescribing environment. 

Implemented using HTML, CSS, and PHP, the system demonstrated robust resistance to various cyber threats, 

including unauthorized access, Denial of Service (DoS) attacks, Distributed Denial of Service (DDoS) attacks, 

and SQL injection attempts. The results show that our system is reliable for monitoring antibiotics and protecting 

against cyberattacks. Protecting medical data is essential for safeguarding patient privacy, supporting responsible 

medication use, and contributing to faster, more effective patient recovery. Currently, the prototype system 

supports a single authorized user for testing and evaluation purposes. Future development will include a multi-

user architecture with role-based access, concurrent data handling, and secure database storage. These 

enhancements aim to ensure both scalability and security within real-time healthcare environments. Importantly, 

to date, no existing work has demonstrated the integration of a machine learning–driven SQL injection detection 

layer directly within the operational context of an antibiotic prescription system. 

This will allow the system to scale and handle a broader range of tasks, such as monitoring the number of 

consultations and providing data analytics for medical professionals. Future improvements will include 

implementing multilingual support to accommodate diverse healthcare environments. The system could further 

evolve by transitioning its database into a blockchain, allowing doctors to form decentralized networks and 

facilitate the secure addition of new members. 

As an extension of our work, integrating blockchain technology could be particularly beneficial for 

healthcare organizations. Furthermore, the future commercial availability of quantum computing could offer 

advanced encryption and processing capabilities, further enhancing the system’s security and efficiency while 
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unlocking new possibilities. Additional security tests, including database-specific attacks and integration with 

Elliptic Curve Cryptography (ECC) for enhanced network protection, will be crucial for maintaining and 

improving system resilience. By addressing these future capabilities, the system can become even more secure, 

scalable, and adaptable, laying the foundation for its broader use and long-term sustainability in healthcare settings. 
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The following abbreviations are used in this manuscript: 

AES Advanced Encryption Standard 

AHRQ Agency for Healthcare Research and Quality 

ΑΜR 

CNAME 

CAP 

CSR 

CSS 

DDoS 

DoS 

ECC 

GCM 

HTML 

HTTPS 

PHP 

RSA 

SAMaxDB 

SHA 

SQL 

Antimicrobial Resistance 

Canonical Name 

Community-Acquired Pneumonia 

Certificate Signing Request 

Cascading Style Sheets 

Distributed Denial of Service 

Denial of Service 

Elliptic Curve Cryptography 

Galois/Counter Mode 

HyperText Markup Language 

HyperText Transfer Protocol Secure 

Hypertext Preprocessor (originally Personal Home Page) 

Rivest Shamir Adleman 

SAP Maximum Database 

Secure Hash Algorithm Abbreviations 

Structured Query Language 

SSL 

TLS 

Secure Sockets Layer 

Transport Layer Security 
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Appendix  
Figure 3. Brute-force attack Docker to detect unauthorized access. 
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Figure 4. Simulation of DoS and DDoS attacks on a Docker container to evaluate system resilience. 

 

 
 

Figure 5. SQLMap detects potential injection vulnerabilities in the target system. 
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Figure 6. Model Evaluation and Flask Testing. 

 

 
 

Figure 7. Real-Time Prediction Activity via Flask API 

 

 


